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Abstract

Modern computing systems rely on a layered architecture comprising
applications, hardware, and the operating system. At the core of the
operating system lies the kernel, a privileged component that manages
system resources and enforces isolation, e.g., between processes. Due to its
complexity and ever-expanding codebase, the Linux kernel is susceptible
to inadvertently introducing vulnerabilities. Exploiting such vulnerabilities
typically bypasses the kernel’s isolation mechanisms and thereby compro-
mises the entire system. These risks are magnified by the widespread use
of the Linux kernel across desktops, servers, and, in particular, mobile
devices, of which there are billions in use. This makes the Linux kernel
a high-value target for threat actors seeking to compromise systems or
install persistent surveillance tools, highlighting the severe impact on
society. Therefore, securing the kernel has become an ongoing arms race
between offensive and defensive research efforts, with both efforts playing
a critical role in countering increasingly sophisticated threats. Yet, despite
considerable progress, key challenges remain regarding the reliability of
kernel exploits, the effectiveness of existing mitigations, and the opaque
deployment of defenses against in-the-wild attacks.

In this thesis, we address all three challenges to advance the state of kernel
security. First, we analyze kernel exploits and explore ways to increase
their success rate and reliability by exploiting side channels, which are
unintentional information channels leaking metadata. We introduce three
novel side channels: SLUBStick, a timing side channel on the kernel’s
memory allocator to infer heap memory reuse; KernelSnitch, a software-
induced side channel that leaks the location of kernel heap objects via
data structure access timing; and a hardware-induced TLB side channel
that leaks fine-grained memory layout information. These side-channel
leakages all enable powerful exploit techniques with high reliability that
were previously either unreliable or infeasible. Second, we analyze modern
kernel defenses against vulnerability exploitation. They limit control-flow
hijacking or data-oriented attacks, which target control-related or non-
control-related data for privilege escalation. We identify key gaps in these
defenses and present HEK-CFI to prevent advanced control-flow hijacking
and DOPE to counter data-oriented attacks. Both defenses offer stronger
protection than prior work while maintaining reasonable performance
overheads. Third, to assess real-world exploitability, we conduct two large-
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scale analyses of the Android kernel ecosystem: Defects-in-Depth and
The Doom of Device Drivers. Our studies reveal critical shortcomings in
defense adoption, widespread exposure to known vulnerabilities in device
drivers, and significant patch delays. These findings demonstrate that,
despite available upstream mitigations or patches, many Android devices
remain susceptible to known kernel attacks.

Together, the contributions of this thesis address key gaps in exploitation
reliability, kernel defenses, and real-world analysis. By uncovering novel
insights, presenting mitigations, and reporting findings, this thesis enhances
the security and resilience of the Linux kernel.

This thesis is split into two parts. The first part outlines its contribu-
tions, provides background, summarizes state-of-the-art, and concludes
its findings. The second part presents the first-authored papers in their
original form1, comprising seven publications. Five of these were accepted
at renowned international tier-1 security conferences, while the other two
were accepted at tier-2 ones.

1The content of the included papers remains unmodified from the camera-ready
versions. However, their format and color style were adjusted to fit the layout of
this thesis.
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1
Introduction

Modern computing systems typically comprise three layers: hardware re-
sources, the operating system, and software applications. Applications pro-
vide the functionality with which users interact, while hardware performs
the actual computations. The operating system acts as an intermediary
between applications and hardware, managing access to physical resources.
At the core of the operating system lies the kernel, a privileged component
responsible for abstracting and managing critical hardware resources such
as the CPU, memory, and I/O devices. To fulfill these responsibilities, the
kernel typically operates with the highest privilege level on non-virtualized
systems, granting it unrestricted access to the machine. It performs essen-
tial low-level tasks ranging from memory management and device driver
handling to process scheduling and system calls.

One of the kernel’s key responsibilities is enforcing isolation and privilege
separation. It ensures that software applications are isolated from one
another, preventing one process from affecting others if it is faulty or
malicious. The kernel also maintains a strict boundary between itself and
user space to preserve the distinction between unprivileged and privileged
execution contexts. Modern processors facilitate these separations by pro-
viding hardware-enforced paging and privilege levels, which the operating
system leverages to enforce security boundaries. By controlling access to
hardware and shared system resources, the kernel plays a vital role in
maintaining both system correctness and security.

Given the foundational role of the kernel in modern systems, fulfilling
its responsibilities requires immense complexity and an extensive, ever-
evolving codebase. The Linux kernel, which is the focus of this thesis,
had approximately 40 million lines of code in January 2025 [246] and
is actively developed by thousands of contributors worldwide [142]. For
context, in 2022 the Linux kernel comprised approximately 30 million
lines [246], reflecting a growth of about 10 million lines in three years.
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1. Introduction

This ever-evolving landscape introduces inherent risks: vulnerabilities are
unintentionally introduced, some of which remain undetected or unpatched
for years [6, 45, 47, 270, 320, 343]. A notorious example is the kernel
vulnerability CVE-2019-2215, which was actively exploited in the wild by
the BadBinder attack [270]. Although the vulnerability was discovered in
2017, it took nearly two years before patches reached the affected end-user
systems. Moreover, it remains unclear how long the vulnerability had been
actively exploited by threat actors [273]. Other research [6, 45, 47] has
generally shown that kernel vulnerabilities have an average lifetime of five
years between introduction and patching. Such flaws pose serious threats
to system integrity, as they allow actors to bypass isolation mechanisms,
compromise the kernel, and gain full control over affected systems.

The consequences are particularly severe given the widespread use of the
Linux kernel. It powers a wide range of systems, from desktop and server
environments to mobile devices and embedded systems. Android, for ex-
ample, uses a downstream version of the Linux kernel and is deployed on
billions of mobile devices worldwide. Similarly, the Linux kernel underpins
multiple desktop distributions and enterprise-grade server systems. When
accounting for all upstream and downstream versions, the Linux kernel
was used by over 47% of operating systems worldwide as of April 2025 [79],
making it one of the most widely deployed kernel. As a result, vulnerabili-
ties in the Linux kernel pose systematic risks with a wide-reaching impact
on society. One noteworthy example is the compromise of mobile devices
to install commercial spyware such as Pegasus [123], Predator [206], or
NoviSpy [120], enabling the covert surveillance of end users.

Given the Linux kernel’s high privilege level, immense complexity, sus-
ceptibility to vulnerabilities, and widespread deployment across critical
computing infrastructure, securing it against malicious attacks remains
a pressing challenge. As a result, kernel security has become an ongoing
arms race between defensive countermeasures and offensive techniques.
To meaningfully strengthen the kernel’s resilience, it is essential to study
both sides of this race. Defenses have a direct impact by making ex-
ploitation more difficult, while offensive research contributes indirectly by
uncovering previously unknown weaknesses and driving for more effective
defenses. However, despite considerable progress, three key areas remain
under-explored in terms of evolving threats:

(1) Exploit Reliability: The success rate of kernel exploits is a critical
factor, where failure potentially results in crashes. A crash is not merely
a technical error. It breaks stealth, increases the risk of detection,
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Enhancing Exploit Reliability via Side Channels

Figure 1.1: Three main contributions of this thesis.

and may trigger forensic investigations [123, 130, 204]. Hence, novel
approaches are needed to enhance the reliability of kernel exploits.

(2) Defense Effectiveness: With the rise of novel exploit techniques
that bypass defenses [19, 126, 128, 156, 211, 230, 310], it remains uncer-
tain whether current kernel exploitation mitigations and defenses [53,
166, 220, 248, 265] are sufficient to withstand modern, sophisticated
attacks.

(3) Android Ecosystem: Threat actors continue to target the Android
kernel to, e.g., install spyware for surveillance [32, 231, 267]. Yet,
the large-scale deployment of effective defenses to limit in-the-wild
exploitation remains largely unknown.

This thesis addresses gaps in all three key areas through its main con-
tributions (see Figure 1.1 and Section 1.1), while also tackling other
contributions (see Section 1.2).

First, to enhance the exploit’s reliability, we investigate how to increase
exploitation success using side channels. These are unintended informa-
tion channels that leak runtime metadata and deduces security-relevant
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1. Introduction

information. While prior work [89, 114, 128, 172, 189] has demonstrated
that side channels can assist in kernel exploitation, these techniques only
leak coarse-grained information [89, 114, 128, 189] or lacked general ap-
plicability [172]. To overcome these limitations, we present three novel
side channels [195, 196, 197] that significantly improve the success rate
of kernel-level exploitation. SLUBStick [195] is a generic timing side
channel in the kernel allocator to infer kernel heap memory reuse. Kernel-
Snitch [197] is the first side-channel attack to leak the precise location of
kernel heap objects. While KernelSnitch is software-based, we also present
a hardware-induced side-channel attack on the Translation Lookaside
Buffer (TLB) [196], which caches recent virtual-to-physical address trans-
lations. This TLB side channel reveals the locations of kernel heap objects,
kernel stacks, and page tables. Together, these side channels enable new
exploit techniques with high reliability, while significantly improving the
reliability of existing techniques. By advancing offensive capabilities, our
work drives defense development, contributing to a more resilient kernel.

Second, despite advances in kernel defenses, many approaches remain
vulnerable to bypass techniques [19, 126, 128, 156, 211, 230, 310]. To
address these shortcomings, we present two defense mechanisms [198,
199]. These defenses improve protection against control-flow hijacking
and data-oriented attacks that target control-related and non-control-
related data for privilege escalation. HEK-CFI [198] addresses advanced
control-flow hijacking techniques that previous defenses could not fully
prevent. DOPE [199] protects multiple sensitive kernel objects against
data manipulation, achieving a stronger security-performance trade-off
than prior work.

Third, we analyze the Android kernel ecosystem in the context of in-
the-wild exploitation through two studies [193, 194], revealing multiple
shortcomings. Defects-in-Depth [193] examines how upstream kernel de-
fenses are incorporated into downstream Android devices. The study
reveals significant deviations from the security levels that could have been
achieved. The Doom of Device Drivers [194] shows that threat actors can
exploit publicly known n-day vulnerabilities in device drivers exposed
to untrusted execution contexts, eliminating the need to invest in costly
zero-day development. We reported the findings of both works and en-
couraged multiple vendors to enhance the security of their devices against
kernel-level exploitation.

The goal of kernel security research is to raise the cost of in-the-wild
exploitation, thereby preventing even well-resourced actors from carrying
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1.1. Main Contributions

out attacks [32, 268, 272, 273, 274, 276, 293, 294]. The recent Paragon
campaign with Graphite spyware [122, 205] may reflect early success in this
direction, with threat actors shifting focus from kernel-level compromises
to targeting legitimate applications instead. While not a definitive victory,
this change of direction signals meaningful progress. This thesis supports
this trajectory by enhancing security directly through advanced kernel mit-
igations, as well as by encouraging defensive adaptation through improving
exploit reliability via novel side channels and uncovering shortcomings in
real-world systems. Ultimately, it contributes to making modern systems
more resilient against kernel-level threats.

1.1. Main Contributions

During my PhD, I first-authored seven papers that advance the state of
the art in kernel security. Five of these were published at tier-1 security
conferences, while the others were published at tier-2 ones. My work
covers a wide spectrum, including attacks, defenses, and in-depth analyses
of kernel-level vulnerability exploitation, as well as side-channel-assisted
exploitation techniques. The research targets both Linux-based desktop
and Android operating systems, reflecting a comprehensive investigation
of modern Linux kernel security. To structure these contributions (see
Figure 1.1), I group them into: Enhancing Exploit Reliability via Side
Channels, Increasing Defense Effectiveness, and Revealing Shortcomings
in the Android Ecosystem.

1.1.1. Enhancing Exploit Reliability via Side Channels

Kernel exploits typically face two major challenges. First, real-world
vulnerabilities often provide limited capabilities. For instance, such vul-
nerabilities include out-of-bounds [187] or use-after-free [242] writes at
specific offsets with partially controlled data, or heap out-of-bounds writes
restricted to two zero bytes [227]. Using such constrained vulnerabilities for
full kernel compromise is often non-trivial and requires carefully crafted,
multi-stage exploitation strategies.

Second, modern kernels deploy robust defenses that significantly limit
kernel-level vulnerability exploitation [294]. Two key defenses are heap
separation of kernel objects and randomization of their memory locations.
With heap separation, the kernel places heap objects into distinct allocator
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1. Introduction

Table 1.1: Systematization of our kernel side-channel contributions, categorized
by side-channel type, target, and exploitation goal.

Side Channel Type Target Goal

SLUBStick [195] Software Slab allocator Cross-cache reuse (heap manipulation)
Leakage of heap object locations

KernelSnitch [197] Software Kernel data structures Covert channel
Website fingerprinting
Leakage of heap object locations

TLB disclosure [196] Hardware TLB Leakage of stack locations
Leakage of page table locations

caches based on their security context [46, 109, 191]. This separation helps
ensure that vulnerabilities in one cache do not compromise sensitive data
in other, security-critical caches. As a result, it serves as a defense mecha-
nism that hinders attackers from establishing reliable exploit primitives for
kernel-level exploitation. With object randomization, the kernel random-
izes the memory location of kernel objects [65], requiring attackers to first
leak the location of a target object before overwriting it. Such leaks are
typically achieved either through kernel vulnerabilities or via side-channel
attacks. The former risks system crashes and reduces exploit reliability
and stealth, undermining the viability of kernel exploitation. The latter
has so far been limited to only leaking coarse-grained information [27,
89, 114, 159, 186, 189], such as the base address of the kernel code or
the physical map. While these coarse-grained side-channel attacks are
useful and widely employed in practice [82, 128, 188], it remained unclear
whether finer-grained side-channel leakages were possible.

This part addresses both challenges by advancing side-channel-assisted,
kernel-level exploit techniques. These techniques enhance the reliability
and stability of end-to-end kernel compromise. To provide a systematic
view, we map our contributions into the space of side-channel types
(i.e., software-induced and hardware-induced) and attacker goals (e.g.,
heap manipulation, memory disclosure, and covert channels). Table 1.1
summarizes this systematization, situating each of our works in this space.

Circumventing Heap Separation and Limited Capabilities. To
bypass heap separation, prior work [13, 68, 97, 107, 125, 182, 184, 185,
310, 319] has demonstrated and performed cross-cache reuse, a technique
that exploits the kernel’s page allocator to reuse memory across separated
allocator caches. These approaches were powerful but often restricted to
dedicated caches or had low success rates. Failure can result in crashes that
undermine stealth, a key factor since it increases the risk of detection and
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1.1. Main Contributions

forensic investigations. To address these challenges, we introduce SLUB-
Stick [195], a reliable cross-cache reuse exploitation technique leveraging
limited capabilities from heap vulnerabilities. SLUBStick first leverages a
timing side channel in the slab allocator to reliably detect memory reuse,
thereby significantly improving the success rate of cross-cache reuses.
It then leverages common kernel code patterns to transform weak heap
write primitives into powerful page-table manipulations, enabling arbitrary
kernel memory access. We show SLUBStick’s efficacy on one synthetic
vulnerability and nine real-world CVEs, achieving privilege escalation on
modern Linux kernels with state-of-the-art defenses. This paper was pub-
lished at USENIX Security 2024 [195] in collaboration with Stefan Gast,
Martin Unterguggenberger, Mathias Oberhuber, and Stefan Mangard.

Leaking Locations via Software-Induced Side Channels. While
prior work [88, 92, 131, 172, 195, 236, 263, 304, 340, 341] has intro-
duced multiple software-induced side channels, most of these have focused
on leaking data or behavioral patterns from user-space processes. Only
SLUBStick [195] and PSPRAY [172] have demonstrated side channels
that target the kernel, are induced by kernel software, and improve heap
manipulation attacks. Building on this line of work, we introduce Kernel-
Snitch [197], a novel software-induced side channel that exploits timing
differences when accessing kernel data structures such as hash tables
and trees. By amplifying this timing leakage, KernelSnitch enables the
leakage of user data through covert channels and website fingerprinting.
Leveraging the specific indexing mechanisms of Linux hash tables, it also
reveals the location of kernel heap objects, making it the first side-channel
attack to achieve this. This paper was published at NDSS 2025 [197], in
collaboration with Jonas Juffinger, Thomas Steinbauer, Daniel Gruss, and
Stefan Mangard.

Leaking Locations via Hardware-Induced Side Channels. When
considering hardware-induced side channels for kernel information leakage,
attacks often exploit the TLB, which caches recent virtual-to-physical
address translations. This TLB side channel [114] allows the distinction
between mapped and unmapped memory regions. It enables unprivileged
users to infer kernel memory mappings, such as the base address of the
kernel code or the physical map. Several follow-up works extended this
technique [85, 89, 159, 186, 188, 286, 297, 347], while still being limited
to only leak the coarse-grained location of memory sections. Expanding
on this foundation, we show that certain design decisions in defenses and
kernel memory allocators can amplify TLB-based leakage [196]. We then
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1. Introduction

use kernel allocator massaging to craft the internal allocator state, and
combine it with an Evict+Reload TLB side-channel attack to leak the
locations of kernel objects. Specifically, on recent Intel CPUs, we leak the
base addresses of all major memory sections and the fine-grained locations
of kernel heap objects, page tables, and kernel stacks. These disclosure
attacks enable successful kernel-level exploitation on modern Linux sys-
tems, allowing novel exploit techniques and improving the reliability and
stability of existing techniques. This paper was published at USENIX
Security 2025 [196] in collaboration with Lukas Giner, Daniel Gruss, and
Stefan Mangard.

1.1.2. Increasing Defense Effectiveness

When attackers exploit kernel vulnerabilities to achieve full system compro-
mise, they typically follow one of two attack strategies: hijacking control
flow to execute arbitrary code [21, 25, 29, 113, 141], or corrupting critical
data to escalate privileges [36, 110, 314]. Although prior work has pro-
posed various defense mechanisms, it remains uncertain whether these are
sufficient to counter modern kernel exploit techniques. This part addresses
both strategies by introducing mitigations that advance the state of the
art in defending against control-flow hijacking and data-oriented attacks.

Mitigating Control-Flow Hijacking Attacks. Prior work [9, 53, 56,
77, 178, 220, 280, 288, 323] has proposed various kernel Control-Flow
Integrity (CFI) defenses that limit control-flow transfers to predefined,
valid targets. These include KCoFI [53], which restricts transfers to func-
tion entries, and FineIBT [220], which enforces CFI at function-signature
granularity. Among these, only KCoFI fully protects against recent CFI-
bypass attacks [128, 156, 170, 210, 211], which target the thread state. The
thread state refers to the CPU register contents saved to memory during
system events such as system calls, exceptions, or interrupts. Other defense
approaches [77, 178, 280] provide only partial thread state protection [198],
and only few [77, 178, 280] address signature-based CFI bypasses seen in
the wild [19, 126]. To close this gap, we introduce HEK-CFI [198], which
protects control-flow-relevant data during system events while offering
fine-grained CFI. Specifically, HEK-CFI extends function-signature-based
CFI by retrofitting Intel’s new hardware isolation primitive (i.e., shadow
stack) to fully protect backward- (e.g., return addresses) and additional,
critical forward-edge (e.g., function pointers) control-flow transfers. Our
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1.1. Main Contributions

prototype eliminates as first kernel defense all illegal backward-edge tar-
gets, reduces the numbers of forward-edge targets compared to prior work,
and protects thread state during system events, with a reasonable per-
formance overhead. This work was published at AsiaCCS 2024 [198] in
collaboration with Pascal Nasahl and Stefan Mangard.

Mitigating Data-Oriented Attacks. Prior work [14, 34, 35, 55, 59,
164, 166, 248, 250, 265, 305, 321] has protected critical kernel data objects
from tampering. A notable example is xMP [248], which secures creden-
tials, page tables, and address-space structures, though with considerable
performance overhead. While these efforts represent important progress,
they fall short of offering strong security guarantees for multiple sensi-
tive kernel objects without incurring significant performance costs. To
address this, we introduce DOmain Protection Enforcement (DOPE) [199].
DOPE leverages Intel’s Protection Keys for Supervisor (PKS) to enforce
domain-based memory protection. This restricts access to sensitive kernel
data according to the principle of least privilege. Through a prototype
implementation, we demonstrate that DOPE effectively protects multiple
selected sensitive data objects while maintaining reasonable performance
overhead, advancing in security relative to performance. This paper was
published at ACSAC 2023 [199] in collaboration with Martin Schwarzl,
Fabian Rauscher, Daniel Gruss, and Stefan Mangard.

1.1.3. Revealing Shortcomings in the Android Ecosystem

Full-chain, in-the-wild exploits that target Android devices usually obtain
initial code execution by exploiting vulnerabilities in applications with
an interface to the outside world. These apps include browsers [126],
messengers [122, 206, 231], and other exposed interfaces [120, 121]. Due
to Android’s strict security model, initial code execution occurs in an
untrusted security context with a limited kernel attack surface. To fully
compromise a device, threat actors typically either target the limited
kernel surface directly or first exploit more privileged services to broaden
the kernel attack surface. These exploit chains are often used to install
spyware [276] such as Pegasus [123], Predator [206], or NoviSpy [120].
From the actor’s perspective, compromising the kernel presents two major
challenges: First, many components contributing to the kernel attack
surface have undergone extensive security reviews, vulnerability discovery
efforts, and patching to reduce exploitability. Second, modern kernels
implement strong mitigations to limit exploitation.

11



1. Introduction

This part addresses both challenges and analyses the real-world kernel
attack targets and integration of defenses on Android devices. In doing
so, it exposes a significantly more fragile state than previously assumed,
revealing critical shortcomings in the Android ecosystem.

Analysing the Android Kernel Attack Targets. In 2023, a notable
shift occurred in kernel exploitation: threat actors moved away from tar-
geting the broader kernel surface via privileged services and instead began
exploiting the GPU, which is accessible even from untrusted contexts.
In fact, four out of five observed in-the-wild kernel compromises were
attributed to GPU vulnerabilities [276]. In response, Google, Android’s
Red Team, and ARM prioritized GPU security through vulnerability
detection and hardening efforts [317]. This shift raises a critical research
question: Are GPUs the sole attractive target for threat actors, or do other
kernel components pose similar or even greater risks that remain insuffi-
ciently addressed? To answer this, we conduct a large-scale analysis [194]
demonstrating that the kernel attack surface accessible from untrusted
contexts extends beyond GPUs. We identify several accessible drivers,
including those for the DSP, JPEG decoder, and AI coprocessor. Then,
we examine public resources, such as git histories and bug reports, to
identify vulnerability patches in the drivers’ code. Our subsequent patch
inclusion analysis reveals that 61.4% of analyzed Android devices were
vulnerable to n-day vulnerabilities of any severity at the time of analysis.
We also uncover critical findings regarding patch delays and dependen-
cies, which vary across device vendors, chipset vendors, and vulnerability
types. These insights underscore the urgent need for stronger security
measures in Android, especially as concurrent research [120, 121, 130]
has demonstrated the active in-the-wild exploitation of accessible drivers.
This paper was published at USENIX Security 2025 [194] in collaboration
with Florian Draschbacher, Lorenz Schumm, Ernesto Mart́ınez Garćıa,
and Stefan Mangard.

Analysing the Defense Integration against N-Days. To make
kernel-level exploitation more difficult, security researchers have proposed
numerous defenses, available in the upstream Linux kernel. However, the
extent to which these defenses are integrated and effective in device vendor-
supplied Android kernels remains unclear at scale prior to the Generic
Kernel Image (GKI) project [8]. To address this gap, we present Defects-in-
Depth [193], a two-part analysis of the security of downstreamed Android
kernels from leading device vendors. In the first part, we evaluate the
used exploit techniques from n-days and the mainline kernel defense-in-
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1.2. Other Contributions

depth mechanisms capable of preventing them. This allows us to quantify
the maximum level of protection that can be achieved by enabling these
defenses. In the second part, we assess how well these defenses are ac-
tually integrated by vendors. Our findings reveal substantial disparities:
depending on the vendor, the real-world protection offered by downstream
kernels is between 2.95 to 4.62 times worse than the maximum achievable
baseline. We envision that our findings will guide the integration of effec-
tive defenses in vendor kernels, enhancing the security of Android devices.
This paper was published at USENIX Security 2024 [193] in collaboration
with Florian Draschbacher, Lukas Lamster, and Stefan Mangard.

1.2. Other Contributions

In addition to the main contributions, I contributed to five publications
that advance the field of system security in three areas: enhancing side-
channel attacks, uncovering weaknesses in mobile security features for
Android and iOS, and improving memory safety.

Side-Channel Attacks. To enhance side-channel attacks, we first target
a popular attack surface: Android mobile devices, in both local and
remote attack scenarios. We then extend our work to desktop processors,
specifically AMD CPUs, in remote attack scenarios.

For Android, we demonstrate that these mobile devices expose numerous
power-related signals, enabling power side-channel attacks [232]. In a
systematic analysis, we investigate unprivileged sensors that leak such
power-related information. In a local attack scenario, we present a proof-of-
concept AES attack that leaks individual key bytes. In a remote scenario,
we show the leakage of pixels protected by cross-origin isolation. This
paper was published at NDSS 2025 [232] in collaboration with Math-
ias Oberhuber, Martin Unterguggenberger, Andreas Kogler, and Stefan
Mangard.

We advance the SQUIP attack [76], which exploits contention in AMD
processor scheduler queues. In a remote setting, we demonstrate inter-
keystroke timing attacks and a JavaScript-based covert channel. This
paper was published at FC 2024 [75] in collaboration with Stefan Gast,
Jonas Juffinger, Christoph Royer, Andreas Kogler, and Daniel Gruss.
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Weaknesses in Mobile Security Feature. Mobile devices are highly
attractive targets for attackers, with several real-world incidents ob-
served [120, 121, 122, 168, 169, 203, 205, 231, 273, 274, 275]. We contribute
novel attack techniques and large-scale analyses, responsibly disclose our
findings, and help improve the security of mobile platforms.

We revisit the USB security model of mobile devices by examining the
JuiceJacking threat, in which malicious chargers could compromise con-
nected smartphones. Although major vendors introduced confirmation
prompts in 2013 to mitigate such attacks, we discover that these defenses
are insufficient. We introduce ChoiceJacking [61], which bypasses these
JuiceJacking mitigations, effectively re-enabling the original attack. Our
evaluation shows that ChoiceJacking enables access to sensitive user files,
such as photos and documents, on all tested devices across 8 vendors. This
paper was published at USENIX Security 2025 [61] in collaboration with
Florian Draschbacher, Mathias Oberhuber, and Stefan Mangard.

In another study, we conduct a large-scale analysis [60] of code transparency
in Android Application Bundle (AAB)s. We identify multiple flaws and
demonstrate attacks that achieve code execution or unauthorized data
access in target apps. This paper was published at ACSAC 2024 [60] in
collaboration with Florian Draschbacher.

Memory Safety. To improve memory safety, we introduce Crypto-
graphic Least Privilege Enforcement (CLPE) [289], a lightweight ISA
extension that uses message authentication codes to enforce fine-grained
memory isolation in C/C++ programs. CLPE enhances memory safety
with minimal performance overhead and maintains compatibility with
legacy software. This paper was published at HOST 2025 [289] in collabo-
ration with Martin Unterguggenberger, David Schrammel, Lukas Lamster,
Vedad Hadziz, and Stefan Mangard.

1.3. Outline

Chapter 2 provides background information on the memory management
of modern computer systems, operating system architecture, kernel ex-
ploitation fundamentals, and side-channel attacks. Chapter 3 summarizes
the state of the art of side-channel attacks that make kernel exploitation
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more stable and reliable, recent kernel mitigations and defenses, and anal-
yses of the Android kernel security landscape. Chapter 4 concludes the
thesis and discusses potential future research.
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2
Background

This chapter provides the necessary background for this thesis. Section 2.1
describes the memory management of modern computer systems, including
virtual memory and the separation between user and kernel space. Sec-
tion 2.2 presents the architecture of modern operating systems, focusing
on the Linux kernel. Section 2.3 introduces the fundamentals of kernel
exploitation as well as covers modern kernel attacks and exploit techniques.
Finally, Section 2.4 analyzes side-channel attacks on the Linux kernel,
both software-induced and hardware-induced.

2.1. Memory Management in Modern Computer
Systems

Modern computer systems rely on a complex and layered architecture
to enable efficient multitasking, protection, and resource management.
These systems typically comprise of three levels: the application, the
operating system and hardware level. At the core of this architecture is
memory management, which is built on the concept of virtual memory
(see Section 2.1.1). Virtual memory abstracts the underlying physical
memory and is managed by the operating system. This abstraction allows
to separate different user processes from each other as well as the user
from the kernel space (see Section 2.1.2).

2.1.1. Virtual Memory

Virtual memory is a fundamental abstraction in modern computer systems.
It provides each process with the illusion of a large, contiguous, and private
address space, independent of the actual limitations of physical memory [49,
146]. A process is instantiated when a user launches a program, such as
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Figure 2.1: The address translation from the virtual to its physical address using
a 5-level paging hierarchy [117], assuming a page size of 4 kB on a
x86 64 system.

opening a web browser. The operating system loads the program’s code into
memory and assigns it a dedicated virtual address space. At a high level,
virtual memory operates by translating virtual into physical addresses.
The Memory Management Unit (MMU) performs this translation in
cooperation with the operating system, which maintains per-process page
tables. These page tables map virtual pages to physical pages and include
essential metadata such as access permissions.

Figure 2.1 illustrates the process of translating a virtual to a physical
address in a modern x86 64 system using five-level paging [117]. The
architecture assumes a page size of 4 kB and supports virtual addresses
up to 57 bits in width. In a five-level translation, the virtual address is
divided into six logical segments: five 9-bit fields that act as indices into
the page tables and a 12-bit physical offset that addresses the final byte.
These five indices correspond to the five levels of page tables: the Page
Global Directory (PGD), the Page 4th-level Directory (P4D), the Page
Upper Directory (PUD), the Page Middle Directory (PMD), and the Page
Table (PT). Each level contains 512 entries, each of which is 8B in size.
The 9-bit index selects a single entry from the corresponding table. The
final 12-bit offset determines the byte-level position within the selected
physical page.

On x86 64, the translation begins with the CR3 register [117], which holds
the process’s PGD base address. The most significant 9-bit segment of the
virtual address, referred as pgdi, is used to select an entry in the PGD,
referred to as the pgde. This entry points to the P4D, where the next 9-bit
segment p4di is used to index into the directory. This procedure continues
through each level: the PUD, PMD, and PT, using the corresponding
index segments pudi, pmdi, and pti. Within the PT, the pti index selects
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the final page-table entry, which contains the physical address of the 4 kB
page. The least significant 12-bit offset of the virtual address are then
added to this physical address to determine the byte in memory.

This hierarchical paging scheme enables efficient and flexible memory
management [49]. It allows the operating system to allocate page tables
on demand, thus avoiding the overhead of reserving large contiguous
memory regions. Furthermore, it provides access control with permission
bits on each 8B page-table entry. These bits set access permissions such
as read, write, or execute, enforcing memory protection policies at various
granularities.

2.1.2. Address-Space Separation

Modern computer systems provide two address-space separations: First,
they isolate distinct user-space processes [146]. Second, they isolate user-
space processes and the operating system kernel. The kernel is the priv-
ileged core component of the operating system. It manages hardware
resources and provides fundamental services such as memory management
and hardware resource handling. Both separations are critical to prevent
malicious interactions between processes and protect the kernel’s integrity.

To achieve separation between user processes [146], each process is assigned
its own virtual address space. This means that a process cannot directly
access the memory of another process. The operating system, combined
with the MMU, ensures that virtual addresses used by one process are
mapped to physical memory independently of other processes unless
explicitly declared otherwise, e.g., via shared memory. During a context
switch between processes, the operating system changes the memory
mappings by updating the page-table base register. This switching ensures
that each process operates in an isolated address space.

The separation between user processes and the kernel is also enforced
using virtual memory [52]. Page-table entries include a supervisor bit,
which specifies whether a page can be accessed from the user mode or only
from the high-privileged kernel mode. Pages marked as supervisor-only are
inaccessible to processes running in user mode. This enforcement is carried
out by the MMU [52], which checks access permissions for every memory
access. If a process running in user-mode attempts to access a supervisor-
only page, the processor triggers a page-fault exception. This exception
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transfers control to the operating system’s fault handler, allowing it to
safely handle the violation.

2.2. Operating System Architecture

The architecture of an operating system defines how its components are
structured and how they interact with both, user-space applications and
the underlying hardware. Interaction with applications is facilitated via a
system call interface [62] and an interrupt and exception mechanism [145]
(see Section 2.2.1). The kernel manages communication with the hard-
ware using data structures that represent the hardware resources (see
Section 2.2.2).

2.2.1. System Calls, Exceptions, and Interrupts

System calls, exceptions, and interrupts are key mechanisms that en-
able applications to interact with the kernel and, therefore, hardware
resources [62, 145].

System calls offer a controlled interface through which user programs
request services from the kernel, such as file operations, memory manage-
ment, or process control [62]. On system call invocation, the processor
saves the current user context and switches from user mode to kernel
mode via a defined transition mechanism [23]. The kernel then executes
the requested service with high privileges. Once the system call completes,
the processor restores the saved context, and resumes the application.

In this work, we refer to interrupts as asynchronous system events and exe-
ceptions as sychronous system events [23, 145]. These events are generated
by hardware or software to signal the processor of conditions requiring
immediate attention. Hardware interrupts are typically triggered by exter-
nal hardware such as I/O devices or timers. They cause the CPU to pause
execution, save the execution context, invoke an appropriate interrupt
handler, and then resume the interrupted task. Exceptions, on the other
hand, are synchronous events raised by the CPU when, e.g., an instruction
cannot complete normally, such as a page fault or division by zero. Like
interrupts, they prompt the processor to transfer control to a handler that
resolves the fault before execution continues or terminates.
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Notably, some system call invocation mechanisms are also implemented
as software-generated exceptions. For instance, the legacy int 0x80 in-
struction on x86 systems triggers a synchronous exception to transition
into kernel mode, much like a typical fault.

2.2.2. Internal Structure

The internal structure of an operating system kernel is designed to manage
hardware resources, support multitasking, and enforce protection bound-
aries, both between user and kernel space and across user processes [23].
This section first outlines the kernel’s primary components, and then
focuses on kernel memory allocators and kernel memory layout, which
play a central role in kernel exploitation and, therefore, in this work.

At the core of the kernel are several fundamental components [23]:

• Process and Thread Management: The kernel maintains data structures
such as process and thread control blocks to track the state of each
executing entity. These structures store scheduling metadata, CPU reg-
ister states, memory mappings, and permission information, enabling
process creation, destruction, context switching, and scheduling.

• Memory Management: The kernel uses page tables and virtual memory
mappings to manage address spaces for both user and kernel processes.
These structures enforce memory isolation and enable features like
memory protection and dynamic memory allocation.

• File System and I/O Subsystems: The kernel abstracts hardware de-
vices and storage using file descriptors, along with internal representa-
tions of file system hierarchies. Device drivers interact with hardware
to manage asynchronous operations and data transfers.

• Device and Interrupt Handling: The kernel maintains interrupt descrip-
tor tables and registrations of per-device handlers to service interrupts.
Associated data structures track the state of devices.

• System Call Interface: The kernel maps each system call identifier to
a specific handler function, using a system call table. This provides an
entry point into privileged operations.

These components interact via shared data structures, synchronization
primitives, and event notifications. Together, they form the kernel’s control
over execution, memory, storage, and communication, building the foun-
dation of user-space applications. As this thesis evaluates and experiments
with Linux, we describe the Linux kernel from this point forward.
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Figure 2.2: Virtual memory layout of the x86 64 Linux kernel [144].

Kernel Memory Allocators. The Linux kernel provides three primary
kernel allocators [148]: the page allocator, the slab allocator, and the
virtual memory allocator. These allocators operate on distinct regions of
the kernel’s address space [144], as illustrated in Figure 2.2.

First, the page allocator is the most fundamental and operates at the level
of physical pages [148]. It allocates contiguous physical memory and is
commonly used for lower-level kernel structures, such as physical-backed
buffers for pipes. At its core, the page allocator manages memory within
the Direct-Physical Map (DPM)1, a linear virtual mapping of (typically)
the entire physical memory. This memory space is divided into page-order
chunks, where each chunk represents a power-of-two number of pages.
The allocator supports both allocation and deallocation through free lists,
combined with merging of adjacent free chunks to reduce fragmentation.
Specifically, the kernel maintains global and per-CPU page-order free
lists. Allocation requests are first served from the per-CPU lists. If these
are exhausted, the allocator falls back to the global lists. Similarly, on
deallocation, chunks are returned to the per-CPU lists unless those lists
exceed a predefined capacity, in which case chunks are returned to the
global free lists.

Second, there are three implementations of the slab allocator : SLAB,
SLOB, and SLUB, with SLUB being the default in most modern Linux

1Although often referred to as the physical map, linear map, or direct mapping, we
refer to it as the DPM throughout this work.
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distributions [48, 148]. The slab allocator2 builds on top of the page
allocator by allocating page-order chunks for use as slabs, which are
divided into smaller, fixed-size memory slots. The slabs are optimized
for frequent allocations and deallocations of kernel objects, such as task
structures and file objects. To minimize fragmentation and allocation
overhead, the slab allocator maintains per-object-type caches. These come
in two forms:

• Dedicated caches are used for object allocations of specific kernel object
types with kmem cache alloc.

• Generic caches provide general-purpose allocation and deallocation in-
terfaces such as with kmalloc. These caches handle allocation requests
using preconfigured caches for common size classes from kmalloc-8

to kmalloc-8k.

The SLUB allocator implementation enhances performance through several
optimizations [148]. These optimizations include per-CPU caching of active
slabs, per-allocation node management, and the use of partial slab lists
for efficient management of free memory slots.

Third, the virtual memory allocator (or vmalloc allocator) handles memory
requests for virtually contiguous, but not necessarily physically contiguous
memory regions [148]. This is particularly useful for large buffers that
cannot be satisfied by the page allocator due to fragmentation. The
virtual memory allocator maps physical pages into a reserved region (see
Figure 2.2) of the kernel address space using page tables, allowing flexible
layout without the need for contiguous physical memory.

Together, these allocators provide the kernel with an efficient memory
management subsystem. Their internal behaviors, particularly around
memory reuse and metadata handling, are highly relevant for understand-
ing memory-corruption vulnerabilities and exploitation techniques.

Kernel Memory Layout. Figure 2.2 illustrates the virtual memory
layout of the Linux kernel on x86 64 systems [144], highlighting five
key regions that are relevant for kernel exploitation. Starting from the
highest kernel virtual addresses, the Modules and Code regions contain the
executable instructions of dynamically inserted kernel modules and the
kernel binary itself, respectively. Below lies the vmemmap region, which

2SLAB, SLOB and SLUB refer to different implementations, whereas slab (in lowercase)
is commonly used to denote the generic memory allocator interface for managing
caches of small memory objects.
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provides a virtual mapping of metadata for each physical page frame.
Specifically, it stores 64B of metadata for each frame and is indexed by
the physical frame number. Next, the vmalloc area holds memory regions
allocated through the virtual memory allocator. Finally, the DPM covers
a virtual mapping of (typically) the entire physical memory. It is directly
used by the page allocator and includes memory chunks allocated by slab
allocator. Crucially, the DPM serves as the main area for the kernel heap
and most internal kernel data structures.

2.3. Kernel-Level Exploitation

Modern operating systems rely on the kernel to isolate privileged and
unprivileged execution contexts. Attackers typically break this isolation by
exploiting kernel-level vulnerabilities, allowing them to escalate privileges,
bypass security mechanisms, and fully compromise the system. Kernel
exploitation refers to this process of abusing bugs within kernel software
to gain unauthorized control. Despite decades of research and widespread
deployment of mitigations, real-world attacks continue to show that kernel
exploitation remains practically feasible.

This section introduces key exploitation terminology (see Section 2.3.1),
covering the threat model, and keywords such as exploit primitive and
exploit technique. Building on this foundation, it then analyzes how
attackers achieve privilege escalation through kernel exploitation (see
Section 2.3.2).

2.3.1. Kernel Exploitation Terminology

Kernel attacks typically begin with the exploitation of vulnerabilities to
gain an initial foothold in the kernel, with the ultimate goal of fully com-
promising the system. Given the complexity of modern Linux kernels and
the variety of techniques used by attackers, clear and consistent terminol-
ogy is essential. The field involves low-level system behavior, enforcement
of security boundaries, and manipulation of kernel primitives, all of which
demand precise language. To avoid ambiguity, we align our terminology
with that used by Google Project Zero [15], a leading security research
group known for its detailed analysis of real-world kernel vulnerabilities
and exploitation techniques.
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Threat Model. The threat model for kernel exploitation typically begins
with code execution in an untrusted and unprivileged context [96, 120,
130, 184, 195, 332]. This initial execution is typically obtained by exploit-
ing vulnerabilities in user-space applications that expose interfaces to the
external world. Examples include web browsers like Chrome [126] and Fire-
fox [272], messaging services like WhatsApp [122, 206] and iMessage [19],
or USB interfaces [120, 121]. From there, threat actors typically aim to
escalate privileges by exploiting vulnerabilities in the kernel [67, 97, 102,
126, 127, 128, 130, 183, 214, 227, 230, 242, 256, 310, 317, 342], whether in
the kernel’s core components or in subsystems such as device drivers. This
has been shown by numerous in-the-wild attacks as documented in Google
Project Zero’s yearly reports [32, 268, 273, 274], as well as other research
groups such as from Google Threat Analysis Group (TAG) [267], Amnesty
International’s Security Lab [120, 121, 123, 231], or Citizen Lab [168, 169,
206, 231]. Successful kernel exploitation typically allows threat actors to
compromise the entire system.

Zero-Day and N-Day Vulnerabilities. Vulnerabilities that are ac-
tively exploited in the wild are generally categorized as either a zero-day
or an n-day [15]. A zero-day vulnerability is one that is unknown to the
vendor or public at the time of exploitation, meaning that no patch is
available. These vulnerabilities are particularly valuable to threat actors
due to their stealthiness. An n-day vulnerability3 is a previously disclosed
issue for which either no patch exists, or a patch exists but has not been
applied to the target systems. Therefore, the system remains exploitable
to this known vulnerability. Both zero-day and n-day vulnerabilities are
often used in kernel exploitation [32, 203, 268, 273, 274, 276].

Vulnerability Classes. Vulnerabilities fall into various classes depend-
ing on the nature of the programming error [15]. Common classes in-
clude Use-After-Free (UAF), Out-Of-Bounds (OOB) read/write, Double
Free (DF), Invalid Free (IF), uninitialized memory, and logic bugs such
as improper permissions checks. A UAF occurs when memory is accessed
after it has been freed. DF and IF are two types of memory deallocation
error that can lead to UAF conditions or facilitate similar exploitation
scenarios. In a DF, the same memory region is freed more than once, while
an IF involves freeing an invalid pointer, such as one that points to an
interior region of an object. An OOB access occurs when memory is read
or written beyond the bounds of an allocated buffer. Each class offers

3An n-day vulnerability is also sometimes referred to as a one-day vulnerability.
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EF:

ET1 ET2 ET2
vuln root privileges

Figure 2.3: The exploitation flow EF is a vulnerability-agnostic chain of ex-
ploitation techniques ET . Each ET is a reusable and reasonably
generic strategy to turn one exploitation primitive to a more powerful
one [15]. Ultimately, the EF leverages the capabilities of one or more
vulnerabilities—such as UAF write—to gain root privileges—such as
via an arbitrary read/write primitive.

distinct exploitation surfaces and challenges, shaping the strategies used
in constructing exploits.

Exploit Primitive, Technique, and Flow. In the context of kernel
exploitation, an exploitation primitive is a generic capability that an at-
tacker can gain through a vulnerability [15]. Examples are an n-byte linear
heap overflow, arbitrary memory read/write, program counter control,
or arbitrary code execution. These primitives serve as essential building
blocks to achieve kernel compromise.

An exploitation technique is a general, reusable strategy used to elevate a
primitive to a more powerful form [15]. One example is Return-Oriented
Programming (ROP) [25], which elevates a program counter control primi-
tive to arbitrary code execution. These techniques are not tied to a specific
vulnerability and can be applied across different scenarios.

The exploitation flow represents a chain of techniques [15] (see Figure 2.3)
that progressively increase the capabilities of the exploit primitives, ulti-
mately compromising the kernel. The exploitation flow allows attackers to
transform limited control into root privileges and full system compromise,
as observed in several in-the-wild attacks [32, 268, 273, 274, 276].

2.3.2. Kernel Attacks and Exploitation Techniques

Despite increasingly robust kernel-level defenses, security experts continue
to show that weaker [184, 195, 211, 332] or even previously considered
unexploitable [129] vulnerabilities can still lead to a full kernel compro-
mise. In the Linux kernel, the most common type of vulnerability involves
memory corruption, typically through unauthorized modification of mem-
ory regions. Examples of memory-corruption vulnerabilities include UAF,
DF, IF, OOB accesses, and uninitialized memory usage, as described in
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def overwrite(data):
*kaddr = data
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Figure 2.4: Kernel compromise: first stage exploits a vulnerability for a read
primitive; second stage exploits the same or another one for a write
primitive; third stage triggers a kernel event which uses the corrupted
data to perform a control-flow hijacking or data-oriented attack.

Section 2.3.1. Prior work has shown that these vulnerabilities allow for
robust exploitation primitive used in kernel compromise. For instance,
Wu et al. [312] presented a framework to facilitate kernel UAF exploita-
tion, while Chen et al. [38] designed KOOBE to assist exploitation of
OOB vulnerabilities. Chen et al. [41] introduced SLAKE which facilitates
slab manipulation for kernel exploitation, particularly targeting the slab
allocator. Other works focused on exploiting uninitialized memory [42,
138, 192] or information leakages [181].

End-to-end kernel compromises typically involve three stages as illus-
trated in Figure 2.4. First, an attacker exploits a vulnerability to obtain
a kernel read primitive [193, 277, 293]. Using this read primitive allows
to locate target objects and break Kernel Address Space Layout Ran-
domization (KASLR) [65], a defense that randomizes the memory layout
and objects in the kernel. In the second stage, the attack continues with
exploiting a vulnerability to obtain a kernel write primitive, where the
vulnerability is the same or a different one as in the first stage. Using this
write primitive allows to change the value of the leaked object’s mem-
bers to attacker-controlled ones. Finally, the third stage triggers a kernel
event which internally uses the overwritten object to perform a kernel
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Figure 2.6: Cross-cache reuse: the victim’s memory slot is reclaimed for obj3
from the security-critical slab B.

control-flow hijacking or data-oriented attack, ultimately compromising
the kernel.

When considering exploitation of memory-corruption vulnerabilities for the
read or write primitive, most kernel exploits follow a similar exploitation
flow: An attacker triggers a vulnerability to prematurely free an object,
often referred to as the victim object. The attacker then reuse the victim’s
memory slot and reallocate it as a different object. There are two primary
reuse variants: First, in-cache reuse (see Figure 2.5) reallocates the victim’s
slot as another object from the same slab cache, e.g., kmalloc-*. However,
this method is constrained by the Linux kernel’s design, which separates
kernel objects into distinct slab caches based on size and allocation context.
This heap separation prevents an attacker from reusing the victim’s
memory slot for a security-critical object [46, 51, 191], which we detail
later in Section 3.2.1. Second, cross-cache reuse (see Figure 2.6) bypasses
this heap separation. In this method, the attacker frees all objects on the

28



2.3. Kernel-Level Exploitation

slab page containing the victim’s slot. This triggers slab page recycling,
returning the page to the page allocator. Then, the attacker reclaims the
freed page for a security-critical slab page, with its memory slots then
used for security-critical objects.

In addition to object-slot reuse, attackers can exploit prematurely freed
data pages to carry out page-level UAF attacks [108, 185, 249, 346]. One
example of this type of data page is the pipe page-backed buffer. In these
reuse attacks, the freed data page is maliciously reclaimed, often as a
slab page for a security-critical slab, enabling access or corruption of
security-critical data.

These reuse techniques typically rely on the availability of objects with
specific properties. In particular, two types of objects are relevant: spray
objects and target objects. Spray objects are used for heap spraying [331],
an exploit technique that floods the slab cache with many controlled
allocations. It increases the likelihood that a target object will occupy the
victim’s memory slot, where the target object contains security-sensitive
fields. These fields are typically data or function pointers. Overwriting
them enables arbitrary read and write primitives or hijacks control flow.
Identifying suitable objects for spraying or for targeted overwrites is a key
part of exploitation. To assist with this, prior work has introduced several
approaches for finding such objects [12, 40, 195, 299, 315, 331].

While these techniques form the foundation for constructing robust exploit
primitives, real-world kernel exploitation often faces additional challenges.
Most discovered vulnerabilities only grant weak overwriting capabilities,
often tied to tight race windows, and exploits are typically tailored to
specific kernel versions. To overcome these challenges, research has ad-
vanced in four key areas. First, discovering new vulnerabilities remains
a foundational challenge. Techniques such as fuzzing [17, 37, 104, 157,
222, 278, 282, 284, 298, 313, 322, 329, 345, 349], static analysis [179, 224,
334, 335, 336, 337], dynamic instrumentation [83, 101, 158, 223], or a
combination of these, have become crucial tools for systematically iden-
tifying bugs in the kernel, an essential step toward kernel compromises.
Noteworthy developments include Syzkaller [296], a widely-used coverage-
guided kernel fuzzer, and runtime sanitizers such as the Kernel Address
SANitizer (KASAN) [247], which detect memory safety violations during
execution. Second, multiple exploit techniques have been proposed [96,
184, 195, 211, 230, 233, 242, 310, 332] to transform weak exploit primitives
from discovered vulnerabilities into stronger ones. An example of a weak
primitive is overwriting the limited to n-bytes within a slab cache at a
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Figure 2.7: ret2usr [141]: the control flow is redirected to attacker-controlled
user-space code to gain kernel code execution.

specific offset [242]. Strong primitives, on the other hand, typically pro-
vide arbitrary read and write capabilities or enable control-flow hijacking.
Third, for vulnerabilities constrained by tight race windows [105, 242, 310],
several techniques have been introduced to widen the race window [105,
173, 174, 252, 333]. These techniques include enforcing CPU cache misses
and deliberately preempting the target thread using mechanisms such
as timerfd-based interrupts. Fourth, to generalize the applicability of
kernel exploits, recent work has focused on assessing exploitability across
different kernel versions and configurations [132, 348]. These efforts help
bridge the gap between bug discovery and practical exploit development.

With the fundamentals of vulnerability types and exploit strategies, we
now focus on three areas relevant to our work regarding kernel exploitation:

Control-Flow Hijacking Attacks. In the kernel, control-flow hijack-
ing attacks [141] aim to redirect execution to attacker-controlled code
or code gadgets by corrupting control data such as function pointers,
return addresses, or data-to-function pointers. A common goal of these
attacks is to execute privileged kernel functions to escalate the process’s
privileges. A widely used method for privilege escalation involves invoking
the kernel’s credential management interface using prepare kernel cred

and commit creds. These functions create a new set of root credentials
and assigns them to the current task. This effectively grants the process
full root access within its current namespaces. In cases where the process
is containerized, the attack continues with namespace escape techniques
to access the host’s global namespaces and break out of the container.
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Figure 2.8: pivot2usr [140]: the control flow is redirected to a stack pivoting
gadget that overwrites the kernel stack pointer, causing it to refer to
attacker-controlled code reuse gadgets in user space to gain kernel
code execution.

Control-flow hijacking attacks [21, 25, 29, 113, 141] have evolved signifi-
cantly over time in response to increasingly sophisticated kernel defenses.
Early techniques achieved arbitrary kernel code execution by redirecting
execution to attacker-controlled user-space code (i.e., ret2usr [141]; see
Figure 2.7). Subsequent techniques performed code reuse attacks by lever-
aging attacker-controlled gadgets located in user space (i.e., pivot2usr [140];
see Figure 2.8). These early methods were mitigated by hardware-enforced
protections such as Intel SMEP/SMAP [52] and ARM PXN/PAN [221],
which restrict user-space memory execution and access while in kernel
mode. To counter these defenses, modern hijacking techniques leverage
code reuse gadgets stored in kernel objects or in the Direct-Physical Map-
ping (DPM) (i.e., ret2dir [140]) as shown in Figure 2.9. These attacks
typically gain control by performing stack pivoting, overwriting the stack
pointer with an attacker-controlled memory location containing the code
reuse gadgets. Attackers have also exploited other subsystems such as the
Berkeley Packet Filter (BPF) [31, 135], an in-kernel execution engine that
allows user-defined programs to run safely in the kernel. Some attacks
corrupt BPF programs or use them to store gadgets [31].

A common method to achieve malicious redirection of kernel control flow
to attacker-controlled gadgets involves overwriting function pointers as
with f ptr of Figures 2.7 to 2.9. These function pointers are then called
during kernel events such as on pipe closure [187, 227] or via networking
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Figure 2.9: Recent hijacking attacks: the control flow is redirected to a stack
pivoting gadget that overwrites the kernel stack pointer, causing it
to refer to attacker-controlled code reuse gadgets in kernel space to
gain kernel code execution.

subsystems [58, 98]. Beyond direct function pointer overwrites, attackers
also target data pointers that reference function pointers, such as operation
table pointers refer to an array of function pointers [19, 126, 198, 259].
Another popular technique targets the global variable modprobe path [177,
290, 330] or core pattern [147], enabling execution of arbitrary user-space
binaries with root privileges, ultimately leading to full system compromise.

More advanced exploitation techniques improve stability and cross-version
reliability of kernel control-flow hijacking. KEPLER [311] converts control-
flow hijacking primitives into more powerful stack-overwriting capabilities.
RetSpill [332] demonstrates how spilled CPU registers during system calls
can be leveraged to build reliable gadget chains. Other techniques hijack
system registers to disable protections like Intel SMEP/SMAP [156] or
exploit interrupt-spilled registers [128] for kernel control-flow hijacking.
Miller et al. [211] further generalize these methods, demonstrating how
register corruption can enable reliable hijacking.

Data-Oriented Attacks. Beyond control-flow hijacking, attackers can
escalate privileges by using an arbitrary memory read and write primitive
to manipulate sensitive kernel data. A particularly attractive target is the
cred structure, which holds a process’s credentials, including user and
group IDs, capability sets, and security contexts. These attacks typically
begin by using the arbitrary read primitive to locate the current process’s
credential structure. The attack then modifies the cred structure in place
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using the arbitrary write primitive. Alternatively, it uses the read primitive
to locate the cred structure of a privileged process and overwrites the
pointer in their own task to reference it.

Techniques for obtaining arbitrary read and write primitives have evolved
significantly in response to defensive mechanisms. One notable technique
involved abusing the addr limit field [270], which defines the maximum
accessible user-space address for copy functions. By maliciously manipulat-
ing addr limit, attackers could trick copy functions (e.g., copy * user)
into reading from or writing to arbitrary kernel memory. This technique
was used in multiple kernel exploits, including the 2019 in-the-wild An-
droid exploit BadBinder [193, 270]. However, it was eventually mitigated
by removing addr limit functionality altogether. Subsequent techniques
have adapted similar ideas by targeting data pointers or fields that serve
comparable roles with which legitimate system calls interact. These tech-
niques typically use a limited write primitive to heap allocated kernel
memory, overwriting data pointers or fields in objects such as msg msg [196,
242, 315], file [262, 269], seq file [256, 285], or pipe buffer [96, 138,
185, 196, 251]. These objects can be interacted through the system calls,
allowing user space to interact with the corrupted pointers. Therefore,
by carefully crafting these interactions, attackers can effectively gain the
desired arbitrary read and write primitive. In addition to pointer manipula-
tion, other exploits target page-table entries. Examples include corrupting
PT entries in Dirty PageTable [310], overlaying PMDs with PTs in Dirty
PageDirectory [230], or exploiting write primitives to PT, PMD, or PUD
entries in SLUBStick [195].

When considering Android kernel exploitation, Yong et al. [326] introduced
the Kernel-Space Mirroring Attack (KSMA), a powerful Android exploit
technique that transforms a limited write primitive into direct manipu-
lation of kernel code. This is achieved by altering an AArch64-specific
kernel PGD to expose kernel code to user space, enabling kernel code
tampering. KSMA techniques have been widely adopted in Android kernel
exploits [99, 193, 327]. While being patched [324] or mitigated [59, 112],
alternatives may be still mountable [190, 193].

Notably, Lin et al. [184] demonstrated alternative paths for privilege esca-
lation to an arbitrary read and write primitive in their work, DirtyCred.
DirtyCred exploits credential reuse by replacing a process’s maliciously
freed cred structure with that of a privileged task. This bypasses tra-
ditional memory corruption by exploiting data manipulation, enabling
privilege escalation through direct kernel data tampering.
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Figure 2.10: Page-level cross-cache reuse: the victim’s slab page is reclaimed
for general-purpose page allocation.

Cross-Cache Reuse Attacks. Cross-cache reuse is a powerful exploit
technique. It allows attackers to convert an attack capability from a
vulnerable slab cache to a security-critical cache, bypassing heap separation
(see later in Section 3.2.1). This reuse occurs when a slab page, once freed,
is reclaimed by another slab cache (see Figure 2.6). Alternatively, the
prior slab page is reclaimed by the page allocator for general-purpose
allocation, referred to as page-level cross-cache reuse (see Figure 2.10).
Xu et al. [319] introduced the concept of cross-cache reuse. However, their
approach suffered from low success rates due to unpredictable allocations
and deallocations by other tasks. Horn et al. [107] later proposed a more
reliable strategy for slab page recycling and reclaiming. Subsequent kernel
exploits have leveraged cross-cache reuse to reclaim slab pages into various
security-critical caches, including msg msg [13, 68, 125, 240, 315], pipe -

buffer [301], credential reference object [137, 184], eventpoll epi [285],
or urb [315]. For page-level cross-cache reuses, examples include reclaiming
the slab page for a backed pipe page [96, 97, 185] or page tables [107,
195, 310]. Most of these exploits recycle slab pages from dedicated caches,
which are more predictable, due to less noise from unrelated allocations
and deallocations [182, 195, 319]. To improve the reliability of cross-cache
reuse particularly from generic caches, SLUBStick [195] presents a side-
channel attack on the slab allocator. Other techniques extend cross-cache
reuse to exploit slab pages across different CPU caches [43] and slab page
sizes [309].
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2.4. Side-Channel Attacks

A side channel is an unintended information channel that leaks metadata
during the execution of a program. This metadata arises from observable
side effects of computation and is typically not part of the program’s in-
tended output. Common forms of side-channel metadata include execution
time [152], power consumption [154], electromagnetic radiation [4], and
temperature [115]. Side-channel attacks exploit this leaked metadata to
infer sensitive information. For example, by observing small variations of
the time a cryptographic algorithm takes to execute, an attacker may be
able to recover secret keys [325]. These attacks do not target the math-
ematical foundations of cryptographic algorithms. Instead, they exploit
weaknesses in their implementation, often through low-level hardware or
system behavior. Other examples of side-channel attacks include covertly
transmitting data [207], spying on user input [91], or breaking Address
Space Layout Randomization (ASLR) [114], a software defense that aims to
make exploitation harder. Since this thesis exploits timing as an observable
metadata, this section will focus on timing side channels.

Timing side channels can arise from various system behaviors, including
caching mechanisms [152], weak cryptographic routines [234], insecure data
structure implementations [106], or weak algorithm implementations [18,
139, 254, 260]. As a representative example, consider caching: caches are
designed to avoid repeated access to slower memory resources, thereby
improving system performance. Instead of always fetching data from main
memory, caches store local copies of frequently accessed data, offering
a faster path. However, this optimization introduces timing differences
between cache hits and misses, where the data is stored in the faster or
slower path, respectively [152]. These variations can leak access patterns
that attackers can monitor to infer sensitive information. Such timing side
channels may originate from both, hardware [325]—such as CPU caches
that store data to avoid accessing slower RAM—and software [234]—where
frequently used objects are stored to speed up repeated operations.

When considering hardware-induced side channels, multiple cache-like
components have been shown to introduce security issues. These include
data caches, which accelerate access to frequently used data. They have
been exploited in attacks like Prime+Probe [234] and Flush+Reload [94,
325], which infer victim access patterns based on timing differences. Beyond
data caches, the Translation Lookaside Buffer (TLB), which caches recent
virtual-to-physical address translations, also leaks timing information
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through hit/miss differences [89]. By observing these differences, attackers
can infer memory mappings and bypass defenses such as KASLR [114],
making kernel-level exploitation more reliable (see Section 3.2). Other
microarchitectural features can also leak information, including branch
prediction units [70, 71], execution port contention [5], and scheduler
contention [75, 76]. Notably, timing-based side channels have played a
critical role in enabling speculative execution attacks such as Spectre [153]
and Meltdown [90], which exploit transient execution [26] to leak sensitive
data via observable microarchitectural effects.

Similar to hardware-induced side channels, software-level components
can also introduce observable timing differences that depend on secret or
privileged information. These software-induced side channels may arise at
both, the application and operating system level, leaking sensitive data
through subtle variations in execution time. A wide range of software
abstractions have been shown to be vulnerable to such attacks. Exam-
ples include software caches [22, 73, 88, 292], memory allocators [172,
195], synchronization primitives [131, 236, 263, 340], interrupt handling
mechanisms [57, 281], and implementations of data structures [106, 197].

36



3
State of the Art

This chapter surveys recent advances in kernel security, with a focus on
offensive and defensive techniques, and positions the contributions of this
thesis within the broader state of the art. The discussion is organized
around three key areas, aligned with the thesis’s contributions. Section 3.1
explores side-channel-assisted kernel attacks to enhance the reliability
of kernel-level exploitation. Section 3.2 presents recent work on defenses
against kernel-level exploitation. Section 3.3 evaluates broader studies of
kernel security resilience, with a focus on the Android landscape.

3.1. Side-Channel-Assisted Kernel Attacks

Traditional kernel exploits (see Figure 2.4) have predominantly relied on
memory-corruption vulnerabilities to gain unauthorized read and write
primitives. However, attempts to trigger such vulnerabilities inherently
risk corrupting unintended memory, which can destabilize the kernel and
potentially lead to system crashes. This instability stems from two key
factors. First, exploitation typically involves massaging the kernel’s internal
memory state to improve the successful reclamation of specific memory
slots. A common technique is heap spraying [331], which aims to coerce
the kernel’s memory allocator into placing attacker-controlled objects at
targeted locations. However, since the allocator’s internal state is opaque,
attempts to reclaim specific memory slots can be prone to failure [172,
331]. If the memory slot is reclaimed incorrectly, the exploit may access
unrelated or unpredictable objects, often resulting in a crash. Second, even
after successful memory reclamation, converting vulnerabilities into reliable
read or write primitives remains complex. It is particularly challenging
to obtain a read primitive at the early stage of the exploit because the
attacker has minimal control and limited visibility into the kernel’s internal
state. This makes the process fragile and prone to failure.
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Figure 3.1: Side-channel-assisted kernel exploitation: The first and second
stage use a side channel to increase the success rates of vulnerability
exploitation for a read and write primitive, respectively. The third
stage triggers a kernel event which uses the corrupted data to perform
a control-flow hijacking or data-oriented attack.

This fragility poses a significant problem. In the context of kernel exploita-
tion, a system crash is not merely a technical failure. It compromises
stealth, increases the risk of detection, and can trigger forensic investiga-
tions [123, 130, 204]. As a result, enhancing the reliability and robustness
of end-to-end kernel compromises is a critical objective. To achieve this
goal, side-channel techniques have emerged as a promising solution. Side
channels can reveal parts of the kernel’s internal state by passively observ-
ing information leaks such as timing variations, cache behavior, or access
patterns. This capability offers two key advantages: First, it can refine
heap spraying or object targeting strategies, increasing the success rate
of exploitation techniques [172, 195] (see Figure 3.1). Second, it can par-
tially [89, 114, 189] or fully [196, 197] replace the need for a read primitive,
offering a more stable and reliable alternative (see Figure 3.2). Both bene-
fits represent a significant improvement. Unlike memory-corruption-based
techniques, side channels can be triggered arbitrarily without risking a
system crash, making them a safer and more controlled technique for
kernel exploitation.

Side-channel attacks can stem from both software and hardware sources,
with several demonstrated techniques targeting the Linux kernel. When
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Figure 3.2: Kernel exploitation with a side-channel read primitive: The
first stage uses a side channel as a read primitive. The second stage
exploits a vulnerability for a write primitive. The third stage triggers
a kernel event which uses the corrupted data to perform a control-flow
hijacking or data-oriented attack.

considering software-induced side channels, prior work [33, 88, 92, 131, 197,
236, 261, 263, 281, 304, 340, 341] has mostly focused on leaking user data or
behavior, such as via covert channels or fingerprinting. In contrast, a more
recent line of work explores software-induced side channels that enhance
kernel exploitation [172, 195, 197]. Lee et al. [172] introduced PSPRAY,
a timing side channel on the slab allocator that different between object
allocation timings: fast allocations indicate reuse within the same slab
page, while slower allocations indicate a fallback to the page allocator.
This information improves the success rate of exploit techniques that rely
on in-cache reuse, e.g., those that exploit OOB or UAF vulnerabilities.

Contribution 3.1

With SLUBStick, Maar et al. [195] extended the slab timing side channel
to work across multiple allocator caches, enabling reliable and stable
cross-cache reuse attacks. This significantly improves the success rate
of multiple exploit techniques (see Figure 3.1). Maar et al. then showed
how this side channel reliably enables the conversion of constrained heap
write bugs into powerful page-table manipulation primitives, ultimately
allowing an arbitrary read/write primitive.
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Contribution 3.2

KernelSnitch [197] continues this line of research and enables the
replacement of traditional read primitives with a side-channel-based
method (see Figure 3.2). It exploits timing variations in kernel data
structure access and exploits how the kernel indexes hash tables, to infer
internal memory layout. KernelSnitch demonstrates the first kernel
heap pointer leak via a side channel. This allows attackers to leak
kernel heap object locations without triggering potentially unstable
vulnerabilities.

In the domain of hardware-induced side channels, extensive research has
exploited the TLB, a CPU cache that stores virtual-to-physical address
mappings. These attacks exploited timing differences between cached
and uncached address translations to infer kernel memory locations and,
thereby, break KASLR. Prior work [27, 89, 114, 124, 186, 189] showed that
TLB-based side channels can leak the base addresses of kernel regions,
such as the kernel code, modules, and the DPM. Wang et al. [297] then
generalized the leakage attack with the page-walk side channel. These leak
primitives have been successfully used in real-world kernel exploits [82, 128,
187, 188], offering a more reliable and stable alternative to vulnerability
exploitation. Subsequent research [85, 86, 159, 286, 347] extended these
techniques and reverse-engineered TLB behavior on more recent CPUs.

Contribution 3.3

Most recently, Maar et al. [196] demonstrated that combining kernel
allocator massaging with a TLB side channel enables fine granular
location disclosures. Their method leaks the base addresses of all major
memory sections, as well as the locations of kernel heap objects, kernel
stacks, and page tables. These fine-grained disclosures effectively replace
the need for traditional read primitives, as shown in Figure 3.2. As
a result, this approach enables new reliable exploit techniques and
significantly improves reliability of existing ones [196].

3.2. Defenses against Kernel-Level Exploitation

In this section first, we review the defenses that have been incorporated
into the mainline Linux kernel, are currently in use, and are under con-
sideration (see Section 3.2.1). We then discuss academic approaches to
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mitigating kernel-level exploitation of memory-corruption vulnerabilities
(see Section 3.2.2). Finally, we survey bypasses of mainline and academic
defenses (see Section 3.2.3).

3.2.1. Mainline Kernel Defenses and Hardenings

The Linux kernel incorporates upstream defenses to make kernel exploita-
tion more difficult. While we discuss key mainline protections in this
section, a comprehensive list can be found in public resources such as the
Kernel Self-Protection Project (KSPP) [143] and the kernel-hardening-
checker [243].

Limiting Control-Flow Hijacking Attacks. Early control-flow hi-
jacking techniques involved injecting code into kernel memory. To pre-
vent these injection attacks, Linux introduced a WˆX policy that en-
forces the simultaneous non-executability and non-writability of mem-
ory [64]. Despite this, attackers could still perform control-flow hijacking
attacks [21, 25, 29, 113, 141]. They redirected control flow to user space
(e.g., ret2usr [141]; see Figure 2.7) or used user-space-stored code reuse
gadgets (e.g., pivot2usr [140]; see Figure 2.8). To mitigate such attacks,
processor vendors presented hardware-enforced defenses [52, 221] to re-
strict user-space code execution and data access in kernel mode with Intel
SMEP/SMAP [52] and ARM PXN/PAN [221], respectively. As a result,
sophisticated control-flow hijacking attacks now rely on storing the code
reuse gadgets in kernel space and stack pivoting to them [311, 332] (see
Figure 2.9). To limit these hijacking attacks, Linux incorporates kernel
Control-Flow Integrity (CFI) [9, 65, 220]. Kernel CFI restricts kernel
control-flow transfers to a predefined Control-Flow Graph (CFG), which
is constructed statically at compile time or dynamically at runtime. It
protects forward edges (e.g., indirect calls of function pointers) and/or
backward edges (e.g., function returns), ensuring that control-flow trans-
fers are limited to valid targets in the CFG. As of this writing, kernel
software such as that used in Android [9] and supported by recent Intel
platforms [220] enforces forward-edge kernel CFI with function-signature
granularity. Here, control-flow transfers are only allowed when the signa-
ture of the calling function pointer matches the signature of the target
function. Android enforces CFI through compiler instrumentation [9],
whereas recent Intel systems implement it using a hardware-software
co-design approach, namely FineIBT [220], which is discussed later in
Section 3.2.2.
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Limiting Escalation to Exploit Primitives. The Linux kernel imple-
ments significant hardening efforts to block earlier stages of exploitation.
Specifically, it aims to prevent the escalation from triggering a vulnerabil-
ity to obtaining usable exploitation primitives. These hardening measures
include protections against stack tampering [295], which prevent stack
overflows from corrupting return addresses. They also include the en-
forcement of safe memory operations via CONFIG HARDENED USERCOPY,
which restricts user-to-kernel memory copies to valid memory regions.
Additional defenses such as CONFIG LIST HARDENED and CONFIG DEBUG -

LIST deterministically block exploit techniques like unsafe unlinking [271].
This technique converts list pointer overwrites to arbitrary kernel writes
and was used in multiple kernel exploits [256, 262, 285] including the
in-the-wild BadBinder [270]. Other kernel defenses include diversifica-
tion techniques such as KASLR [65], which randomizes the location of
kernel memory sections and kernel objects with CONFIG RANDOMIZE BASE

and CONFIG RANDOMIZE MEMORY. These location randomization schemes
mitigate remote attacks on the kernel. Another diversification defense is
CONFIG RANDSTRUCT FULL [143], which randomizes structure field order.
Linux also relocates critical data to read-only memory sections such as
kernel page tables [324] and arrays of function pointers [143]. Other efforts
focus on hardening the kernel memory allocator. For example, freelist ran-
domization [74] complicates OOB exploitation, while heap quarantine [244]
aims to mitigate UAF attacks.

Heap Separation. To further reduce exploitation potential, Linux incor-
porates heap separation. At its core, it separates potentially vulnerable ob-
jects from security-critical ones by using distinct sets of slab caches, thereby
limiting in-cache reuse attacks. This began with KMALLOC CGROUP [191],
which introduced separated cache sets based on security context. Follow-
up advancements, such as KMALLOC SPLIT VARSIZE [109] and SLAB BUCK-

ETS [46], enabled finer-grained separation based whether objects allocated
with user-controlled size, also called elastic objects [40]. RANDOM KMAL-

LOC CACHES [51] introduced boot-time randomized slab caches based on
the allocation site to prevent predictable cache sharing. The upcoming
feature per-call-site slab cache sets (i.e., CONFIG SLAB PER SITE) [50] will
deterministically eliminate cache sharing between allocation sites. This ap-
proach is similar to the approach by grsecurity [182] and Apple [10]. While
these efforts largely prevent in-cache reuse, cross-cache reuse techniques
may still be viable, and potentially even more reliable due to reduced allo-
cation noise. To address this, SLAB VIRTUAL [109, 255] deterministically
prevents cross-cache reuses, and is currently under review [255].
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Minimizing the Kernel Attack Surface. Linux minimizes its kernel
attack surface through a combination of isolation and access control
mechanisms. The Linux Security Modules (LSM) framework enables the
enforcement of security policies for mechanisms such as SELinux [208,
264], which implement mandatory access controls to constrain process
capabilities. Additional reduction in exposure is achieved by approaches
such as restricting unprivileged user namespaces [116, 155, 293], as these
can otherwise grant untrusted code access to sensitive kernel interfaces.
Seccomp is employed to filter system calls and, thereby, limit the kernel’s
externally visible interface. It is often used in conjunction with the BPF,
which provides a flexible, programmable mechanism for defining system
call filtering policies.

3.2.2. Academic Defenses and Mitigations

Academic defenses play a vital role in the ongoing arms race against threat
actors. Although these techniques can provide robust protection, they
often encounter significant delays before being integrated into mainline
kernels, if adopted at all. This delay is usually due to challenges like
integration complexity, performance concerns, and the need for agreement
within the developer community. A notable example is kernel CFI, which
limits control-flow hijacking attacks by restricting control transfers to
a predefined CFG. Although CFI was first introduced in research in
2005 [1], kernel CFI has only been incorporated in a few downstream
versions of the Linux kernel several years later. For instance, it has been
available in the Android kernel since version 9, and became mandatory
with Android 12 (with kernel version 5.10 or higher) as part of Generic
Kernel Image (GKI) project 2.0 around 2021 [8, 9]. On the other hand,
popular Linux distributions like Ubuntu, Debian, Arch, and Fedora include
support for kernel CFI, but do not enable it by default. This shows how
even well-researched and effective defenses can take many years to become
widely used.

In the following, we categorize defenses based on mitigating control-flow
hijacking, data-oriented attacks, and reducing the kernel attack surface.
Finally, we examine non-monolithic kernel architectures.

Mitigating Control-Flow Hijacking Attacks. Because control-flow
hijacking remains a prevalent class of attacks that grants arbitrary code exe-
cution, numerous academic defenses have been developed. At the user level,
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CFI [1] has become the de facto defense. Code-Pointer Integrity (CPI) [69,
163] offers an alternative by deterministically protecting all code pointers,
either through randomized location storage [163], segmentation [163], or
hardware isolation primitives [316].

Protecting against control-flow hijacking in the kernel introduces additional
challenges due to its low-level access, high complexity, and performance
constraints [53, 198, 211]. To address this, a variety of kernel-level mit-
igations have been proposed. Early approaches such as kGuard [141]
inserted checks mitigate specific attacks like ret2usr [141] (see Figure 2.7).
KHide [78] defends against code reuse attacks by randomizing and practi-
cally hiding kernel code layouts. Meanwhile, XOM [241] prevents reading
code sections, thereby obstructing gadget discovery, an essential for code
reuse attacks.

KCoFI [53] adapts user-space CFI principles to the kernel by statically
analyzing the CFG and instrumenting kernel code, although with a high
performance overhead. KCoFI enforces CFI at the function-entry level,
meaning that hijacks to valid function entry points remained possible.
Fine-CFI [178] improved upon this by introducing path-sensitive control-
flow tracking and providing function-signature granular CFI at a tolera-
ble performance cost. kCFI [288] also provides function signature-based
control-flow validation, which was later deployed in production systems
such as Android [9]. Ge et al. [77] proposed a method for retrofitting
kernel code based on conservative function pointer usage patterns and
removal of CFI instructions, reducing the set of allowed targets compared
to signature-based schemes. While these CFI techniques rely primarily on
software-based approaches, modern CPUs have introduced hardware mech-
anisms that assist in securing control flow while having a low performance
impact. On the ARM side, PATTER [323] protects function pointers and
return addresses utilizing Pointer Authentication Code (PAC) [11]. PAC
is a hardware feature that cryptographically signs pointers to ensure their
integrity. Using PAC allows PATTER a function signature-based gran-
ularity with minimal performance overheads. Camouflage [56] extended
PAC protections to operation table pointers which references an array of
function pointers. PAL [280] offers a practical PAC deployment, using anal-
ysis for context-aware pointer verification to reducing the set of allowed
control-flow targets. On x86 platforms, Intel presented Indirect Branch
Tracking (IBT) [118] enforcing indirect calls to landing pads at function
entries. FineIBT [220] leverages IBT with compiler-based validation for
function signature-based enforcement with minimal overhead.
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Contribution 3.4

HEK-CFI [198] is the first approach to protect all kernel backward
edges. It also secures the thread state—CPU register contents saved
during events such as system calls, exceptions, or interrupts—targeted
in recent CFI bypasses [128, 156, 170, 210, 211]. Finally, it provides
more fine-grained protection for forward edges than signature-based
approaches, mitigating in-the-wild CFI bypasses [19, 126]. HEK-CFI
achieves this by leveraging FineIBT for general forward-edge protection,
and Intel CET shadow stacks for backward-edge, additional selected
forward-edge, and thread state protection.

Mitigating Data-Oriented Attacks. Beyond control-flow hijacking,
data-oriented attacks represent a significant class of exploits. These attacks
compromise a system by corrupting non-control data [36, 110]. In user
space, defenses such as Data-Flow Integrity (DFI) [30] and its hardware-
assisted variant, Hardware DFI (HDFI) [266], have been proposed. They
track and enforce legitimate data flows, thereby preventing unauthorized
data manipulation. Apart from DFI, there are other isolation-based ap-
proaches, such as in-process isolation [103, 235, 258, 291]. These approaches
enforce memory or privilege boundaries within a single process to prevent
untrusted code from accessing sensitive data. Collectively, these user-space
techniques aim to mitigate or reduce the impact of data-oriented attacks.

Nevertheless, these threats extend beyond user space: Xiao et al. [314]
showed that data-oriented attacks also affect the kernel, underscoring the
need for robust kernel defenses. Azab et al. [14] proposed a hypervisor-
based scheme to protect the OS kernel via a secure monitor. This idea
was later adopted as Real-time Kernel Protection (RKP) in Samsung
kernels [59]. Similarly, Huawei also introduced a hypervisor-based solution
called Huawei Kernel Integrity Protection (HKIP) [112]. These schemes
safeguard sensitive data such as page tables and privilege-escalation-
related objects. Song et al. [265] presented a method to identify security-
critical kernel objects, which are potential targets of data-oriented attacks.
They also introduced KENALI, a system that enforces kernel DFI to
protect these objects. KENALI ensures that kernel data flows comply
with predefined security policies by combining static analysis and runtime
instrumentation, thereby mitigating memory-corruption-based privilege
escalation attacks. Sergej et al. [248] proposed the xMP hypervisor-assisted
scheme that enforces policy-driven access control over user and kernel
memory. It enhances security by selectively restricting memory access based
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on execution context. xMP achieves this by leveraging Intel’s extended
page table pointer switching to manage multiple memory views.

As CPUs began to offer dedicated hardware-based security features, many
mitigation strategies shifted to architectural support, not relying solely
on hypervisors. On ARM platforms, HAKC [209] addresses data ma-
nipulation threats by compartmentalizing kernel objects and allowing
access only from predefined, authorized code regions. HAKC achieves com-
partmentalization by combining ARM PAC with ARM Memory Tagging
Extension (MTE) [11]. MTE tags memory regions and pointers, ensuring
that only pointers with matching tags can access their associated memory
blocks. Also relying on these features, PeTAL [149] uses MTE to isolate
sensitive kernel objects and PAC to protect their pointers. IUBIK [217]
hardens the OS kernel by using ARM MTE to isolate attacker-controlled
data in shadow memory, preventing it from corrupting sensitive kernel
objects. On Intel platforms, Protection Keys for Userspace (PKU) and
Protection Keys for Supervisor (PKS) [119] allow access control over
memory page groups by tagging them with protection keys and enforcing
permissions via a protection key register. These mechanisms allow faster
and more fine-grained protection—such as selectively removing read or
write access—without directly modifying page-table entries. Hence, several
systems have leveraged PKU and PKS potentially combined with other
mechanisms to enhance kernel protection. KDPM [164], KPRM [166],
KDRM [165], and RKPM [167] combine protection keys with memory
isolation and relocation techniques to defend against memory corruption.
IskiOS [87] retrofits PKU to enforce execution-only memory and shadow
stacks, using userspace keys to protect kernel memory rather than using
the supervisor bit.

Contribution 3.5

DOPE [199] is the first to utilize Intel PKS for enforcing fine-grained
access control over sensitive kernel data according to the principle
of least privilege. As a result, DOPE protects multiple selected data
objects from data-oriented attacks, while maintaining a reasonable
performance overhead.

Although PKS only supports 16 keys, BULKHEAD [95] increases its
usability by integrating it with address-space switching and in-kernel
monitoring to implement effective compartmentalization.

46



3.2. Defenses against Kernel-Level Exploitation

Beyond page-level isolation, intra-kernel separation techniques [54, 225,
226, 228] aim to isolate entire kernel subsystems. For example, Vir-
tuOS [228] isolates kernel services into domains using the Xen hypervisor.

Apart from these isolation-, restriction-, and compartmentalization-based
schemes to limit data-oriented attacks, other approaches include allocator
hardening, randomizing identifiers or layouts, hiding objects, and monitor-
ing data. For kernel allocator hardening, SeaK [303] isolates and manages
sensitive kernel objects using type-aware protection. SafeSlab [219] pro-
tects freed slab pages, while ISLAB [218] secures allocator metadata,
leveraging Intel PKU and SMAP, respectively. In terms of randomization,
SALADS [34] dynamically randomizes data structure layouts at runtime,
making it difficult to correctly manipulate target fields. Wei et al. [305] pro-
posed randomizing identifiers to break predictable relationships of object
identification. For object hiding, PT-Rand [55] randomizes the location
of page tables, preventing unauthorized modifications. Monitoring-based
defenses include AKO [321] and PrivGuard [250], which track changes
to sensitive data by maintaining duplicates and allowing only legitimate
updates. PrivWatcher [35] also monitors, but stores the duplicates in
read-only sections, preventing tampering.

Minimizing Kernel Attack Surface. Other defenses focus on reduc-
ing the kernel attack surface through specialization, debloating, or pre-
venting access to vulnerable code. Specialization involves tailoring the
kernel to the needs of a specific application. This minimizes exposure to
unused functionality, as shown by prior work [2, 161, 162, 212]. In contrast,
debloating [111, 344] aims to remove unused or legacy features from the ker-
nel. Finally, some approaches prevent vulnerabilities from being triggered
at runtime, e.g., PET [302], VULMET [320], and Zhang et al. [343].

Non-Monolithic Operating System Approaches. Alternative op-
erating system architectures to traditional monolithic kernels include
unikernels, microkernels, and library operating systems. A unikernel is
a minimal, single-purpose OS image that links the application with the
required OS components into a single binary. Examples include Jitsu [202],
Unikraft [160], IncognitOS [63], and others [44, 279]. A microkernel runs
only essential functions in kernel space, with other services in user space.
These typically include components such as scheduling and Inter-Process
Communication (IPC). An example of a microkernel is UnderBridge [93]
that retrofits PKU-based isolation and introduces an efficient IPC mech-
anism. A library operating system provides traditional OS functionali-
ties as modular libraries that applications can directly link against, as
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demonstrated in systems such as Exokernel [66], FlexOS [175], and Cubi-
cleOS [257], among others [151, 245].

3.2.3. Mitigation Bypasses

Kernel CFI [9, 65, 220] is designed to prevent or limit control-flow hijacking
by enforcing valid control-flow transfers. However, even state-of-the-art
CFI implementations have notable limitations. Techniques such as control-
flow bending [28] demonstrate that redirection can still occur within the
legal bounds of the control-flow graph. Additionally, in-the-wild exploits
have successfully targeted CFI-enabled systems, including Android [126]
and iOS [19, 168] devices. This demonstrates that function signature-based
CFI may not be sufficient for kernel software. WarpAttack [318] highlights
how compiler optimizations can inadvertently weaken CFI protections.
Page-Oriented Programming (POP) [100] demonstrates that a severe
page remapping vulnerability (e.g., CVE-2013-2595) allows bypassing
CFI schemes. Finally, Ret2Entry [211] reveals that FineIBT [220] can be
bypassed via manipulation of spilled CPU registers [170, 210].

Beyond CFI bypasses, various other defense mechanisms in Android
kernels have also been circumvented. These include Samsung KNOX [328],
Samsung RKP [193, 229] (a component of KNOX), Huawei HKIP [112,
193], and SELinux [237]. Even hardware-level mitigations can be bypassed
when considering transient execution and side-channel attacks. ARM
features such as MTE [24, 84, 150] and PAC [253] have also been shown
to be bypassable under certain conditions.

3.3. Analysis of Android Kernel Attack Surface

The Android kernel is a Google-maintained downstream variant of the
Linux kernel and plays a critical role in the security of Android devices.
Over the past years, it has become a frequent target for threat actors
seeking to escalate privileges or gain persistent access. A growing number
of kernel-level vulnerabilities have been exploited in the wild as part of
complex exploit chains targeting mobile devices [32, 339].

Patching Gaps and Defense Challenges. In response to this evolv-
ing threat landscape, Google’s Project Zero began systematically tracking
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in-the-wild zero-day Android exploits in 2019, starting with the discov-
ery of the BadBinder exploit [270]. BadBinder was used in the wild to
escalate privileges in Android kernel compromises and has been linked
to advanced spyware campaigns, such as those involving Pegasus [123].
Since then, Project Zero has published annual reports [32, 268, 272, 273,
274, 275, 276] aimed at increasing the cost and complexity of developing
zero-day exploits. Their 2022 report [275] emphasized that modern exploit
development requires significantly more time, resources, and expertise.
This is likely due to improved platform defense and hardening schemes.
However, Project Zero also noted a persistent challenge: delays between
upstream patch releases and downstream updates often allow known n-day
vulnerabilities to function as effective zero-days. In 2022 [275], for instance,
vulnerabilities such as CVE-2022-38181 and CVE-2022-22706 were widely
exploited months after patches had been issued.

Other investigations [20, 126, 171, 203] have reinforced that n-day vul-
nerabilities remain a favored target, due to the delay between upstream
patch release and downstream device deployment. Threat actors often
exploit this patch gap to weaponize known issues, rather than investing
in the more demanding process of developing zero-day exploits.

Researchers have studied the patch gap for n-day vulnerabilities by analyz-
ing how security patches are identified, propagated, and deployed across
the Android ecosystem. Tian et al. [287] used commit metadata to identify
Linux bug-fix patches, while Jiang et al. [133] and Zhang et al. [338]
developed techniques to extract patch-specific signatures and verify their
presence in kernel binaries. More recently, GraphSPD [300] improved patch
detection using enriched code semantics and graph-based representations.
Building on these efforts, Wu et al. [307] showed that most Android Secu-
rity Bulletin issues originate from native code, while Farhang et al. [72]
found that kernel CVEs experience the longest delays in appearing in
vendor bulletins. Jones et al. [136] and Zhang et al. [343] quantified patch
deployment delays, often spanning weeks or months for Android security
updates. Acar et al. [3] and Lell et al. [176] further showed fragmentation
in patch delivery and misreporting of device patch levels.

Complementing these detection studies, numerous studies have proposed
strategies to mitigate risks stemming from delayed or incomplete patch
integration in order to reduce n-day exploitability. Li et al. [180] ana-
lyzed Linux patch porting practices, identifying structural and organiza-
tional barriers that hinder timely patch propagation across kernel versions.
Wang et al. [302] proposed patch-on-demand mechanisms for temporary
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patch deployment, while Chen et al. [39] and Xu et al. [320] developed
hot patching approaches to dynamically apply fixes. In a related line of
work, Talebi et al. [283] addressed the issue of latent vulnerabilities by
using system call instrumentation to prevent the execution of potentially
harmful code paths. A persistent challenge in this area is that device
vendors are often slow or reluctant to integrate available patches. To ad-
dress this issue, Machiry et al. [200] proposed Spider, a framework aimed
at accelerating and verifying correct patch propagation across Android
ecosystems. Meanwhile, Android has introduced the APEX framework [7],
which delivers critical system component updates independently of full
firmware releases. This improves the timeliness and consistency of patches.

While patching is a reactive approach to fixing vulnerabilities, hardening
is a proactive strategy aimed at limiting their exploitation. For example,
Stone et al. [271] showed that enabling the CONFIG DEBUG LIST kernel con-
figuration can break the unlink exploit primitive used by BadBinder [270]
and related attacks [242, 256, 262]. However, similar to patch inclusion,
adoption of kernel hardening features remains inconsistent.

Contribution 3.6

To evaluate this, Maar et al. [193] analyzed the integration of effective
defenses that would prevent n-day exploitation in their Defects-in-
Depth study. They found that prior to the GKI project [8], on average,
devices from downstream vendors are 2.95 to 4.62 times less secure
than they would be with proper adoption of available mitigations.

The introduction of Google’s GKI project [8] represents a shift in Android
kernel maintenance. Under GKI, Google centrally maintains the core
Android kernel binary, decoupling it from device-specific customisations.
Consequently, device kernels now incorporate upstream security fixes,
patches, and mandatory kernel defenses and hardening schemes directly.
This approach ensures that critical kernel updates are delivered to devices
more quickly, thereby reducing device vendor dependency and narrowing
the window of opportunity for threat actors. However, vulnerabilities in
chipset-specific driver code fall outside the scope of GKI, as Google only
maintains the core kernel and not the broad set of vendor-maintained
drivers. As a result, many drivers remain subject to the same patching
and adoption delays that characterized the pre-GKI ecosystem.

Kernel Driver Exploitation. Google Project Zero’s annual reports on
in-the-wild exploits targeting Android devices highlight kernel drivers
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as a frequent attack target [268, 272, 274, 276]. This observation has
been confirmed by other research groups [120, 121] as well as academic
studies [16, 201, 339]. A key reason is that driver code tends to have lower
quality compared to the core kernel [127, 130], making it more prone to
unintentionally introducing vulnerabilities. Additionally, drivers are often
chipset-specific, meaning that a single vulnerability can affect a wide range
of devices using the same hardware platform. Hence, both zero-day and
n-day exploits have increasingly focused on Android kernel drivers as an
attack vector for compromising devices.

Multiple device drivers have been exploited by security researchers and
threat actors, including drivers for the Graphics Processing Unit (GPU) [20,
67, 80, 81, 102, 213, 215, 216, 274, 275, 276, 310, 317], Digital Signal
Processor (DSP) [67, 120, 130, 194], Neural Processing Unit (NPU) [214,
238, 239, 309, 342], JPEG coprocessor [127], USB [121], audio [126], and
other subsystems [127, 134, 308]. Among these, GPU vulnerabilities stood
out due to their broad impact and accessibility from untrusted security
contexts. With only four major GPU vendors dominating the Android
ecosystem, a single vulnerability can affect a wide range of devices. It is
particularly concerning that such vulnerabilities can be triggered from
untrusted contexts, such as regular apps that have been compromised. This
eliminates the need to escalate to higher privilege levels, which were often
previously required to reach kernel vulnerabilities [126, 134]. Consequently,
GPU driver vulnerabilities were responsible for four out of five in-the-wild
Android kernel compromises in 2023, with only one incident involving the
core Linux kernel [276]. In response, Google has made GPU security a top
priority [317], working with the Android Red Team and ARM.

Subsequent studies from Google Project Zero [127, 130], Amnesty Inter-
national’s Security Lab [120], and Maar et al. [194] demonstrated that,
beyond GPU drivers, other drivers are also accessible from untrusted secu-
rity contexts. Among these, the DSP drivers have emerged as a significant
concern, having been actively exploited in the wild [120, 130].

Contribution 3.7

Maar et al. [194] further demonstrated a critical challenge in the patch-
ing lifecycle of driver vulnerabilities. Incorporating fixes often involves
substantial delays [127, 194]. This delay gives threat actors opportuni-
ties to exploit known n-day vulnerabilities rather than investing in the
discovery and exploitation of new zero-day ones.
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In line with these findings, Google Project Zero has revised its disclosure
policy [306]. While the previous policy emphasized a fixed deadline of
typically 90 days for public disclosure, the updated framework prioritizes
transparency around patch deployment delays across downstream ecosys-
tems. Project Zero now explicitly includes the affected vendor or project,
the impacted product, the report date, and the expected deadline. This
policy change reflects a growing consensus in the community—empirically
highlighted by Maar et al. [194]—that the key barrier to mitigating n-day
exploitability lies not in the absence of technical fixes, but in the timeliness
and completeness of their downstream integration.

In-The-Wild Full-Chain Mobile Exploits. Kernel-level vulnerabil-
ities have been exploited in full-chain surveillance campaigns linked to
spyware such as Pegasus [123], Predator [206], and NoviSpy [120]. Prior
works [19, 20, 126, 168, 169, 203, 204, 231, 269, 270] have demonstrated
how threat actors leverage kernel vulnerabilities to bypass sandboxing
mechanisms and achieve persistent device compromise. Much of the ex-
isting research has focused on iOS, largely because Apple devices offer
forensic artifacts and better tooling support. However, the core techniques,
such as memory corruption across security boundaries, apply equally to
Android, and a smaller but growing body of work has examined such cases
in the Android ecosystem [20, 126, 130, 269, 270]. In contrast, promi-
nent iOS case studies include operations such as Great iPwn [204], and
exploits like FORCEDENTRY [169] and BLASTPASS [19, 168], among
others [203].

One particularly noteworthy case is the in-depth analysis by Cearb-
haill et al. [231]. They presented a forensic history of NSO Group’s
zero-click attacks in the wild. Zero-clicks are remote exploits that require
no user interaction, making them especially stealthy and dangerous. Cearb-
haill et al. reverse-engineered sophisticated exploit chains delivered via
messaging services like iMessage and WhatsApp. These chains involved
initial code execution, sandbox or process isolation escape, kernel-level
privilege escalation, and bypassing code signature verification. Key insights
from their forensic reconstruction include: First, zero-click exploits have
been active since at least 2017, with cases uncovered from 2019 onward.
Second, in-the-wild exploits can remain effective for anywhere from a
few days to multiple months. Third, Google Project Zero’s efforts have
played a major role in disrupting NSO Group’s operations. This study
underscores the growing sophistication of mobile spyware and the vital
role of public research in exposing and countering these threats.
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4
Conclusion

This thesis addresses three under-explored and increasingly urgent aspects
of kernel security to make modern computing platforms more resilient
against kernel-level threats. Specifically, it enhances the reliability of exploit
techniques through novel side channels, increases the effectiveness of miti-
gations against modern exploits, and reveals shortcomings in the Android
ecosystem. While strengthening mitigations results in direct improvements
in kernel security, increasing exploit reliability and exposing shortcom-
ings have indirect but equally important effects. By demonstrating the
feasibility of advanced attack techniques and identifying real-world weak-
nesses, this work pressures defenders to evolve, thereby driving defensive
adaptation across both academic and industrial domains.

To enhance the reliability of exploit techniques, we presented three novel
side channels: SLUBStick, KernelSnitch, and an advanced TLB side chan-
nel. SLUBStick is a generic timing side channel in the kernel’s slab al-
locator, enabling reliable cross-cache reuse attacks. KernelSnitch is the
first software-based side channel to leak fine-grained kernel heap object
locations, exploiting timing differences in kernel data structures. Our ad-
vanced TLB side channel leaks multiple kernel memory regions, including
heap objects, page tables, and stacks. These three side channels render
previously unreliable or impractical exploit techniques feasible with high
reliability and stability.

Collectively, these contributions demonstrate how specific design decisions
in the Linux kernel can inadvertently introduce or amplify side-channel
leakage. SLUBStick and KernelSnitch exploit the leakage that was intro-
duced in the allocator behavior and the data structure implementation.
The TLB side channel, on the other hand, demonstrates that some kernel
defenses amplify side-channel leakage. Therefore, these leakage amplifying
defenses improve security in one dimension but reduce it in another. By
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uncovering new pathways for reliable kernel exploitation, these works mo-
tivate the development of defensive actions or countermeasures to address
these, resulting in a more secure kernel.

To increase the effectiveness of mitigations, we introduced two defense
mechanisms: HEK-CFI and DOPE. HEK-CFI defends against sophisti-
cated control-flow hijacking attacks by combining fine-grained CFI with
thread-state protection and Intel’s shadow stacks. DOPE mitigates data-
oriented attacks by leveraging domain-based memory protection with
Intel PKS. Both defenses prevent previous bypass techniques and impose
reasonable performance overheads, thereby advancing kernel security.

To reveal shortcomings in the Android ecosystem, we conducted two large-
scale analyses on the Android kernels. The Defects-in-Depth analysis
systematically examined the integration of upstream defenses in device
vendor-supplied Android kernels against n-day exploitation flows. Our
findings revealed significant disparities between the maximum and actual
security achieved for these Android devices. The Doom of Device Drivers
investigated the real-world attack surface accessible from untrusted execu-
tion contexts. We found that many Android devices remain vulnerable
to publicly known n-day vulnerabilities. These studies provide actionable
insights for improving the security of Android’s kernel at scale.

Together, the contributions of this thesis advance the state of the art in
kernel security, both offensively and defensively. They support raising the
cost and complexity of kernel exploitation, making it increasingly difficult
for even well-resourced actors to successfully compromise the kernel. This
growing difficulty is reflected in a recent shift exemplified by the Paragon
spyware campaign: rather than targeting the kernel to install spyware,
threat actors focused on directly loading spyware into legitimate user-space
apps and processes, which then unknowingly act as hosts. While this does
not represent a definitive victory, it signals meaningful progress toward
the central goal of kernel security research: to make compromise so costly
and complex that it becomes infeasible. This thesis takes a significant step
in that direction, though continued research will be required to ultimately
achieve this objective.

Future Work. Looking forward, several promising directions emerge for
future research. First, this thesis has taken a significant step toward un-
derstanding how side channels can leak critical kernel information to make
kernel-level exploitation more reliable and stable. While we introduced
three new side-channel attacks, this represents only a small part of the
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potential kernel attack surface. Two of these channels, SLUBStick and
KernelSnitch, are software-induced, caused by implementation details in
the Linux kernel. The third attack, a TLB-based side channel, originates
in hardware but is amplified by software-level decisions in kernel defenses
and memory allocators. These findings suggest that other software subsys-
tems may similarly expose exploitable side-channel leakage, yet remain
largely unexplored. A comprehensive evaluation of the Linux kernel for
such leakages remains an open and impactful research direction.

Second, while numerous academic defenses have been proposed to mitigate
kernel exploitation, adoption in end-user devices remains limited. And
when these defenses are deployed, they often appear only after considerable
delays. This raises a crucial question: what are the practical, technical,
or organizational barriers preventing timely and widespread deployment
of these security mechanisms? Future work could focus on understanding
these blockers—from performance overheads and engineering complexity
to portability issues—and on developing effective, scalable defenses. Only
by addressing the challenges of real-world adoption can we ensure that
advances in kernel security translate into stronger protection for end users.

Third, threat actors continue to discover and target vulnerabilities, partic-
ularly in kernel subsystems. On Android devices, many of these vulnera-
bilities originate in vendor-maintained device drivers, which are typically
developed by third parties and may not be maintained with security as a
primary concern. As a result, many exploited kernel vulnerabilities remain
relatively low-hanging fruit, including both zero-day and n-day issues
identified in DSP, USB, or JPEG drivers. To reduce this persistent attack
surface, future work could focus on developing more effective vulnerability
detection techniques for kernel subsystems, particularly within the An-
droid ecosystem, where inconsistent maintenance and delayed patching
increase exposure to both known and unknown threats.
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rent Mathy, Răzvan Deaconescu, Costin Raiciu, and Felipe Huici.
Unikraft: fast, specialized unikernels the easy way. In: EuroSys.
2021 (p. 47).

[161] Anil Kurmus, Reinhard Tartler, Daniela Dorneanu, Bernhard
Heinloth, Valentin Rothberg, Andreas Ziegler, Wolfgang Schröder-
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Abstract

The number of Linux kernel vulnerabilities discovered has increased dras-
tically over the past years. In the kernel, even simple memory safety
vulnerabilities can have devastating consequences, e.g., compromising the
entire system. Efforts to mitigate these vulnerabilities have so far focused
mainly on control-flow hijacking attacks in the kernel. Yet, data-oriented
attacks remain largely unmitigated in practice as existing mitigations are
limited in providing robust security guarantees at reasonable performance
overhead for multiple sensitive data objects.

In this paper, we present DOmain Protection Enforcement (DOPE), a novel
kernel mitigation to protect against data-oriented attacks leveraging Intel’s
new hardware feature PKS. DOPE enforces domain protection, restricting
memory access to sensitive data during kernel space execution based on
the principle of least privilege. Hence, in case of an exploitable kernel bug,
an attacker is prevented from using sensitive data for privilege escalation.
We demonstrate DOPE’s effectiveness and usefulness by implementing
a proof-of-concept, protecting eight selected sensitive data objects. The
proof-of-concept is realized as compiler-assisted and hardware-enforced
kernel mitigation. It consists of less than 5 000 lines of code on the Linux
kernel 5.19 and LLVM clang 15.0.1. Our evaluation on real hardware shows
an average runtime overhead of 2.3% for real-world user applications.
Lastly, we systematically analyze 11 state-of-the-art kernel mitigations
against data-oriented attacks and illustrate that DOPE is a significant
improvement in terms of security with respect to performance.
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1. Introduction

While memory safety is a well-researched topic, the challenge of finding
complete, high-performance mitigations remains unsolved. Memory safety
is especially relevant to the kernel since it is a valuable target for memory-
corruption attacks. Memory-safety vulnerabilities in the kernel enable
privilege escalation, rootkits, and confidential data leakage. Historically,
Linux kernel exploits injected instruction sequences into kernel memory
and hijacked the control flow to these sequences [28]. In 2009, Linux
introduced an in-kernel W^X policy enforcing that kernel memory is never
writable and executable, preventing code injection attacks [29].

However, attackers could still hijack the kernel control flow to escalate
privileges [7, 9, 11, 38, 41]. In an attempt to mitigate control-flow hijacking
attacks in the kernel, processor vendors introduced hardware-enforced
restrictions for both user-space code execution (Intel SMEP [24] and ARM
PXN [60]) and user-space data access (Intel SMAP [24] and ARM PAN [60])
in kernel mode. Subsequently, Linux added support for these features,
making exploitation substantially more difficult. To further complicate
control-flow hijacking attacks, Control-Flow Integrity (CFI) [1, 2, 20, 28,
58, 59] has been established as the state-of-the-art mitigation. CFI restricts
the control flow to a set of transfers to ensure correct program execution,
reducing the exploitation surface.

Besides hijacking the control flow, data-oriented attacks are a common
attack class [15, 37]. Xiao et al. [82] showed that data-oriented attacks are
not only a security concern for user applications but also the kernel. In the
kernel, data-oriented attacks corrupt kernel data to indirectly change the
control flow and escalate the attacker’s privileges. Several mitigations [13,
14, 27, 45, 46, 55, 63, 64, 71, 81, 83] have been proposed to protect against
data-oriented attacks. However, their practical deployment is hindered
as they are limited in providing robust security guarantees at reasonable
performance overhead for multiple sensitive data objects. For example,
xMP [63] provides strong security benefits but has a performance overhead
of up to 20% for macro-benchmarks, potentially prohibited for commodity
use cases. On the other hand, KDPM [45] has a low performance overhead
but offers inadequate security guarantees as it does not mitigate forgery
attacks.

In this paper, we present DOmain Protection Enforcement (DOPE), a novel
kernel mitigation protecting against data-oriented attacks. By following
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the principle of least privileges [66], DOPE restricts the memory accesses of
threads during kernel space execution. To achieve this restriction, we move
sensitive data objects into distinct security domains based on whether
access to them could be used in privilege escalation exploits. Access to
sensitive data objects is only granted if the thread has the associated
domain’s access permission, which DOPE enforces with Intel PKS [21].
DOPE only grants temporary access permission to domains in predefined,
trusted code locations. In addition to protecting sensitive data objects,
DOPE ensures the integrity of data pointers pointing to these sensitive
data objects through ownership at runtime.

To demonstrate DOPE’s effectiveness and usefulness, we implement a
proof-of-concept and perform a case study. In our case study, we select eight
sensitive data objects (i.e., credentials, virtual memory, virtual memory
areas, inodes, page tables, filesystem mount, user-accessible pages, and
stored registers) susceptible to being used for privilege escalation exploits
and protect them with DOPE. The proof-of-concept implementation
consists of less than 5 000 lines of code on a Linux kernel 5.19 and LLVM
clang 15.0.1 [53]. Our implemented LLVM pass analyzes code and inserts
domain switches and validation checks into the kernel’s binary to ensure
DOPE’s functionality. We run our DOPE proof-of-concept on Ubuntu
22.04.1 LTS with a recent Intel Alder Lake processor. We evaluate the
performance overhead of our proof-of-concept with micro-benchmarks
from LMbench [57], showing an overhead of 32%. In macro-benchmarks
from Phoronix Test Suite [62] and SPEC CPU 2017 [25], we observed
2.3% and 0.4% overheads.

Lastly, we systematically analyze 11 state-of-the-art kernel mitigations
against data-oriented attacks and point out blank spots in the mitiga-
tion landscape. We classify all analyzed mitigations against data-oriented
attacks based on four techniques: Object monitoring [14, 64, 83], random-
ization [13, 27], compartmentalization [55, 81], and isolation [45, 46, 63,
71]. We further classify these mitigations according to their overheads and
security guarantees. In this systematic analysis, we show that DOPE is a
significant improvement in terms of security with respect to performance.

Contributions.

The main contributions of this work are:
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1. DOPE: We present DOPE, a novel principled kernel mitigation for
data-oriented attacks using Intel’s new hardware feature PKS to enforce
domain protection.

2. Proof-of-concept: We develop a proof-of-concept of DOPE1 consist-
ing of a Linux kernel extension and an LLVM pass illustrating the
feasibility of our approach.

3. Case study: We perform a case study to demonstrate the effectiveness
of DOPE in providing robust protection for eight selected sensitive
data objects.

4. Evaluation: We evaluate DOPE’s security and performance overhead,
showing strong security guarantees with an overhead of 2.3% for
macro-benchmarks.

5. Systematic analysis: We examine 11 existing kernel mitigations for
data-oriented attacks, identifying gaps in the mitigation landscape.
We then show that DOPE provides superior security with respect to
performance.

Outline.

In Section 2, we provide background and state-of-the-art countermeasures.
In Section 3, we present our threat model. Section 4 presents our mitiga-
tion DOPE. While in Section 5, we describe our DOPE proof-of-concept,
Section 6 performs a case study. In Section 7, we discuss DOPE’s secu-
rity and evaluate the proof-of-concept’s performance overhead. Section 8
presents a systematic analysis. Lastly, we conclude our work in Section 9.

2. Background and State-of-the-Art

In this section, we provide background on Memory Protection Keys (MPK),
as MPK plays an essential role in the design and implementation process.
We then discuss existing user and kernel countermeasures against data-
oriented attacks.
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Page table:
ppn0 r w x ... 11111
ppn1 r w x ... 33333
ppn2 r w x ... 11111
ppn3 r w x ... 00000
ppn4 r w x ... 22222
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ppn2

. . .
Register:

15

WD AD

0 0

3
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0 0
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1 0

1
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1 1

0
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0 0

Figure 5.1: Working prinicple of MPK, where AD and WD stands for access and
write disable, respectively. Pages tagged with key 0 are write- and
access-permitted, while pages tagged with key 1 are write- and access-
prohibited, and pages tagged with key 2 are only write-prohibited.

2.1. Memory Protection Keys

MPK are a hardware feature to enforce page-level permissions without
modifying page-table entries [78]. The page permissions are enforced by
tagging pages with a key and changing the permissions of these keys, stored
in a dedicated hardware register. Intel features two variants of MPK, one
for user- and one for kernel-space pages [39], namely Protection Keys for
Userspace (PKU) [78] and Protection Keys for Supervisor (PKS) [21].
Both variants support 16 distinct keys, where a tagged page stores its
applied key in its associated page-table entry. Each key comprises two
permission bits: Access and write disable. Figure 5.1 shows MPK’s working
principle.

The dedicated register used by PKS is MSR 0x6E1 [39], called Protection
Key Register for Supervisor (PKRS). Changing a key’s permission is done
by writing to PKRS. Since for permission changes no page-table walk or
TLB flush is required [22], PKS is faster than changing permission bits
directly in the page-table entry.

2.2. User Space Mitigations

Previous works [15, 37, 82] showed that data-oriented attacks can actively
change the program’s control flow by modifying sensitive data objects.

1Available https://extgit.iaik.tugraz.at/sesys/dope
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Castro et al. [12] proposed Data-Flow Integrity (DFI), which tracks both
read and write instructions. DFI enforces that data was not tampered with
at runtime. Instead of validating a sensitive data object on every access,
Akritidis et al. [3] proposed Write Integrity Test (WIT) that only performs
checks on write instructions. WIT employs static analysis to assign a color
to each write instruction and their associated sensitive data. Only write
instructions with the correct color are permitted, practically preventing
illegal write operations. Another approach to protecting sensitive data is
data randomization [5, 6, 10], which encrypts sensitive data in memory
with context-specific encryption keys.

To limit the exploitation surface of data-oriented attacks, prior works [35,
61, 69, 79] proposed various isolation mitigations. These mitigations use
the Intel user-space implementation of MPK, PKU, to enforce isolation
between different entities. Moreover, Intel’s PKU is also commonly used
in proposals to enforce isolation in unikernels [49, 72] and libOSes [48, 67].

2.3. Linux Kernel Mitigations

The explained user space techniques were adopted into the Linux ker-
nel. Previous works provide DFI for sensitive data objects through ob-
ject monitoring [14, 64, 83] or compartmentalization [55, 81]. Moreover,
randomization-based approaches to the data location and layout were
applied to the kernel [13, 27]. Other proposals [45, 46, 63, 71] isolate
sensitive data objects from untrusted code.

As we later show in Section 8, existing mitigations have limitations in
providing robust security guarantees, reasonable performance overhead,
or protection for multiple sensitive data objects. To address these limita-
tions, we propose our mitigation approach DOmain Enforcement Protec-
tion (DOPE). Our case study demonstrates that DOPE’s proof-of-concept
protects eight selected sensitive data objects with a reasonable runtime
overhead. Compared to existing countermeasures, DOPE offers protection
for multiple objects with strong security guarantees and lower performance
overhead. This significant enhancement in security relative to performance
underscores the superiority of our approach.
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3. Threat Model

We assume an attacker can execute code in user space and has an arbitrary
read-and-write primitive in the kernel accessible through the syscall inter-
face without violating control-flow integrity. This aligns with the threat
model of existing kernel defenses [13, 14, 27, 45, 46, 55, 63, 64, 71, 81, 83].
We do not specify the underlying flaw that leads to this primitive. We
also assume modern kernel defense mechanisms such as Secure Boot, the
W^X policy, KASLR [30], SMEP, and SMAP [24] are enabled, along with a
CFI scheme [26, 31, 32, 58].

Attack vector. Since we assume that the enabled CFI scheme prevents
control-flow hijacking attacks [7, 9, 11, 38], attackers focus on manipulating
non-control data to elevate privileges. Such non-control data may include
objects that contain information about privilege levels, like credential or
inode objects, or information obtained from page permissions, such as
page tables.

Out of scope. Although we acknowledge the presence of various types
of attacks, such as side-channel [33, 51], microarchitectural [34, 44], and
software fault injection [18, 70], as well as malicious hypervisors and
operating systems, these are out of scope.

4. DOmain Protection Enforcement

DOmain Protection Enforcement (DOPE) is a principled mitigation for
data-oriented attacks by protecting sensitive data objects from being
exploited for privilege escalations. DOPE achieves this protection by ad-
hering to the principle of least privilege [66]. During kernel space execution,
DOPE restricts access to sensitive data for each thread based on their
access permissions (cf. Section 4.1). To achieve this restriction, it places
each sensitive data object into distinct security domains. Access to these
objects is only granted if the thread has the associated domain permission
(cf. Section 4.2), which DOPE enforces using Intel PKS (cf. Section 4.3).
DOPE only grants temporary domain access permission in predefined,
trusted code locations. We define code as trusted (cf. Section 4.5) if all
accessed pointers are integrity ensured and, hence, trusted (cf. Section 4.4).
Thus, DOPE effectively thwarts attackers from utilizing sensitive data for
privilege escalation exploits in case of an exploitable bug.
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Thread

enter request()
...
handle request()
...
exit request()

read domain a()
...
write domain b()
...
do stuff()

do stuff() write domain b() read domain a()

①

② ③

④⑤

⑥

⑦

read access

A

access-protected

read access write access

B

write-protected

DPM

Figure 5.2: Access restriction of DOPE, where a thread invokes kernel space
execution (①, ⑥), handles the request (②) and accesses sensitive data
objects (③, ④, ⑤).

4.1. Restricted Access Permissions

DOPE provides a fine-grained permission setting for the security domains
by prohibiting access or writing to the domain’s data. On each kernel
execution request entry, the thread’s access permissions are set to restricted.
The restricted access permissions list what domain is prohibited from
being accessed or written to. They are defined before compile time by the
system developers and enforced at runtime by DOPE. For example, the
restricted access permissions in Figure 5.2 are: Prohibit access to domain
A and prohibit write to domain B.

4.2. Sensitive Data Access

When a thread handles an execution request in kernel space, it is restricted
from accessing sensitive data objects in accordance with its access per-
missions. A thread is only permitted to access such objects if it has the
corresponding domain’s permission, which DOPE temporarily grants by
performing domain switches.
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For instance, Figure 5.2 shows DOPE’s access restriction. After a thread
invokes kernel space execution ①, enter request is called, which sets
the thread’s access permissions to restricted. While having restricted
access, the thread handles the invoked request ②. In read domain a ③,
the thread switches to domain A for every read access and, hence, acquires
temporary read permission. The write domain b function ④ performs
domain switches to gain domain B temporarily write permission. Since we
define domain B as readable, the function do stuff ⑤ is legally permitted
to do so. Finally, exit request ⑥/⑦ finishes the kernel execution request.

DOPE interprets any access from a thread that does not have domain
permission as an exploit and terminates its execution, e.g., when the
thread accesses domain A or writes to B within do stuff.

DOPE supports two kernel execution requests: The first originates on
thread creation and ends on termination. In between, the thread executes
code in the kernel and user space, where switching between kernel and
user space does not alter its permissions. The second originates on an
asynchronous interrupt when the disrupted thread is in kernel space.
Considering this execution request is crucial, otherwise, an attacker could
perform the elevated permission interrupt attack, as we later describe
in Section 7.1.

4.3. Enforcing Domain Protection with PKS

DOPE utilizes one PKS key per security domain and tags the pages of
each security domain with their respective key. This tagging enables Intel
PKS to enforce domain access restrictions. Any attempt to violate the
access permissions of the tagged pages results in a fault, which DOPE
interprets as an exploit attempt. Consequently, DOPE thwarts the exploit
attempt, effectively mitigating the attack.

DOPE configures each AD and WD bit in the per-thread PKRS according
to the access permission restrictions of the security domain, where AD and
WD stand for access and write disable. In the example of Figure 5.2, DOPE
sets AD and WD in the PKRS for domain key A to prohibit access to domain
A. For domain key B, DOPE sets WD and resets AD to prevent writing
to domain B. In order to enforce these restricted access permissions, the
thread acquires this PKRS on each kernel execution request entry.
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To perform a domain switch, DOPE alters the permission bit of the target
domain key for the current thread. As a result, the current thread gains
read or write access to the desired domain. The function read domain a

in Figure 5.2 switches domains each time it reads data from domain A.
It does so by modifying the AD bit in the PKRS of domain key A, where
resetting the bit grants access permission and setting the bit removes the
permission. Similarly, in write domain b, DOPE grants write permissions
temporarily by resetting and setting the WD bit in the PKRS for domain
key B.

Maintaining high performance is essential since the kernel is the lowest
software abstraction layer. Previous research [61, 69] has demonstrated a
direct correlation between the number of domain switches and the perfor-
mance overhead. Therefore, DOPE aims to minimize domain switches by
providing three variants of domain protection enforcement using Intel PKS.
These variants differ in their level of spatial granularity, offering flexibility
for system developers for their specific use cases. By minimizing domain
switches, DOPE helps optimize system performance while providing strong
security guarantees against data-oriented attacks.

4.3.1. Entire data object protection

The first protection variant of DOPE involves protecting an entire data
object. In this approach, the page containing the data object is protected
with PKS by tagging it with the associated domain key. Any data access
that violates the domain’s permissions is prohibited. This applies to both
sensitive and non-sensitive members of the object. Consequently, to access
a protected data object, the current thread must have the appropriate
domain permissions and switch domains as needed, regardless of whether
the accessed member is sensitive or non-sensitive. This approach is best
suited when the data object consists mainly or entirely of sensitive data
members. Since switching domains incurs a performance overhead, it may
not be optimal if the object contains a mix of sensitive and non-sensitive
members.

4.3.2. Shadow memory protection

DOPE introduces shadow memory protection for data objects containing
a mix of sensitive and non-sensitive data members. In such cases, the
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sensitive data members are duplicated on allocation, and the duplicated
data are protected by tagging its page with the associated domain key.
Consequently, the data object stores a pointer to the duplicated data.
DOPE synchronizes sensitive and duplicated data every time sensitive
data is written. With shadow memory protection, DOPE checks for each
sensitive data read to see if the sensitive data matches the duplicated
data. If sensitive and duplicated data differ, DOPE detects this as an
exploitation attempt and terminates the thread’s execution. To prevent
an attacker from overwriting the pointer to the duplicated object, DOPE
ensures the pointer’s integrity, as we later show in Section 4.4.

This approach is particularly suitable for data objects with a mix of
sensitive and non-sensitive data members. However, the runtime overhead
associated with ensuring pointer integrity during read access to sensitive
data members may make it less suitable for scenarios involving frequent
access to such data members.

4.3.3. Sensitive data protection

Our proposed third variant provides a more efficient way to protect data
objects containing both many non-sensitive data members and frequent
access to sensitive data members. This variant enforces a specific data
object layout, where all sensitive data members are placed on a PKS-
protected page. On the other hand, non-sensitive data members are placed
on an adjacent, non-protected page. As a result, accessing sensitive data
members is protected by DOPE, while non-sensitive data members can be
accessed without restrictions. This approach ensures that sensitive data is
protected while minimizing the performance overhead. The only downside
is that adapting the Linux kernel to accommodate this specific data layout
requires effort.

The object layout of this variant is depicted in Figure 5.3, where the data
object spans three contiguous pages. The sensitive data is safeguarded
by Intel PKS and is only present on the middle page (grey). To prevent
sensitive and non-sensitive data from ever coexisting on the same page, a
dummy page is inserted between the end of non-sensitive data and the
beginning of sensitive data, as well as between the end of sensitive data
and the beginning of non-sensitive data. As a result, this approach entails
a memory overhead of two pages per protected data object.
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Figure 5.3: Data layout of sensitive
data protection.

task struct

cred
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owner

Figure 5.4: Ownership-based protec-
tion is employed to pro-
tect the sensitive pointer to
cred within task struct.

It is feasible to reduce the memory overhead by grouping sensitive data
members from distinct data objects on the PKS-protected page while stor-
ing non-sensitive members on the adjacent page. Although implementing
this memory layout necessitates even more engineering efforts to modify
the Linux kernel, it presents a possible direction for future work.

4.4. Pointer Integrity through Ownership

DOPE ensures the integrity of data pointers to sensitive data objects by
enforcing ownership, where access to the sensitive data object is restricted
to its owner. The sensitive data object comprises the address of its owner
object, and DOPE modifies the kernel to perform an owner validation
before accessing a sensitive pointer. This validation checks whether the cor-
rect owner object is accessing the sensitive data object, thereby preserving
the pointer’s integrity.

DOPE utilizes two checks for owner validation: The first verifies if the
sensitive object is tagged with the correct domain key. In contrast, the
second compares if the owner address stored in the sensitive data object
matches the owner object address. DOPE interprets a failure of either check
as an exploitation attempt. Figure 5.4 exemplifies the credential struct
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1 /* get ext4 inode */
2 struct inode *ext4_iget(){
3 struct ext4_inode *ei;
4 struct inode *inode;
5 ...
6 inode = dentry->inode;
7 inode->i uid = i_uid;
8 inode->i gid = i_gid;
9 ei->i_data[blk] = data;

10 ...
11 return inode;
12 }

Listing 5.1: ext4 iget reads inode

from its owner dentry,
and modifies its sensitive
members i *id.

1 /* get ext4 inode */
2 struct inode *ext4_iget(){
3 struct ext4_inode *ei;
4 struct inode *inode;
5 ...
6 inode = dentry->inode;
7 + owner check(dentry, inode);
8 + enter inode wr();
9 inode->i uid = i_uid;

10 inode->i gid = i_gid;
11 + exit inode wr();
12 ei->i_data[blk] = data;
13 ...
14 return inode;
15 }

Listing 5.2: Modified and trusted
ext4 iget.

cred with its owner task struct. The validation procedure confirms that
cred is tagged with the appropriate domain key and verifies whether owner
and task struct are identical. If the credential is suitably tagged, it is
impossible to manipulate the owner member, thereby ensuring ownership.

In our ownership approach, we devise a reliable solution to handle aliasing,
where a sensitive object is shared among multiple owners. To achieve this,
we store the address of both the sensitive object and its owner object in
a hashtable. On validation, DOPE checks whether the sensitive object
with its owner is stored in the hashtable. This ensures that each owner
is verified and eliminates any chances of ownership forgery of sensitive
objects with multiple owners. Additionally, we tag the hashtable with a
write-protected domain key, preventing any potential tampering attempts.

4.5. Trusted Code

DOPE imposes three constraints on trusted code. Firstly, only pointers
whose integrity is ensured (cf. Section 4.4) are dereferenced in the trusted
code area. Secondly, the memory pointed to by these pointers must be
tagged with the domain to which the trusted code is temporarily granted
access permission. Thirdly, objects are only permitted to be dereferenced
with a fixed offset.
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For instance, Listing 5.1 shows a code snippet where the inode is read
from its owner dentry, and its sensitive data members i *id are written.
DOPE performs an owner validation to ensure the first constraint, as seen
in Line 7 of the modified code snippet in Listing 5.2. With the trusted
pointer, the trusted code part is between Lines 9 and 10, fulfilling all
three constraints previously described. DOPE enters the write domain for
inodes in Line 8 and exits in Line 11 to legally write to these sensitive
data members.

Consider granularity. The granularity with which DOPE handles do-
main switches can be adjusted, influencing the performance overhead
directly. However, this adjustment represents a trade-off: Finer granularity
increases security at the expense of performance, while coarser settings can
improve performance with potential security degradation. Determining
the appropriate granularity, therefore, requires a thorough assessment of
the balance between security and performance.

5. Implementation

In this section, we highlight our DOPE proof-of-concept implementation in
the Linux kernel and LLVM pass [53]. We employed Linux version 5.19, the
latest stable version when we started this work. At the time of writing, the
Linux kernel did not have support for Intel PKS. Therefore, we implement
secure PKS for the Linux kernel regarding data-oriented attacks. We then
implement an LLVM pass to perform code analysis and automate function
insertion. Finally, we implement our DOPE proof-of-concept.

Direct physical mapping and SLUB. Since DOPE requires permis-
sion setting at the page level granularity, we first break down the Direct
Physical Mapping (DPM) from huge pages into 4 kB pages [23]. We then
extend the buddy allocator to allocate pages tagged with a desired PKS
key that defines the domain of the associated page. Moreover, we extend
the functionality of the SLUB allocator to obtain an allocator that returns
only data objects tagged with the desired domain. Our implementation
extends the functionality of kmem cache to provide the kmem dope cache

object. Hence, each domain allocates tagged objects via kmem dope cache.

Sensitive state data. Since each thread can be in a different domain at
a time, the PKRS has to be stored and restored on every context switch.
The PKRS value of a currently not scheduled thread is stored in memory.
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Storing the PKRS in an unprotected area poses the risk of an attack. With
an arbitrary write primitive, an attacker could overwrite the stored PKRS
and gain control over the hardware PKRS. To prevent this illegal control
gain, we implement a secure way to store the PKRS. DOPE protects the
stored PKRS with a write-prohibited security domain, where only limited
and trusted locations are permitted to write to. We explain the sensitive
state protection against attack scenarios in more detail in Section 7.1.

Thread creation. On thread creation, we allocate a sensitive state
object and store a pointer to it in thread struct. We then set its stored
PKRS to restricted. Hence, the thread starts after it is first scheduled with
restricted access permissions. DOPE protects the sensitive state objects
with our ownership protection to prevent potential corruption attacks of
pointers to sensitive state objects.

Domain switch. In DOPE, whenever a domain switch happens, it
changes the permission bit of the target domain key for the current thread.
This allows the current thread to gain read or write access to the desired
domain temporarily. The permission bit is changed by writing to the MSR
0x6E1 with the wrmsr instruction.

Asynchronous interrupt. On asynchronous interrupt entry, DOPE
stores the current PKRS in a stack-like structure within the write-protected
sensitive state object, where the PKRS is read with instruction rdmsr

from MSR 0x6E1. Subsequently, the access permissions of the thread are
set to restricted. On interrupt exit, DOPE restores the stored PKRS to
obtain the interrupted permissions.

Instrumentation. We implement an LLVM pass that performs two
crucial tasks: Code analysis and function insertion.

To protect sensitive data objects with either the entire data (cf. Sec-
tion 4.3.1) or sensitive data (cf. Section 4.3.3) variant, our LLVM pass
analyzes the code and identifies all read and write locations of the sensi-
tive data. We then manually verify the analysis output to ensure domain
switches are inserted at the appropriate locations. This combined approach
of automatic analysis and manual verification provides the benefits of
both methods. While automatic analysis helps identify difficult-to-find
domain switch locations, manual verification ensures efficient domain
switch placements and upholds constraints of trusted code. Additionally,
the LLVM pass automatically inserts owner validations on each sensitive
data object’s read access from its owner object.
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To estimate the manual effort required by our proof-of-concept, Listing 5.1
shows the function ext4 iget, where inode is write-protected and den-

try is its owner. The code analyzer outputs that between Lines 7 and 8
all sensitive data members (i.e., i *id) are written. Hence, we manually
insert an enter inode wr before Line 7 and exit inode wr after Line 8,
where * inode wr enters and exits the inode write domain. Additionally,
our LLVM pass automatically inserts an owner validation of the inode

from its owner object dentry. Listing 5.2 shows the total instrumented
code.

For sensitive data objects protected with shadow memory (cf. Sect-
ion 4.3.2), our LLVM pass inserts synchronizations automatically for
every write and validations for every read. The synchronization functions
synchronize the sensitive and duplicated data. For validation, DOPE first
performs an owner validation. DOPE then checks if the sensitive data has
been modified illegally. If at least one of the two is true, DOPE detects
the corruption attempt and terminates the thread’s execution.

Trusted code. In Appendix 10, we provide measures to address any
implementation issues while ensuring our code adheres to the trusted code
constraints.

6. Case Study

We demonstrate the effectiveness and usefulness of DOPE by protecting
eight sensitive data objects (cf. Section 6.1) from malicious accesses that
violate restricted access permissions (cf. Section 6.2). For each sensitive
data object, DOPE enforces domain protection with one of its three
protection variants (cf. Section 6.3). Additionally, DOPE ensures the
integrity of pointers to sensitive data objects by enforcing ownership (cf.
Section 6.4) at runtime. Lastly, we discuss the manual efforts of our case
study (cf. Section 6.5).

6.1. Sensitive Data Objects

All restriction-based mitigations against data-oriented attacks face a fun-
damental question of which data objects to protect. The more sensitive
data objects a mitigation adequately protects, the higher the security and
performance overhead. As the number of protected objects increases, the
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security benefit of additional objects decreases as exploiting the system be-
comes substantially more difficult. How to set a trade-off between security
and performance depends on the use case. For our case study, we demon-
strate that DOPE can be deployed to protect eight sensitive data objects
with a reasonable performance overhead. More precisely, we protect user-
accessible pages, stored registers, credentials, inodes, page tables, virtual
memory areas, virtual memory, and filesystem mount, with the former
two discussed in detail and the remaining six in Appendix 11. Crucially,
our approach protects more objects with strong security guarantees while
imposing a lower runtime overhead than existing countermeasures [13, 14,
27, 45, 46, 55, 63, 64, 83].

User-accessible pages. To our knowledge, we are the first to consider
user-accessible pages via the DPM in their threat model for data-oriented
attacks. User-accessible pages are either mapped in any user space or
read from the disk and remain in kernel space. These pages may either be
from the current or another process’s user space, including high-privilege
processes. If left unprotected, attackers can perform DPM-FPATCH (cf.
Appendix 12).

Stored registers. An attacker can convert an arbitrary read-and-write
to a register manipulation primitive. To achieve this, the attacker enforces a
victim thread to preempt, causing the registers to be stored in memory [73].
Consequently, the attacker corrupts this memory location. When the
thread resumes, the registers are restored from the corrupted memory,
granting the attacker control over them. Suppose the preemption happens
when the victim thread has access permission to a domain, the attacker
can manipulate the victim’s registers to perform an access, bypassing the
applied mitigation if not protected. However, unlike existing schemes [13,
14, 27, 45, 46, 55, 63, 64, 83], DOPE provides protection for stored registers
during preemption, effectively preventing such attacks.

6.2. Restricted access permissions

DOPE provides a fine-grained permission setting that applies to our
sensitive data objects, which comprise nine objects, including sensitive
state. Our case study works with three security domains:

Default: Permits read and write to data2.

2Crucially to note, the tagged PKS key does not override permission bits, such as
writable bit.
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Table 5.1: Applied protection variant for our sensitive data objects.
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4.3.1 Entire

4.3.2 Shadow

4.3.3 Sensitive

Applied Not applied

Write-protected: Permits read and prohibits write to data.

Access-protected: Prohibits read and write to data.

We place the stored register to the access-protected domain because an
attacker could otherwise access confidential data, potentially bypassing
DOPE. Moreover, we set the user-accessible page to be access-protected
because an attacker could otherwise leak confidential data from a high-
privilege user process. The other sensitive data objects are set to write-
protected because: First, the data can be legally read via syscalls, i.e.,
credentials, inodes, and filesystem mount. Second, read access to these
objects cannot be exploited for privilege escalation, i.e., page tables, vm -

page prot (virtual memory areas), pgd (virtual memory), and sensitive
state.

While it may seem that assigning each sensitive data object to an individual
security domain would increase security, our goal is not to isolate domains
from each other but to isolate them from attackers with strong capabilities.
Hence, we group sensitive data objects with the same access permissions to
one security domain. This approach ensures that highly capable attackers
cannot gain access to sensitive data that violates our restricted access
permissions.

6.3. Enforcement variant

In this section, we demonstrate the feasibility and usefulness of the protec-
tion variants provided by DOPE, each of which is well-suited for specific
sensitive data objects. Table 5.1 presents the applied variant for each
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Table 5.2: Owner of each sensitive data objects.

Owner Sensitive data objects
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task struct - -
dentry - -
vfsmount - -
vma struct - -
mm struct - -

Owner Not owner

object. In our case study, we protect credentials, user-accessible pages,
page tables, stored registers, and sensitive states with entire data ob-
ject protection (cf. Section 4.3.1) as they comprise mostly or entirely of
sensitive data members. For virtual memory areas, virtual memory, and
filesystem mount, we utilize shadow memory protection (cf. Section 4.3.2)
as these objects contain a combination of sensitive and non-sensitive data.
In contrast, since inodes contain many non-sensitive data members, such as
locks and modification time, and their sensitive data is accessed frequently,
sensitive data protection (cf. Section 4.3.3) is more suitable.

6.4. Ownership

DOPE ensures ownership of sensitive data objects to prevent forgery
attacks. When accessing a data pointer to a sensitive data object, DOPE
performs an owner validation to determine if the correct owner is accessing
the data object. DOPE stores the address of its owner object in the
sensitive data object, as shown in Table 5.2.

We identify seven sensitive data objects susceptible to forgery attacks. For
the shadow data (virtual memory areas, virtual memory, and filesystem
mount), sensitive state objects, and stored registers, DOPE stores the
owner’s address to bind the object to the owner uniquely. Neither page
tables nor user-accessible pages can be forged as the higher-level page table
is protected with the write-protected domain. In case an attacker tries to
manipulate page-table entries, DOPE detects and prevents the tampering
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attempt. The highest page-table level, pgd (i.e., virtual memory), can also
not be forged, as it is also protected with the write-protected domain.

Both credentials and inodes may have multiple owners. In the case of
credentials, they are shared among threads within a process. To ensure
ownership, DOPE stores the task struct address of the initial thread
within the credential. For additional task structs, DOPE stores their
address combined with the credentials in a dedicated hashtable. In the
case of inodes, the dentry is designated as the owner since it links the user
accessibility file to its inode [74]. Although inodes are not typically shared
between different dentries, hardlinks result in multiple dentries sharing the
same inode. Hence, the inode stores the dentry’s address as its owner, and
in case of a hardlink, both the dentry and inode are stored in a hashtable.
Both hashtables, for credentials and inodes, are write-protected.

6.5. Instrumentation of our Case Study

Manual effort. To address the manual efforts, we followed three steps.
Firstly, we modified the sensitive data objects by adjusting their layout to
match the protection variant and adding a member variable to store the
owner object’s address. We also separated the rcu head member from the
credential by dynamically allocating the rcu head and storing a pointer
within the credential. Secondly, we replaced allocation and freeing of
sensitive data objects with kmem dope cache. Thirdly, as explained in
Section 5, we inserted domain switches based on the LLVM pass’s code
analyzer output. To ensure optimal performance without undermining
security, precisely during multiple sensitive data accesses, we grouped
these accesses. We then inserted a single domain switch both at the start
and end of these grouped accesses.

False negatives. With proper domain switches in place, access to sensi-
tive data is granted in trusted code locations. In cases where we would
have missed inserting a domain switch (false-negative), DOPE would
mistakenly identify the access as an exploitation attempt, as the current
thread does not have access permissions. However, we did not encounter
any such occurrences during our evaluation (cf. Section 7.2) and testing
with LTP [36].
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7. Evaluation

We assess DOPE’s security before evaluating our proof-of-concept on real
hardware with various benchmarks [25, 57, 62].

7.1. Security Discussion of DOPE

This section demonstrates the robustness of DOPE even in the presence
of a powerful attacker, as described in Section 3.

Sensitive data objects. If access to sensitive data objects violates the
restricted access permissions, Intel PKS triggers a fault, which DOPE
interprets as an exploitation attempt and terminates the thread’s execution.
Hence, it is not possible to access sensitive data without proper access
permissions, i.e., in trusted code.

Ownership. An attacker may aim to manipulate pointers to sensitive
data objects protected with ownership. If the attacker tampers with the
sensitive data pointer and points it to memory tagged with the wrong or no
domain, DOPE detects it on owner validation. If the memory is tagged with
the correct domain, the attacker cannot manipulate the owner member
because they do not have write permissions to the domain-protected data.
Additionally, if the attacker overwrites the pointer with an existing high-
or low-privilege object correctly tagged, DOPE detects the manipulation
on owner comparison during validation. Therefore, it is not possible to
forge a sensitive data object that passes owner validation.

Asynchronous domain-protected data access. Compared to previ-
ous works that protect memory by mapping it as read-only [14, 71], PKS
sets permissions on a logical core granularity. Even if a thread currently
has access permission to a domain, another thread from another logical
core does not. Therefore, asynchronous access to sensitive data is not
possible with Intel PKS by design.

Elevated permission interrupt. Due to the preemptive nature of the
Linux kernel, an asynchronous interrupt may occur while a thread has
access permission to a domain. During the interrupt, the disrupted thread
accesses data via untrusted pointers. An attacker could carefully craft
the untrusted pointers to force the thread to perform domain data access.
However, DOPE protects against this attack scenario by storing the
access permissions (PKRS) and setting it to restricted on interrupt entry.
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On interrupt exit, DOPE restores the access permissions and continues
execution.

Sensitive state protection. DOPE protects all sensitive state data,
comprising the stored PKRS values, by placing it in the write-protected
domain. Pointers to the objects are integrity-ensured using our ownership
approach. Only four routines are permitted to write to this data: Thread
creation, context switch, and asynchronous interrupt entry and exit. During
these operations, the thread validates ownership of the sensitive state
object and temporarily grants write access for storing the PKRS to the
object. This robust protection ensures that attackers cannot tamper with
the stored PKRS.

kmem dope cache manipulation. An attacker may manipulate the state
of the kmem dope cache object in order to return an attacker-controlled
address. Therefore, the attacker can force the kmem dope cache object to
return an object that is not tagged. DOPE protects against this attack by
checking whether the returned address is tagged with the correct domain
key after the allocation. DOPE interprets a domain key mismatch as an
exploit attempt.

Arbitrary use-after-free. An arbitrary write primitive can be con-
verted to an arbitrary use-after-free primitive by tampering with unpro-
tected memory to obtain kfree(sens obj in use). On the next alloca-
tion, sens obj in use may be returned, allowing it to be overwritten with
either low- or high-privileged data. One attack scenario is overwriting
credentials owned by a low-privilege thread with high-privilege credentials.
Another scenario is to overwrite an inode owned by a high-privilege file with
low-privilege metadata. If left unprotected, both scenarios would lead to
privilege escalation. Notably, this attack closely resembles DirtyCred [50].

However, during allocation, our kmem dope cache overwrites the owner
member of the sensitive data object with the new owner. When the actual
owner first accesses the object, DOPE performs an owner validation, which
fails since the owner was overwritten during allocation. DOPE interprets
this attack scenario as an exploitation attempt and terminates the thread’s
execution.

Multi-ownership. DOPE employs a two-step validation before adding
the sensitive data object and new owner to the hashtable. Firstly, it
validates the old owner and sensitive data object; secondly, it validates
that the new owner is not already present in the hashtable. If either of these
validations fails, DOPE terminates execution. As a result, an attacker can
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neither forge ownership nor perform arbitrary use-after-free with the
new owner.

Physical memory. Attackers may tamper with the DPM to potentially
bypass DOPE’s protection of sensitive data objects. However, since all
sensitive data objects and their permissions are directly accessed and set
on the DPM, it is not possible to use the DPM for bypassing. Additionally,
it is not possible to corrupt the permissions of sensitive data objects as
the page tables containing the tagged domain key are protected by the
write-protected domain.

Pointer-to-pointer attack. DOPE provides a robust mechanism for
ensuring the integrity of pointers to sensitive data objects through owner-
ship. Specifically, DOPE restricts pointer access to sensitive data objects
(e.g., cred) only to their respective owner objects (e.g., task struct).
Although an attacker can manipulate a pointer to the owner object in
an attempt to bypass DOPE, it is important to note that the sensitive
pointer, such as the cred pointer, must still pass owner validation from
its forged owner pointer, such as task struct. Additionally, the attacker
must find a valid execution path that does not cause a kernel panic due
to the corrupted owner pointer. In summary, while a pointer-to-pointer
attack is technically feasible, executing it may not be practical.

Confused deputy attack. A confused deputy attack [47] aims to trick
a high-privilege function into performing access, violating the restricted
access permissions. DOPE’s trusted code design drastically reduces the
exploitation surface of confused deputy attacks. Other isolation-based
schemes [14, 45, 46, 64, 83] are vulnerable if an attacker corrupts a
non-protected pointer that is dereferenced within trusted code. This
allows the attacker to convert a low-privilege arbitrary read-and-write
primitive to a high-privilege one. However, this conversion is not possible
with DOPE’s trusted code constraints, significantly improving protection
against confused deputy attacks compared to existing countermeasures.

Even though there are some scenarios where DOPE is vulnerable to a
confused deputy attack, the system’s trusted code constraints make it
challenging for attackers to exploit any vulnerabilities. Two possible attack
scenarios are identified, where an integrity-ensured pointer temporarily
stored on the stack could be corrupted or where the kernel stores the
argument that will be written to the sensitive data object on the stack,
which a TOCTTOU attack could exploit.
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Although DOPE may have limitations regarding stack tampering, we
view it as an opportunity for future research to enhance the protection of
isolation-based schemes against confused deputy attacks.

Scalability. In our case study, we demonstrate the effectiveness of DOPE,
as it protects eight sensitive data objects from exploitation. We firmly
believe that these eight objects form an appropriate set for protection.
Moreover, the flexibility of DOPE allows for expansion to safeguard
additional objects. While this presents a standalone research question [65,
71] that requires further investigation, we see it as a promising avenue for
future work.

Manual effort. Any kind of manual effort by developers may unintention-
ally introduce implementation bugs or instabilities, making it susceptible
to Denial-of-Service (DoS). However, this is a fundamental issue in software
development, particularly kernel development, which is one of the primary
motivations behind DOPE. DOPE cannot eliminate the possibility of a
developer introducing a security bug, but DOPE alleviates the security
risk posed by the bug. To address the concern of introducing bugs while
implementing the DOPE policies, we follow the state-of-the-art kernel
software testing with the Linux Test Project (LTP) (cf. Section 6.5), which
helped us attain a high code coverage and ensure the robustness of our
system against potential DoS.

Comparison to PKU-based approaches. In comparison to approach-
es [35, 61, 68, 69, 79] based on Intel’s PKU, DOPE addresses and resolves
several kernel challenges inherent in PKS: Firstly, the kernel handles
system events (i.e., exceptions, interrupts, and context switches), which
attackers with memory can exploit write primitives to tamper with the PKS
state. Our solution, detailed in Sections 5 and 6.1, introduces protections,
preventing potential tampering attempts during these events. Secondly,
the kernel manages low-level page permission handling (e.g., manipulating
access permissions of pages, including MPK keys), posing a potential
DOPE bypass. To counter this, Section 6 describes how we fortified page
tables using DOPE, effectively eliminating the risk of page table tampering
and subsequent DOPE bypasses. Thirdly, the kernel’s memory allocator,
the buddy allocator, recycles physical memory pages, requiring special
handling. In Appendix 10, we describe how we adapted the allocator.
Lastly, the Linux kernel combines sensitive and non-sensitive data within
the same data structures. In Section 4.3, we propose three enforcement
techniques, i.e., entire data object protection, shadow memory protection,
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Figure 5.5: Overhead of macro-benchmarks.

and sensitive data protection, to securely and efficiently protect sensitive
data.

Call gates. A primary security concern with PKU-based systems arises
from the wrpkru instruction responsible for altering access rights. A
malicious thread could execute this instruction, thereby changing its
access rights [17, 80], e.g., using the kernel as a confused deputy. In
response, researchers have introduced various countermeasures [61, 68,
69, 79]. These include advanced techniques for code/binary analysis and
the integration of a call gate. Similarly, the PKS system uses the wrmsr

instruction for modifying access rights. Kernel threads, by default, have
unrestricted access to execute wrmsr. To fortify against this potential
threat, DOPE has been designed to leverage call gates.

7.2. Performance Evaluation

We evaluate our DOPE proof-of-concept implementation’s binary size,
compile time, and performance overhead, where Appendix 13 shows the
detailed results. We perform micro-benchmarks with LMbench [57], and
macro-benchmarks with Phoronix Test Suite [62] and SPEC CPU 2017 [25].
Our benchmark CPU is Intel i7-1260P. We run Ubuntu 22.04.1 (kernel
5.19) as the Linux distribution.

Micro-benchmarks. We use LMbench to evaluate the latency and
bandwidth overhead of our proof-of-concept. We consider the baseline
kernel version 5.19, DOPE-light, and DOPE, where DOPE-light protects
the same data objects as our case study DOPE, except for user-accessible
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Table 5.3: Systematic overview of state-of-the-art mitigations against data-
oriented attacks in the Linux kernel.

Mitigations Technique Protection Targets Overhead
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PrivGuard [64] Monitoring - - - - - - - �

AKO [83] Monitoring - - - - - - - - �

PrivWatcher [14] Monitoring - - - - - - - �1

SALADS [13] Randomization - - - - 2 - - �

PT-Rand [27] Randomization - - - - - - - - �

Mondrix [81] Compartmentalization - - - - - - - �1

HAKC [55] Compartmentalization �

KDPM [45] Isolation - - - - - - - - �1

KPRM [46] Isolation - - - - - - - �

KENALI [71] Isolation - �

xMP [63] Isolation - - - 3 - - �

DOPE Isolation - �

Strong protection Partial protection Insufficient protection - Not protected

� Low overhead � Reasonable overhead � High overhead
1 Not tested on hardware 2 Non-sensitive data 3 User space data

pages. We include DOPE-light to highlight the overhead caused by protect-
ing user-accessible pages. To achieve stable results, we run each benchmark
80 times and compute the mean and standard deviation, with the results
shown in Table 5.4. We compute the total overhead by averaging over
all overheads, resulting in an overhead of 32% for DOPE and 17% for
DOPE-light.

Phoronix Test Suite macro-benchmarks. Our benchmarks from
Phoronix Test Suite split up into stress tests and real-world applica-
tions, as shown in Figure 5.5. Among the stress tests are one inter-process
communication, one kernel scheduler, two filesystem, and one threaded
I/O benchmarks, while among the real-world applications are two web-
server, two database, and four user application benchmarks. The average
performance overhead of the Phoronix Test Suite macro-benchmarks is
2.3%.

SPEC CPU 2017. We perform speed benchmarks of SPEC CPU 2017,
as shown in Figure 5.5. The measured overheads of the macro-benchmarks
are all below 1.8%, consistent with the user application benchmarks from
the Phoronix Test Suite. The overall overhead is calculated to be 0.4%
when averaging all the results.
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8. Systematic Analysis

In this section, we systematically analyze existing mitigations against
data-oriented attacks with a threat model aligned with ours. Table 5.3
illustrates the analysis results.

We categorize these mitigations into four techniques: Object monitoring,
randomization, compartmentalization, and isolation. Moreover, we clas-
sify them based on the performance overhead they introduce. However,
directly comparing DOPE’s overhead with existing countermeasures is
not possible as we have no access to the source code, kernel versions,
kernel configurations, and hardware setup from these countermeasures.
All of these factors influence the benchmark outcomes. As a result, any
performance data reported in works should be treated as an estimate
when comparing the performance across mitigations. We strive to perform
a fair comparison with the following classification scheme.

We first consider macro-benchmark results as the primary criterion. If
no macro-benchmarks are available, we rely on micro-benchmark results.
For low overhead �, macro-benchmarks are below 1% or the micro-
benchmarks are below 5%. For reasonable overhead �, we set the bound-
aries between 1% to 3% for macro-benchmarks and 5% to 25% for
micro-benchmarks. For high overhead � mitigations have an overhead
above 3% for macro-benchmarks or 25% for micro-benchmarks.

Monitoring. PrivGuard [64] protects credentials and the pgd by moni-
toring their changes and only permits its modification for high-privilege
syscalls, e.g., sys set*id. This monitoring involves duplicating these
objects at the beginning of the syscall and checking them at both the be-
ginning and end. However, an attacker may perform two attack scenarios.
Firstly, the attacker modifies the sensitive data between the duplication
and changes it back before the check. Secondly, during high-privilege
syscalls, the kernel dereferences numerous untrusted pointers. The at-
tacker may overwrite these pointers, enforcing these syscalls to perform
a high-privilege write operation. Consequently, a low-privilege arbitrary
write is converted into a high-privilege one. AKO [83] is similar PrivGuard,
but it only protects credentials. Moreover, the duplicated data is not on
the stack but on a reserved unprotected area.

PrivWatcher [14] protects credentials and the pgd. Compared to Priv-
Guard, PrivWatcher stores sensitive data in read-only domains and moni-
tors its access. Furthermore, it assumes these domains are only writable
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by PrivWatcher. With this assumption, an attacker cannot tamper with
sensitive data, preventing their exploitation. As Quan et al. [14] discussed,
this assumption was not supported by hardware. Hence, the actual per-
formance overhead of PrivWatcher may be higher than the evaluated
overhead.

Randomization. SALADS [13] protects sensitive (i.e., cred and inode)
and non-sensitive (e.g., list head) members of data objects by random-
izing their layout at runtime. An attacker may manipulate the wrong data
members since the data layout may change between the leak and attack
phases. Hence, SALADS mitigates its exploitation. However, the protec-
tion level of SALADS strongly depends on how often the data objects
are re-randomized. Moreover, the re-randomization rate determines the
performance overhead.

PT-Rand [27] randomizes the location of all page tables by mapping
them with an offset to a random base instead of the DPM. This random
base is stored in a dedicated inaccessible register. Furthermore, PT-Rand
ensures no leakage of the random location by substituting page table
references with an offset to this random base. Therefore, the location of
page tables cannot be leaked, preventing the manipulation of page tables.
Davi et al. [27] achieve this strong security claim with a low runtime
overhead.

Compartmentalization. Mondrix [81] provides memory protection by
proposing significant hardware changes to add multiple protection features,
a concept of ownership, and protection domains. A separate permission
table stored in the main memory provides more fine-grained control over
the memory access rights. Stacks are only writable within a thread’s current
stack frame. Witchel et al. [81] introduce a dedicated stack permission
table for access outside the current stack frame. Access to functions that
run in a higher privilege domain uses a new form of lightweight call gates
that push the return address to a shadow call stack. Furthermore, Mondrix
adds new caches for the added protection checks and call gates to increase
performance. However, these significant hardware changes prevent the use
of Mondrix today.

HAKC [55] performs compartmentalization of Loadable Kernel Mod-
ules (LKMs). It moves all data objects accessible by the LKM into par-
titions, where each data object belongs to exactly one partition. Each
partition and hence data object can only be accessed by its owner, de-
fined on compile time. Since HAKC does not account for simultaneous
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ownership, data objects with simultaneous readers cannot be compart-
mentalized. In the Linux kernel, simultaneous readers are very common,
e.g., RCU-locked credentials and inodes [56]. Hence, we mark all data
objects with simultaneous readers as insufficiently protected. Credentials
and virtual memory are shared between threads within one process. Inodes,
filesystem mounts, and user-accessible pages can also be accessed simulta-
neously via the DPM [8, 76], e.g., during a pathname lookup. Furthermore,
HAKC protects the stack only on compartment granularity and does not
account for concurrent threads in these compartments. Therefore, in case
of an exploitable bug, a thread can overwrite the stack (including stored
registers on preemption) from another thread if they are in the same
compartment. Although the HAKC proof-of-concept implementation only
has two compartments, we classify the runtime overhead as high.

Isolation. KDPM [45] protects sensitive kernel data by only permitting
certain syscalls (sys execve and sys set*id) to grant write permissions.
However, since write permissions are granted to the entire syscalls, an
attacker can tamper unprotected pointers which are dereferenced within
these syscalls to obtain a high-privilege arbitrary write primitive. Moreover,
KDPM is susceptible to forgery attacks. Lastly, they evaluated KDPM on
an MPK emulator instead of real hardware.

KPRM [46] protects sensitive kernel data during syscalls by unmapping
them from the threads’ address space. To manage sensitive data access,
KPRM hooks the page-fault handler. KPRM maps a restricted page if
the access is allowed within the executed code or kills the process if the
access is invalid. However, KPRM does not account for multiple threads
with a shared kernel address space. A thread executing kernel code can
access sensitive data currently mapped for a different thread within the
same thread group. Furthermore, the high reliance on frequent page faults
and unmapping restricted pages leads to high performance overhead.

Song et al. [71] proposed an automated tool for identifying sensitive
kernel data objects. Moreover, they proposed mitigation KENALI protects
these objects and the stack with shadow memory. KENALI also prevents
various mitigation-bypass attacks. Unfortunately, they lack a hardware
primitive to protect sensitive data efficiently, leading to high performance
overhead. KENALI does not mitigate against the discussed arbitrary
use-after-free attack from Section 7.1. Therefore, an attacker can convert
an arbitrary write primitive to an arbitrary use-after-free primitive and
perform DirtyCred [50], resulting in a privilege escalation KENALI cannot
protect against. Since the principle of DirtyCred can be applied to cred,
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vm area, vfsmount, and all other objects allocated with a kmem cache,
these data objects are only partially protected.

xMP [63] employs Extended Page Table (EPT) switching to enforce
domain protection similarly to DOPE. It protects page tables, credentials,
the pgd, and sensitive data mapped in user space. Unfortunately, xMP
does not mitigate against the discussed arbitrary use-after-free attack
because it only ensures pointer integrity instead of ownership like DOPE.
Therefore, the credentials are only partially protected. Besides credentials,
xMP protects the pgd and page tables sufficiently. Even though xMP only
protects three kernel data objects, their performance overhead is high.

We deploy DOPE to protect credentials, virtual memory, virtual memory
areas, inodes, page tables, filesystem mount, stored registers, and user-
accessible pages with strong security guarantees while maintaining a
reasonable performance overhead.

9. Conclusion

In this paper, we presented our principled mitigation DOPE to protect
against data-oriented attacks. DOPE enforces domain protection by re-
stricting memory accesses during kernel execution based on the principle of
least privilege. We implemented a DOPE proof-of-concept and conducted
a case study that protects eight sensitive data objects from being used
for privilege escalation exploits. For our proof-of-concept, we observed a
reasonable performance overhead of 2.3% for real-world user applications,
significantly improving in terms of security with respect to performance
over existing mitigations.
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Appendix

10. Implementation Details of Trusted Code

In this section, we provide measures to address any implementation issues
while ensuring that our code adheres to the trusted code constraints we
defined in Section 4.5.

Memory management. The buddy allocator in the Linux kernel allo-
cates contiguous physical memory in page order chunks, i.e.,
2n · PAGE SIZE. On top of the buddy allocator sits the slab allocator,
and stores caches of available objects with a desired predefined size [77].
The kernel supports three slab allocators: SLAB, SLOB, and SLUB, all of
which store metadata on the allocated page. Allocations via kmem cache

and our modified kmem dope cache deploy one of these slab allocators, i.e.,
SLUB. If a domain protects a page allocated by the buddy allocator, then
allocating or freeing an object via kmem dope cache would require write
permission to the domain, as metadata may be written to the protected
page. However, since during allocation and freeing, untrusted pointers are
accessed, granting write permission would violate trusted code constraints.

To address this issue, we propose to extend the slab allocator by adopting
a PartitionAlloc-based design similar to Chrome [16], which separates data
and metadata into two distinct locations. This approach would eliminate
the need for write permission to the domain when allocating or freeing
an object via our kmem dope cache. While implementing this extension
requires significant effort, we acknowledge that it is outside the scope of
this work.

Outsourcing the metadata of the slab allocator to an unprotected object
does not pose a security risk because DOPE does not rely on the alloca-
tor’s trustworthiness. In Section 7.1, we illustrate various attacks on the
allocator and show how DOPE mitigates them.

138



10. Implementation Details of Trusted Code

1 /**
2 * struct callback_head - callback structure for use with
3 * RCU and task_work
4 * @next: next update requests in a list
5 * @func: actual update function to call after the grace
6 * period.
7 */
8 struct callback_head {
9 struct callback_head *next;

10 void (*func)(struct callback_head *head);
11 } __attribute__((aligned(sizeof(void *))));
12

13 /* Types */
14 #define rcu_head callback_head
15 typedef void (*rcu_callback_t)(struct rcu_head *head);
16

17 /**
18 * call_rcu() - Queue an RCU callback for invocation
19 * after a grace period.
20 */
21 void call_rcu(struct rcu_head *head, rcu_callback_t func){
22 ...
23 head->func = func;
24 head->next = NULL;
25 ...
26 }

Listing 5.3: Callback function provided by Linux’s RCU locking mechanism.

Read-Copy Update. The Linux kernel supports the efficient synchro-
nization mechanism Read-Copy Update (RCU) that enables concurrent
updates by readers [56]. Besides blocking the current thread for synchro-
nization, RCU also supports non-blocking updates by invoking a callback
function either during a software interrupt (i.e., softirq) or by a dedi-
cated RCU thread [63]. During the callback, data (stored as generic data
type, i.e., rcu head) is accessed that may or may not be protected by a
domain. This is illustrated in Lines 23 and 24 from Listing 5.3, where the
function call rcu access the head pointer. If head is stored in a sensitive
and protected data objects, e.g., struct cred, than this function would
require write permission to the corresponding domain, e.g., credential
domain. Otherwise, the hardware raises an fault, and DOPE would in-
terpret this as an exploitation attempt. However, granting temporary
access permission would violate trusted code constraints. To address this
issue, we separated the rcu head member from sensitive data objects and
instead stored a pointer to a dynamically allocated rcu head.
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11. Detailed sensitive data objects

Credentials. The credential struct contains information on its thread’s
privilege level and is stored as a pointer in the task struct. It is a popular
attack target [13, 14, 63, 64, 71], cf. CVE-2021-26708, CVE-2017-16995,
or CVE-2017-2636. Overwriting credentials immediately leads to privilege
escalation as the kernel interprets the thread as high-privilege. In addition
to traditional UNIX per-process credentials (i.e., *id), Linux supports
per-thread capabilities [43]. These capabilities partition the privileges
associated with the superuser into a finer granularity. Hence, we also
protect capabilities.

Inodes. The inode in a UNIX filesystem, e.g., ext4, stores all metadata
associated with its file [75]. Among this metadata is non-sensitive data,
e.g., last modified or last access time, and sensitive data, e.g., access rights
and owner and group identifier. By modifying the sensitive data of an
inode, an attacker can change the permission or owner of the associated
file. Moreover, we define the flag variable as sensitive because it contains
information on whether the file is private or immutable. Another way to
use inodes for privilege escalation is to forge their identifiers, uniquely
identifying the inodes within the mounted file system [74]. In summary,
we protect i ino, i mode, i uid, i gid, and i flags.

Page tables. Page tables are valuable targets for attackers because they
contain lower-level page permissions [27, 63, 71]. By overwriting those
permission bits, an attacker controls the access permissions of the lower
page levels, e.g., an attacker can modify permission bits in the page-table
entry to change a kernel code page to writable. As a result, the attacker
has a writable and executable kernel memory area.

Virtual memory areas. In Linux, there is another possibility to manipu-
late the permission bits of page tables by tampering with the vm page prot

stored in vm area struct. Liu et al. [52] demonstrated a data-oriented
attack called User Space Mapping Attack, in which an attacker overwrites
vm page prot to modify the permissions of page-table entries. This attack
results in a kernel page being mapped into the user space, which is then
overwritten.

Virtual memory. In the Linux kernel, the thread’s pgd is the top level
of a page table [42] and is stored in the mm struct. By overwriting the
stored pgd, an attacker has control over the hardware pgd and may forge
a virtual to physical page mapping [14, 63, 64, 71]. The attacker then
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12. DPM-FPATCH attack

read("/etc/passwd");
paddr = scan dpm();
arb write(paddr, modified data);
system("/bin/su");

arb write()

arb read()

Kernel
code

DPM
/etc/passwd

load page to DPM
①

②

③

④

read write

Figure 5.6: DPM-FPATCH attack on /etc/passwd file. Step ① loads the read-
only file to the DPM, while step ② performs an arbitrary read call
for each page read of the DPM to obtain the address where the file
content is located. Next, step ③ carefully overwrites sensitive content
of the file via the DPM to grant the attacker root privileges without
authentication ④.

may add virtual addresses that map to arbitrary physical addresses with
arbitrary permissions.

Filesystem mount. Song et al. [71] showed a data-oriented attack in
which an attacker tampers with mount flags. The attacker manipulates
the flag to mark a mounted file system as no longer read-only. Hence, the
attacker can write to files within the read-only file system. The target
is the system partition, which is read-only mounted on most Android
devices.

12. DPM-FPATCH attack

Operating systems have the important task of managing privilege levels and
ensuring the isolation of processes. It is crucial to prevent low-privilege pro-
cesses from tampering with the data of other processes. However, since the
entire physical memory is mapped via the Direct Physical Mapping (DPM),
an attacker can use an arbitrary write primitive in the kernel to manipulate
data on the DPM, in particluar with including user-accessible data. This
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introduces a new variant of data-oriented attacks called DPM-FPATCH,
which current state-of-the-art mitigations are unable to protect against.

12.1. Attack

The DPM-FPATCH data-oriented attack variant overwrites data of any
user-accessible file. With DPM-FPATCH, we demonstrate an attack on
the /etc/passwd file, as illustrated in Figure 5.6.

In step ①, an attacker opens and reads the entire content of the high-
privilege but user-accessible file. Hence, the kernel loads the content
from the disk into the DPM. In step ②, the attacker scans the entire
DPM with the arbitrary read and obtains the address where the file
content is stored. In step ③, the attacker can use the arbitrary write
to overwrite the content via the DPM. One possible modification of
a high-privilege file is to change the first line of /etc/passwd from
root:x:0:0:root:/root:/usr/bin/zsh to root::00:0:root:/root:

/usr/bin/zsh. This change indicates that a root login does not require
authentication ④.

In summary, an attacker can perform DPM-FPATCH to modify the data
of any user-accessible file. For our demonstration, the attacker modifies
/etc/passwd to illegally indicate to the system that root does not require
authentication on login, elevating the attacker’s privileges.

12.2. Potential mitigation

Kemerlis et al. [40] showed the devastating outcome of user data acces-
sibility via the DPM for control-flow hijacking attacks. To prevent this
accessibility, their proposed mitigation, XPFO, prevents all accesses to
user data via the DPM by either mapping a page in user space or the
DPM, but never both. Since DPM-FPATCH does not rely on this mapping,
XPFO does not prevent this attack variant. Moreover, according to Linux
kernel developers [4, 19], who have extensively tested XPFO, the runtime
overhead is above 30%. Therefore, the XPFO patch was never merged
into the Linux kernel.
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13. Detailed Evaluation Results

13. Detailed Evaluation Results

Binary size and compile time overhead. To enforce domain protec-
tion, our LLVM pass inserts functions for domain switching and validation.
These inserted functions increase the binary size and the compile time. To
illustrate both overheads, we compile an unmodified Linux kernel version
5.19 with clang version 15.0.1 as a baseline. We then compile our modi-
fied Linux kernel with our LLVM pass enabled for our proof-of-concept
implementation. The results are that the binary size and compile time
increase by 0.27% and 1.5± 0.3%, respectively.

Micro-benchmarks. We use LMbench to evaluate the latency and
bandwidth overhead for various benchmarks of our proof-of-concept im-
plementation. We consider the baseline kernel version 5.19, DOPE-light,
and DOPE, where DOPE-light protects the same data objects as our case
study DOPE, except for user-accessible pages. We include DOPE-light
to highlight the overhead caused by protecting user-accessible pages. To
achieve stable results, we run each benchmark 80 times and compute the
mean and standard deviation.

Table 5.4 illustrates the evaluation results. The null syscall benchmark
indicates that DOPE does not add any syscall entry or exit latency. All
syscalls interacting with user-accessible pages have an increased runtime
overhead because DOPE switches domains on every user-accessible data
access. The micro-benchmarks open, read, and write, show the increased
overhead with between 98% to 128%. Except for open, DOPE-light
reduces the syscall’s overhead to about 0% compared to DOPE. The open
syscall has a performance overhead of 110± 3% because of the inserted
validation checks and domain switches for the credential domain. Similar
to open, fstat also performs validation checks as illustrated with about
15% runtime increase for DOPE and DOPE-light. Since the pipe syscall
interacts with user-accessible data, it has an elevated overhead of 21±0.1%
for DOPE. The overhead for all three process operations, fork, fork+exec,
and shell, are 29% to 37% for DOPE and 24% to 30% for DOPE-light.
The synchronization syscall, sem, has negligible runtime overhead. Since,
during the pagefault benchmark, a thread accesses page tables, DOPE
and DOPE-light increase the performance overhead by about 11% due
to page table domain switches. We show that the overhead caused by a
pagefault is negligible when considering the access time to a page from
DRAM, as the overhead of the dram page benchmark is between 1% to
2.1%. A signal fault has an overhead of about 37% for both DOPE and
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DOPE-light. The overhead of signal install and catch is negligible. We
compute the total overhead by averaging over all overheads, resulting in
an overhead of 32% for DOPE and 17% for DOPE-light.

With all four memory and mmap bandwidth benchmarks, Table 5.4
shows that DOPE does not add any runtime overhead on normal memory
accesses, independent of how the memory is allocated. We run the file read
benchmark with two parameters: open2close and io only, and observe an
overhead of 72% to 87% for a filesize of 4 kB. The overhead decreases to
about 4% by running the benchmark with a size of 1MB. For DOPE-light,
file read with the open2close parameter has an overhead of 43% caused
by the open syscall.

Phoronix Test Suite macro-benchmarks. Our benchmarks from
Phoronix Test Suite split up into stress tests and real-world applica-
tions, as shown in Figure 5.5. Among the stress tests are one inter-process
communication, one kernel scheduler, two filesystem, and one threaded
I/O benchmarks. For the inter-process communication benchmark (IPC-
benchmark), we observe that DOPE elevates the overhead by about 2%
independent of the used pipe (unnamed or named FIFO) and message size
(1 024Byte or 4 096Byte). We run Schbench, which evaluates our sched-
uler, with two worker threads, each creating two, four, or six messenger
threads. DOPE has an overhead between 2% to 3.7% for the scheduler
benchmark, decreasing with more messenger threads. With Dbench, we
perform two benchmark tests resulting in an overhead of 3± 0.1% for one
and 1± 0.1% for six client threads. DOPE has an elevated performance
overhead for LevelDB fill of 9.3±1.5% due to extensive write syscall usage
and, thus, extensive user-accessible domain switches. Since the LevelDB
read benchmark caches read data in software, there are fewer syscalls
and domain switches. The threaded I/O stress test (TIObench) has an
overhead of 4.3± 3.1% for the read and 5.5± 1.8% the write benchmark.

Among the real-world applications are two web-server, two database, and
four user application benchmarks (cf. Figure 5.5). The two web-server
benchmarks, Apache and NGINX, has an runtime overhead of about 2%,
with the number of Apache requests having little effect on the overhead.
DOPE affects the SQLite benchmark with an overhead of 3.4 ± 1.2%,
while the in-memory Redis benchmark is affected with a low overhead of
0.4± 0.2%. Lastly, all four user applications, PHPBench, compress-lzma,
and OpenSSL sha and rsa, results in a low overhead between 0.5% to
1.3%.
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13. Detailed Evaluation Results

We observe an elevated standard deviation for various benchmarks, es-
pecially for those with multiple threads and high kernel execution time.
However, the baseline and DOPE-enhanced kernel binary show similar
levels of high standard deviation. Therefore, the noise properties of the
kernel, such as hardware interrupts or context switches, contribute to the
high standard deviation.

The average performance overhead of the Phoronix Test Suite macro-
benchmarks is 2.3%.

SPEC CPU 2017. We perform multiple speed macro-benchmarks of
SPEC CPU 2017, as illustrated in Figure 5.5. All measured overheads of
the speed macro benchmarks are below 1.8%, which is in line with the user
application macro-benchmarks from Phoronix Test Suite. We compute the
overall overhead by averaging all results, leading in an overhead of 0.4%.
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Table 5.4: Micro-benchmark results.

Benchmarks Baseline Overhead in %
DOPE-light DOPE

L
a
t
e
n
c
y

in
µs

syscall null 0.08 −0.1± 0.4 0.0± 0.4
syscall open+close 1.03 107.7± 2.9 127.8± 2.9
syscall read 0.15 0.6± 2.3 98.0± 2.6
syscall write 0.11 0.0± 0.7 128.0± 0.7
syscall fstat 0.16 16.0± 1.6 15.0± 0.4
syscall pipe 3.65 1.1± 0.4 21.0± 0.1
proc procedure 0.002 −1.6± 4.4 0.5± 1.4
proc fork 62.5 27.0± 1.6 34.0± 1.8
proc fork+exec 211 29.9± 1.0 37.0± 0.8
proc shell 458 24.0± 0.5 29.0± 0.5
sem 0.46 −7.7± 6.3 −5.0± 4.3
pagefault 0.15 12.0± 0.5 11.0± 0.5
dram page 1.63 1.0± 3.3 2.1± 2.5
signal fault 0.42 37.0± 1.4 38.0± 0.7
signal install 0.14 0.4± 1.0 0.5± 1.1
signal catch 0.88 0.4± 0.4 0.6± 0.6

B
a
n
d
w
id

t
h

in

M
B
/
s

mem rd 4 k 160 0.0± 0.2 0.0± 0.2
mem wr 4 k 110 −0.1± 0.1 0.0± 0.1
mmap rd 4 k 51.4 0.3± 0.5 0.2± 0.4
mmap rd 1M 48.0 −0.7± 1.6 −3.0± 1.2
file rd o2c 4 k 2.71 43.0± 3.7 72.0± 1.1
file rd o2c 1M 17.6 1.5± 1.1 4.7± 0.7
file rd io 4 k 6.70 6.5± 0.4 87.0± 0.5
file rd io 1M 18.1 0.3± 0.9 4.1± 0.7
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1. Introduction

Beyond the Edges of Kernel Control-Flow
Hijacking Protection with HEK-CFI

Lukas Maar1 Pascal Nasahl2 Stefan Mangard1

1 Graz University of Technology 2 Independent Researcher

Abstract

Over the past decade, vulnerabilities in the Linux kernel have more than
doubled, allowing control-flow hijacking attacks that compromise the
entire system. To thwart these attacks, Control-Flow Integrity (CFI) has
emerged as state-of-the-art. However, existing kernel CFI schemes are still
limited in providing protection against these attacks, e.g., during system
events and for return addresses.

In this paper, we introduce Hardware-Enforced Kernel Control-Flow In-
tegrity (HEK-CFI), a novel approach that protects control-flow-related
data during system events, as well as function pointers and return ad-
dresses, effectively mitigating control-flow hijacking attacks. HEK-CFI
leverages Intel CET, specifically write-protected pages used by its shadow
stack design, along with signature-based CFI to safeguard this data. To
demonstrate its effectiveness, we implement a proof-of-concept and per-
form a case study on the Linux kernel v5.18. In our case study, HEK-CFI
eliminates all illegal backward-edge targets and reduces forward-edge tar-
gets by more than 50% compared to all existing kernel CFI schemes. We
evaluate our proof-of-concept on real hardware and observe a performance
overhead of 12.3% for micro benchmarks and 1.85% for macro benchmarks.
In summary, HEK-CFI is the first solution to provide protection for both
system events and return addresses. HEK-CFI also generically reduces
forward control-flow targets and the performance overhead compared to
existing solutions.

1. Introduction

Over the past decade, the number of vulnerabilities in the Linux kernel has
increased dramatically, from 114 CVEs in 2012 to 318 in 2022, according
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to the NIST NVD. These vulnerabilities can be devastating, allowing to
hijack the control flow to gain arbitrary code execution and compromise
the entire system.

Despite efforts by processor vendors [14, 19, 51] and kernel developers [20,
34, 35] to mitigate these attacks, adversaries continued to devise more
sophisticated code reuse attacks [5, 7, 10, 28]. For instance, Return Ori-
ented Programming (ROP) [7] redirects the control flow to a chain of
gadgets, each ending with ret. To counter control-flow hijacking attacks,
Control-Flow Integrity (CFI) [1] has emerged as a state-of-the-art miti-
gation by restricting the control flow to an approximated Control-Flow
Graph (CFG).

Kernel CFI-based mitigations face two critical challenges in providing
security. First, kernel programs must handle system events [6], i.e., context
switches, interrupts, exceptions, and syscalls. During these events, the
current thread state (which refers to the set of registers that store its
run-time information) is stored in memory, ensuring that it can be restored
when the thread resumes execution. If these stored states are not fully
protected on any of these events, an adversary can corrupt them to
hijack the control flow when the state is restored, as described in prior
research [16, 23] and exploited by security researchers at Google Project
Zero (cf. CVE-2022-42703) [33]. Second, it is difficult to establish an
accurate representation of the CFG for kernel programs due to their large
size. Coarse approximations leave the system vulnerable to bypass attacks.
This is particularly critical for the backward edges, as static determination
leaves the system vulnerable to Control-Flow Bending (CFB) [9], re-
enabling control-flow hijacking attacks.

Existing kernel CFI-based mitigations [3, 16, 18, 22, 23, 43, 52, 64, 65,
70] are still limited in addressing these challenges as they do not provide
sufficient protection for both the thread state during all system events
and backward edges, i.e., return addresses. For example, defenses based on
ARM’s Pointer Authentication (PA), e.g., PAL [64] and Camouflage [18],
inadequately protect the stored thread state, allowing attackers to tamper
with it and hijack the control flow. Other approaches, e.g., KCoFI [16] and
Fine-CFI [43], statically determine backward edges, which makes their
systems vulnerable to CFB, bypassing the applied mitigation. Additionally,
the Code Pointer Integrity (CPI) [39] solution combined with the user-
space memory isolation scheme CETIS [68] safeguards code pointers and
return addresses. However, this combination cannot address the first
challenge because it is not designed for kernel-level system events that
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require special thread state handling. Consequently, it cannot protect the
kernel during these critical events.

In summary, existing kernel CFI schemes and CPI combined with CETIS
have limitations in providing protection for the kernel during system
events and for return addresses. As a consequence, adversaries can exploit
these limitations to bypass the applied CFI scheme, thereby re-enabling
control-flow hijacking attacks.

In this paper, we introduce Hardware-Enforced Kernel Control-Flow In-
tegrity (HEK-CFI) to fill the gap in protecting against kernel control-flow
hijacking attacks. HEK-CFI consists of three key mechanisms. First, HEK-
CFI ensures kernel control-data integrity by retrofitting write-protected
pages from Intel CET SHadow StacK (SHSTK) for the supervisor. It
does this by providing write-protected local and global safe areas within
the kernel, where control data is securely stored. In particular, our write-
protected local safe area extends well beyond the original purpose of
Intel CET SHSTK. While SHSTK protects backward edges, our approach
safeguards any local control data, such as during low-level environments
like system events. Second, HEK-CFI utilizes our control-data integrity
scheme to protect the thread state during all system events, including
protection for the SHSTK state. This prevents attackers with memory
write capabilities from tampering with the thread and SHSTK state. With
these two mechanisms, we are the first to provide comprehensive pro-
tection for both system events and return addresses. Third, HEK-CFI
combines our control-data integrity with signature-based CFI to protect
forward control-flow edges, particularly control data, e.g., function point-
ers. Signature-based CFI efficiently protects function pointers with rare
signatures, while control-data integrity fully safeguards any control data,
albeit with a potentially higher performance overhead. To balance this
trade-off, HEK-CFI automatically selects the optimal scheme for each
control data

While HEK-CFI’s true contributions rely on efficient control data (includ-
ing thread state) protection, it demonstrates its practical use with the
third mechanism to protect forward edges as well.

We are the first to implement the Intel CET SHSTK for the supervisor
in the Linux kernel. This allows us to implement a HEK-CFI proof-of-
concept, realized as a compiler-assisted software framework consisting of
a Linux kernel extension, a code analyzer [24], and an LLVM pass [40].
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Our framework automatically hardens the Linux kernel using a user-
configurable CFI precision level as input. To demonstrate its effectiveness,
we perform a case study where we eliminate all illegal backward edges
and reducing forward control-flow edge targets by 99.98% [16], 93.3% [3,
50], 76.4% [23], and 50.4% [43] compared to existing kernel CFI schemes.

We evaluate HEK-CFI’s security, demonstrating strong security guarantees
against control-flow hijacking attacks. We run our proof-of-concept on
Ubuntu 22.04.1 LTS on a recent Intel Alder Lake processor supporting Intel
CET SHSTK. We observe a performance overhead of 12.3± 1.5% for the
LMbench [49] micro benchmarks. For macro benchmarks, the performance
overhead is 1.85± 1.02% for Phoronix Test Suite [53] and 0.17± 0.23%
for SPEC CPU 2017 [15]. In summary, HEK-CFI is the first solution to
provide protection for both system events and return addresses. It also
generically reduces forward control-flow targets and performance overhead
compared to existing CFI schemes. As a result, HEK-CFI improves kernel
security to protect against control-flow hijacking attacks.

The main contributions of this work are:

(1) Kernel control-data integrity: We provide kernel control-data
integrity, including a secure approach to protect system events and
return addresses, establishing ourselves as the first kernel solution to
safeguard both.

(2) HEK-CFI: We introduce HEK-CFI, a novel design that combines
our kernel control-data integrity with signature-based CFI, ensuring
robust protection for control-flow-related data.

(3) POC: We are the first to implement Intel CET SHSTK for the super-
visor privilege level in the Linux kernel, allowing us to implement a
HEK-CFI proof-of-concept as a compiler-assisted framework, both of
which we provide open-source.

(4) Case study: We perform a case study to demonstrate the effectiveness
of HEK-CFI in protecting forward and backward edges, as well as
system events. We show that HEK-CFI provides enhanced efficacy
compared to existing solutions.

(5) Evaluation: We evaluate HEK-CFI’s security and performance, show-
ing strong security guarantees with an overhead of 12.3% and 1.85%
for micro and macro benchmarks.
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Outline

Section 2 provides background. In Section 3, we present a systematiza-
tion of existing works. Section 4 introduces HEK-CFI. In Section 5, we
implement our proof-of-concept, while Section 6 conducts a case study.
Section 7 shows the strong security guarantees. In Section 8, we evalu-
ate the performance overhead. Section 9 discusses related work. Lastly,
Section 10 concludes our work.

2. Background

This section provides background on control-flow hijacking attacks. At
its core, a control-flow hijacking attack comprises two stages. First, an
attacker exploits a vulnerability to obtain a Control-Flow Hijacking Prim-
itive (CFHP) [66] allowing them to deviate from the legal Control-Flow
Graph (CFG), e.g., memory safety vulnerability to overwrite a function
pointer. Second, the attacker utilizes the CFHP to redirect the control
flow to an attacker-controlled instruction sequence performing attacker-
controlled execution.

CFI. Control-Flow Integrity (CFI) [1] has been established as a state-
of-the-art mitigation against these attacks by restricting the control flow
to the CFG. However, since complete CFI induces prohibitive runtime
overhead, existing CFI schemes restrict the control flow to an approximated
CFG. This approximation is achieved through various methods, including
static determination (e.g., signature-based [21]) or dynamic techniques
(e.g., ARM’s Pointer Authentication (PA) [44] or by ensuring integrity of
code pointers [39]).

Intel CET. Intel’s Control-flow Enforcement Technology (CET) [30]
is a recent hardware extension aiming to mitigate scenarios of hijacking
attacks. CET consists of the Indirect-Branch Target (IBT) and a SHadow
STacK (SHSTK) feature, where CET supports a user and supervisor
SHSTK. The IBT feature introduced the endbr instruction as a landing
pad for indirect branches. When the control flow of an indirect branch is
redirected to any other instruction, the hardware raises a control-protection
exception. In CET, a shadow stack protects the return path from being
maliciously corrupted [60]. On a function call, the hardware pushes the
return address onto both the data and the shadow stack. On a function
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return, both addresses are compared, and a mismatch causes a control-
protection exception. Additionally, the hardware pushes sensitive registers
(i.e., rip, cs, and ssp) to the supervisor shadow stack on exceptions and
interrupts, which are validated on an iret instruction. To protect the
shadow stack from attackers, it is write-protected using the dedicated
page permissions setting dirty and non-writable.

CETIS. CETIS [68] is a user space intra-process memory isolation scheme
that uses Intel CET SHSTK’s write-protected shadow pages to create a
global safe area. This safe area ensures that adversaries cannot tamper
with code pointers. By providing write protection for such data, CETIS
enhances the efficiency and practicality of Code Pointer Integrity (CPI) [39]
on x86 64 systems.

3. Threat Model and Systematization

In this section, we first present the threat model and then explore the
variety of attack vectors used to obtain a CFHP in the Linux kernel.
Additionally, we demonstrate that existing CFI-based mitigations do
not fully prevent these CFHPs from violating control-flow restrictions,
allowing them to bypass the applied defenses. To illustrate these limitations,
we provide example exploits in Appendix 12 and an end-to-end attack
exploiting CVE-2019-2215 in Appendix 13.

3.1. Threat Model

We assume that an attacker can arbitrarily execute code in user space.
Moreover, the kernel contains a vulnerability that can be exploited to
obtain an arbitrary memory read-and-write primitive. This primitive is
accessible through the user space without violating the kernel’s control-
flow integrity. We assume that kernel defense mechanisms are enabled,
i.e., the W^X [19], SMEP, SMAP [14], and page-table protection [17, 56].
With these mitigations enabled, kernel sections cannot be both writable
and executable, the kernel cannot execute or access user space memory,
and page tables cannot be manipulated [45]. Our threat model aligns with
the threat model of existing kernel CFI-based mitigations [18, 23, 43, 64].
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Attack goal. We assume that the primary goal of an attacker is corrupt-
ing kernel control-flow-related data discussed in Section 3.2 to hijack the
kernel’s control-flow.

Out of scope. Data-oriented attacks are another class of attacks that
need to be addressed. This work focuses on mitigating control-flow hi-
jacking attacks, while other orthogonal defenses [47, 55, 63] are necessary
to address data-oriented attacks. While we acknowledge the existence of
side-channel [8, 26, 45, 71], microarchitectural [27, 36], and software fault
injection [12, 58] attacks, as well as malicious operating systems, these
are out of the scope.

3.2. Attack Vectors

In the Linux kernel, various control-flow-related data (we refer as control
data) can be exploited to obtain a CFHP.

Function pointers. Function pointers in writable sections are a well-
known security concern [13]. The Linux kernel frequently uses function
pointers for various tasks, e.g., calling device functions.

Operation table pointers. To reduce the attack surface of overwriting
function pointers, the Linux kernel stores multiple function pointers in
operation tables mapped as read-only [13]. However, since the operation
table pointers are stored in writable sections, an attacker can tamper with
the table pointers instead of function pointers [18, 32, 57]. For instance,
each inode object has an operation table pointer i op pointing to a read-
only inode operations struct containing function pointers for inode

interaction. The attacker can obtain a CFHP by overwriting the table’s
pointer with a previously crafted inode operations table.

Return addresses. Another way to redirect the control flow is by
manipulating the return address stored on the stack. On function return,
the kernel interprets the tampered return address as the execution path
for the resumption.

Thread state. The thread state refers to the set of registers that store
the runtime information about its thread, e.g., rip and rsp on x86 64,
pc and sp on arm64, as well as general-purpose registers. During system
events [6], i.e., context switch, interrupt, exception, and syscall, the current
thread state is stored in memory, ensuring that it can be restored later
when the thread resumes execution. This allows the kernel to switch
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between threads and handle event requests. Since these memory locations
are writable, an attacker can manipulate them. If the state is restored
from the tampered memory, the thread continues execution based on the
tampered state, hijacking the kernel’s control flow.

Figure 6.1 shows the system events interrupt and exception, which disrupt
the thread’s execution and store its state in memory ①. Consequently, the
kernel’s control flow is legally redirected to handle the invoked request ②.
The thread state is restored upon completion ③ to continue its execution ④.
By tampering with the stored state, an attacker can perform two attack
scenarios. First, they manipulate stored registers, e.g., rip for x86 64 and
pc for arm64, which are interpreted by the return, i.e., iret for x86 64
and eret for arm64, as the continuing execution ⑤. Second, they tamper
with register values later used to redirect the control flow ⑥, e.g., rax if
the execution performs call *rax. We provide motivational exploits in
Appendix 12.1. In addition, security researchers at Google Project Zero [33]
have exploited CVE-2022-42703 to obtain an uncontrolled arbitrary write,
allowing them to corrupt thread state on interrupts and thus hijack control
flow.

Another state-changing event is the context switch, where we refer to
the Linux kernel design of a context switch: When a thread performs a
context switch, it calls into the scheduler to select a new thread to run
next, switches the memory descriptor, jumps to the switch to function,
and performs a cleanup of the previous thread. The switch to function
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Table 6.1: Systematization of existing kernel mitigations.
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Ge et al. [23]
kCFI [3]
Fine-CFI [43]
PATTER [70]
Camouflage [18]
PAL [64]
FineIBT [50]
KCoFI [16]
Intel CET SHSTK [30]
CPI [39] + CETIS [68]
HEK-CFI

Protection Insufficient protection

Implicit protection Implicit insufficient protection

Does not protect but can be extended.

stores the current thread state in memory and then loads the stored state
from the next thread. Figure 6.2 illustrates the storing and restoring of
the state on a context switch ❶-❹. Since the state is stored in writable
sections, e.g., the thread’s stack frame, an attacker can manipulate it, and
gain control of the registers when the state is restored. Taking control of
these registers results in hijacking the control flow ❺. For instance, by
tampering with callee-saved registers that store a function pointer, the
attacker hijacks the control flow on the indirect branch instruction to its
tampered register value. We provide motivational exploits in Appendix 12.2
and an end-to-end exploit in Appendix 13.

3.3. Systematization of Existing Works

We investigate the limitations of existing kernel CFI-based mitigations [3,
16, 18, 23, 43, 50, 64, 70] in protecting against kernel control-flow hijacking
attacks, where we refer to Section 9 for detailed information. We include
Intel CET SHSTK [30] and CPI [39] combined with CETIS [68] to highlight
their limitations in protecting specific attack vectors. To illustrate our
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findings, we use a classification scheme in Table 6.1. Mitigations marked
with provide protection for the attack vector, while those marked with
provide no protection or can be bypassed by attacks we present in the

following. For mitigations that implicitly protect the attack vector or
implicitly protect it insufficiently, we use or , respectively.

Thread state. Various kernel mitigations either do not (i.e., Camou-
flage [18], FineIBT [50], kCFI [3], and PATTER [70]) or inadequately (i.e.,
PAL [64], Fine-CFI [43], and the proposal from Ge et al. [23]) protect
the stored thread state. As a result, attack scenarios, such as ❺ from
Figure 6.2, and ⑤ and ⑥ from Figure 6.1, can redirect the control flow and,
thereby, bypass control-flow restrictions (see Appendices 12.1 and 12.2 for
exploitation examples).

Intel CET SHSTK for supervisor [30] also fails to adequately protect
the thread state, as they do not mitigate attack scenarios ⑥ and ❺ from
Figure 6.1 and Figure 6.2. Moreover, since the shadow stack pointer is
part of the thread state, Intel CET SHSTK can be compromised using ❺

as well. CPI [39] combined with CETIS [68] suffers from a similar issue,
as it lacks a low-level protection primitive, like protected local storage, to
safeguard the thread state.

Return addresses. Kernel mitigations (i.e., kCFI [3], KCoFI [16], Fine-
CFI [43], and the proposal from Ge et al. [23]) that solely rely on static
analysis to protect backward control-flow edges leave the system vulnera-
ble to the notorious Control-Flow Bending (CFB) [9] attack. CFB involves
exploiting dispatcher functions to corrupt the return address using mali-
cious arguments, bypassing the applied CFI protection. As emphasized
by Carlini et al. [9] a shadow stack is necessary to fully protect return
addresses and mitigate CFB. Besides shadow stack, Lilijestrand et al. [44]
emphasized that ARM’s Pointer Authentication (PA) [4] could also en-
hance protection against CFB attacks with dynamic runtime information,
such as the current stack pointer, to validate return addresses.

Operation table pointers. Since PA-based kernel mitigations (i.e.,
PAL [64] and PATTER [70]) do not protect operation table pointers they
are susceptible to pointer-to-pointer attacks, where an attacker corrupts
operation table pointers instead of function pointers. However, their design
can be extended to also protect operation table pointers. Mitigations that
provide static control-flow integrity (marked with or in Table 6.1)
implicitly protect operation table pointers on indirect branches. Hence, if
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Figure 6.3: HEK-CFI instruments the kernel to perform run-time validation
checks ensuring protection for control data.

the function pointers are protected, the operation table pointers are also
protected.

Function pointers. Mitigations that provide coarse-grained (i.e.,
KCoFI [16]) or signature-based (i.e., Fine-CFI [22] and kCFI [3]) protec-
tion for forward control-flow edges offer weak security guarantees. The
large set of targets matching the function signature in the kernel space
enables privilege escalation while not violating the over-approximated
CFG, as demonstrated in Appendix 12.3. Moreover, Camouflage [18] only
protects a selected set of function pointers, leaving unprotected vulnerable
for privilege escalation.

Summary. Existing kernel mitigations exhibit limitations in providing
protection for control data, particularly the thread state during system
events and return addresses. As a consequence, attackers can exploit these
limitations to bypass the applied CFI-based countermeasure. This results
in a gap in kernel security.
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4. Design

We introduce Hardware-Enforced Kernel Control-Flow Integrity (HEK-
CFI) which consists of three key mechanisms. Figure 6.3 depicts a high-
level overview. First, HEK-CFI provides kernel control-data integrity
(see Section 4.1) by retrofitting write-protected pages from Intel CET
SHSTK for the supervisor. This retrofitting enables write-protected local
and global safe areas within the kernel where control data is securely
stored. Notably, these safe areas extend well beyond the original purpose
of Intel CET SHSTK. Second, HEK-CFI utilizes our control-data integrity
to protect the thread state (see Section 4.2) during all state-changing
system events, i.e., interrupt, exception, syscall, and context switch, as
well as protect the SHSTK state. This allows HEK-CFI to mitigate our
motivational exploit examples and Google Project Zero’s thread state
exploit [33]. With these two key mechanisms, we are the first to provide
comprehensive protection for both system events and return addresses.
Third, HEK-CFI combines our control-data integrity with signature-based
CFI to protect (see Section 4.3) forward control-flow edges, particularly
control data, i.e., function pointers and operation table pointers. While
signature CFI efficiently protects function pointers with rare signatures,
control-data integrity offers full protection for any control data, albeit at
a potentially higher performance overhead. To optimize the trade-off, it
automatically selects the optimal scheme for each control data based on a
user policy as input.

While the real contribution of HEK-CFI lies in the efficient protection of
control data (including thread state), the third mechanism demonstrates
the practicality of protecting forward edges as well.

4.1. Kernel Control-Data Integrity

Its main concept is to store control data (outlined in Section 3.2) in a
hardware-enforced write-protected safe area, preventing any malicious
tampering attempt. To access the control data legally, the safe area needs
to be designed differently depending on the context, such as local or global.
For this reason, HEK-CFI includes a per-thread local and a global safe
area storing and protecting the local and global control data, respectively.

Write protection. Our control-data integrity scheme relies on the se-
curity of the write-protected safe areas. To achieve this protection, all
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1 struct ptls {

2 u64 tos; /* top of stack */

3 u64 data[]; /* data array */

4 };

5 #define wr_ptls(tos, d) \

6 asm("wrssq %0,(%1)"::"r"(d),"r"(tos))

7 #define rd_ptls(ptls) \

8 asm("rdsspq %0\n" \

9 "andq $~(LSA_SZ-1),%0":"=r"(ptls))
10

11 void ptls_init(void) {

12 struct ptls *ptls;

13 rd_ptls(ptls);

14 wr_ptls(&ptls->tos, (u64)ptls->data);

15 }

16 void ptls_push(u64 data) {

17 struct ptls *ptls;

18 rd_ptls(ptls);

19 wr_ptls(ptls->tos, data);

20 wr_ptls(&ptls->tos, ptls->tos+8);

21 }

22 u64 ptls_pop(void) {

23 struct ptls *ptls;

24 rd_ptls(ptls);

25 wr_ptls(&ptls->tos, ptls->tos-8);

26 return *ptls->tos;

27 }

Listing 6.1: PTLS’s provided routines.
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Figure 6.4: Memory layout of the local
safe area for each thread,
where Intel CET SHSTK im-
plicitly resides on the top
and PTLS on the bottom.

safe area pages are marked as shadow pages, retrofitting the approach
followed by CETIS [68] to the kernel. This enforces Intel CET SHSTK to
write-protect them. To legally write to the safe areas, HEK-CFI utilizes
the wrssq instruction introduced by Intel CET, which permits writes to
shadow pages. If a memory write operation to a shadow page is propagated
by a non-shadow stack instruction, e.g., movq, it causes a control-protection
exception raised by Intel CET. There is also no wrssq-gadget allowing an
attacker to illegally write to shadow pages as we later discuss in Section 7.
To conclude, with this approach, it not possible to illegally manipulate
control data stored in the safe areas using the arbitrary write primitive.

4.1.1. Local Safe Area

HEK-CFI introduces a local safe area for each thread in kernel space.
The local safe area consists of a shadow stack via Intel CET and a
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Protected Thread Local Storage (PTLS), as illustrated in Figure 6.4. Intel’s
hardware feature CET SHSTK utilizes the shadow stack to implicitly
push and pop specific control data onto the shadow stack, as explained
in Section 2. However, since Intel CET does not provide explicit push or
pop operations [29], HEK-CFI introduces the software-based approach
PTLS, which is an efficient and secure local storage. The PTLS is located
at the bottom of the local safe area and provides ptls push and ptls pop

routines corresponding to a safe push and pop operation. Hence, PTLS
provides strong protection for locally accessible control data.

Listing 6.1 illustrates the ptls struct (PTLS) and the associated initializ-
ing, pushing, and poping routines. At its core, all of these routines use
the macros rd ptls (Line 7) and wr ptls (Line 5) to obtain the ptls

struct’s location and to write to the underlying shadow page memory of
the ptls struct, respectively. The macro rd ptls does so by performing
a logical AND operation of the read shadow stack pointer (Line 8) with
(LSA SZ-1), where rdsspq reads the current shadow stack pointer, and
LSA SZ represents the local safe area size. The macro wr ptls executes
the wrssq instruction to write an 8 byte word to the top of the ptls.
The ptls init routine initializes the ptls struct by obtaining its current
location with rd ptls. Then, ptls init sets the top of stack member
variable ptls->tos to the &ptls->data[], indicating that the ptls is
empty and is ready for the first push operation. The other two routines,
ptls push and ptls pop, perform push and pop operations to or from
the ptls, respectively.

4.1.2. Global Safe Area

HEK-CFI presents a global safe area for control data that are accessible
in a global context. These globally accessible control data store an index
referencing the global safe area where the actual data is stored. We design
our global safe area as a one-to-one mapping, meaning that each globally
accessible control data has its own safe storage within the global safe area.

HEK-CFI provides allocation and deallocation routines to allocate and
deallocate a global safe storage for the control data. To mitigate forgery
attempts, we uniquely bind the control data to its safe storage by storing
its address along with the actual protected data within the safe storage
on allocation. On deallocation, we unbind the control data with the safe
storage and mark the safe storage as free. Figure 6.5 exemplifies a globally
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HEK-CFI validates that the address of the accessed control data
matches the stored address referenced by the index. Since the valida-
tion of control data1 succeeds, data1 access is granted. Contrary,
the validation of the corrupted cor control data fails, detecting an
exploit attempt.

accessible control data with control data1, storing an index1 index that
references the safe storage (safe area[index1]) within the global safe
area. This storage comprises the control data address &control data1

and the actual protected data data1.

HEK-CFI provides read and write routines to access the global protected
data. It ensures protection against malicious access by verifying the control
data’s integrity before the access. This verification involves checking
whether the accessed control data’s address matches the stored address of
the referenced safe storage. Access is granted on match; otherwise, it is
considered an exploitation attempt. We illustrate both cases in Figure 6.5,
where the validation check for the valid control data control data1

succeeds, while it fails for the corrupted control data cor control data.

4.2. Thread State Protection

Compared to user space programs, the kernel processes synchronous (i.e.,
exceptions and syscalls) and asynchronous (i.e., interrupts) system events
which store the thread state in memory and handles invoked execution
request (see Sections 4.2.1 and 4.2.2). Furthermore, at each context switch
(see Section 4.2.3), the kernel stores the thread state in memory while
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restoring the state of the next thread to execute. By not fully protecting
the stored state, an attacker can perform attack scenarios described in
Section 3.2, as demonstrated in the examples given in Appendix 12 and
the end-to-end attack exploiting CVE-2019-2215 in Appendix 13. To
mitigate these scenarios, HEK-CFI uses our kernel control-data integrity
to effectively protect the stored thread state. More precisely, HEK-CFI
protects the thread state for interrupts, syscalls, and exceptions by storing
it within the local safe area and for the context switch within both the
global and local safe area.

4.2.1. Interrupt and exception

The hardware pushes ss, rsp, rflags, cs, and rip to the current stack
or value specified in the Interrupt Stack Table (IST) on kernel entrance
and re-entrance. We refer to the current stack and the value specified
in the IST as data stack. The kernel then pushes the general-purpose
registers (except rsp) to the data stack. With Intel CET SHSTK enabled,
the hardware pushes cs, rip, and ssp to the shadow stack atomically to
the data stack push. On iret instructions, the hardware validates that
cs and rip are equal to the ones stored on the shadow stack, where a
mismatch causes a control-protection exception.

Protecting cs and rip is insufficient to ensure protection as an attacker
may tamper general-purpose registers stored on the data stack, illustrated
in attack scenario ⑥ in Figure 6.1. To mitigate this, HEK-CFI stores the
register values within the PTLS on interrupt and exception entrances
before pushing them to the data stack. On interrupt and exception exits,
the registers are popped from the data stack and then compared with those
stored in the PTLS. HEK-CFI interprets a mismatch as an exploitation
attempt.

To mitigate potential TOCTTOU attacks, HEK-CFI never stores the
registers to unprotected memory during state storing (① in Figure 6.1).
HEK-CFI protects all register values, as shown in Listings 6.2 and 6.3. On
the request entrance routine rq entry, HEK-CFI first temporarily stores
r15 to a per-CPU storage (Line 3), also write-protected with Intel CET
SHSTK. Temporarily storing r15 is essential because HEK-CFI requires
one register for the upcoming execution. HEK-CFI then interprets the
bottom of the current local safe area as ptls (Lines 5-6) and loads ptls-
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1 rq_entry:
2 /* safe store r15 */
3 wrssq r15, R15(gs)
4 /* r15 = ptls->tos */
5 rdsspq r15
6 andq $~(LSA_SZ-1), r15
7 movq r15, (r15)
8 /* store all regs to ptls */
9 wrssq r14, R14(r15)

10 wrssq r13, R13(r15)
11 ...
12 wrssq rdi, RDI(r15)
13 /* store r15 to ptls */
14 wrssq r14, R14(gs)
15 movq r15, r14
16 movq R15(gs), r15
17 wrssq r15, R15(r14)
18 movq R14(gs), r14

Listing 6.2: Safe stores all registers to
the current ptls.

1 rq_exit:
2 /* safe store r15 */
3 wrssq r15, R15(gs)
4 /* r15 = ptls->tos */
5 rdsspq r15
6 andq $~(LSA_SZ-1), r15
7 movq r15, (r15)
8 /* validate all regs */
9 cmpq r14, R14(r15)

10 jne .fault
11 ...
12 cmpq rdi, RDI(r15)
13 jne .fault
14 /* validate r15 */
15 movq r14, R14(gs)
16 movq r15, r14
17 movq R15(gs), r15
18 cmpq r15, R15(r14)
19 jne .fault
20 movq R14(gs), r14

Listing 6.3: Validates all registers to be
equal to the stored ones on
the ptls.

>tos to r15 in Line 7. Between Lines 9-12 all registers are stored to the
ptls. Lastly, HEK-CFI protects register r15 (Lines 14-18).

On request exit rq exit, HEK-CFI performs a validation process that
requires r15 for the upcoming execution. Between Lines 9-13, HEK-CFI
compares all registers with the protected register values stored within the
ptls, jumping to .fault on a validation failure. We relax the constraints
on interrupts and exceptions from user space: We guarantee to return to the
exact location in user space but do not protect general-purpose registers.
Hence, we apply rq entry/rq exit only if the thread was disrupted
during kernel-space execution. Crucially, our relaxation is stricter than
comparable CFI-based mitigations [23, 43, 64].

4.2.2. Fast syscall

The syscall instruction invokes a fast syscall to request kernel-space
execution with supervisor privileges. The hardware saves the current rip
to rcx and rflags to r11 on this instruction. Next, it loads the rip

from MSR IA32 LSTAR, indicating the syscall entry location. On entry, the
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kernel software stores both register values, rcx and r11, on the data stack,
while on completion, it restores both values and executes sysret. This
instruction returns to user space by loading rip from rcx, rflags from
r11, and user cs and ss from MSR IA32 STAR.

To protect rcx and r11 from being tampered with, HEK-CFI also stores
both values within our provided PTLS, on kernel entrance. During kernel
execution, when these user registers are legally modified, HEK-CFI also
modifies the protected one. On completion, HEK-CFI validates that rcx
and r11 have not been tampered with.

In rare cases, the Linux kernel returns from a fast syscall to user space
with iret instead sysret. HEK-CFI stores, for these cases, the USER CS

and rcx which represents cs and rip, to the shadow stack. On iret Intel
CET SHSTK compares both, cs and rip, from the data and shadow stack,
where a mismatch raises an exception. Crucially, HEK-CFI never trusts
any value stored in unprotected memory, as USER CS is a constant and
rcx was protected within PTLS. Since an attacker cannot corrupt either
register, HEK-CFI protects the fast syscall event from being exploited.

4.2.3. Context switch

When a thread performs a context switch, it calls into the scheduler that
selects a new thread to run next. Since the Linux kernel does not have a
dedicated scheduler, the current thread switches the memory descriptor
(including cr3) with the new descriptor and jumps to switch to. This
function stores the current and restores the next stack pointer, callee-saved
registers, fs/gs registers (if required), and additional non-general-purpose
registers, e.g., for debugging. Storing and restoring the instruction pointer
is not needed as it was implicitly stored on the stack when the context
switch function was called and is restored on return.

HEK-CFI also mitigates the attack scenario outlined ❺ from Figure 6.2
by protecting the shadow stack pointer with control-data integrity within
the global safe area. Hence, the attacker cannot forge the shadow stack
pointer. Since the control data of the data stack must match the control
data on the shadow stack on every ret and iret, and the shadow stack
pointer’s integrity is ensured, corrupting the data stack pointer cannot be
exploited.
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In addition to the shadow stack pointer, HEK-CFI protects callee-saved
registers as well as fs and gs within our PTLS upon a context switch event.
HEK-CFI does not require explicit protection for instruction pointers on
a context switch because Intel CET SHSTK implicitly protects the stored
instruction pointer as a return address.

4.3. Control-Flow Integrity

In this section, we explain how HEK-CFI combines kernel control-data
integrity with function signature CFI to protect the thread state, return
addresses, and control data pointers, i.e., operation table and function
pointers. Function signature CFI (see Section 4.3.2) provides efficient
protection for function pointers with rare signatures. In contrast, control-
data integrity (see Section 4.3.1) offers full protection for any control data,
albeit with a potentially higher performance overhead. To optimize the
trade-off, we present the control-data protection selector (see Section 4.3.3),
which automatically selects what to protect with signature CFI and what
with control-data integrity based on a user policy as input. This way, we
achieve strong security without compromising performance.

4.3.1. Safe Area Usage

To protect control data pointers with the kernel control-data integrity
approach, HEK-CFI instruments the kernel as follows: When control data
pointers are generated, HEK-CFI allocates a safe storage and binds it
to the control data. On control data destruction, the corresponding safe
storage is unbound and deallocated. Depending on the context of the
control data (i.e., global or local), HEK-CFI utilizes either the global or
local safe area as safe storage. For the global safe area, HEK-CFI uses the
provided allocation and deallocation routines directly. For the local safe
area, HEK-CFI pushes a local safe storage to the PTLS, consisting of the
actual protected data and the address of the local control data pointer, to
uniquely bind the local safe storage to the control data. On deallocation,
HEK-CFI pops the local safe storage from the PTLS.

When accessing control data pointers, HEK-CFI validates whether the
index stored in the control data has been tampered with. For the global
safe area, HEK-CFI uses the provided read and write routines directly,
as shown in Figure 6.5. For the local safe area, HEK-CFI uses read and
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write routines similar to the global ones, but they reference the PTLS.
We illustrate the instrumentation in Appendix 14.

Since HEK-CFI uses a one-to-one mapping to bind the control data
pointers to the safe storage uniquely, functions such as memcpy may cause
false positive exploitation attempts, as the copied stored index mismatches
with its referenced address. To prevent false positives, we provide an
instrumentation routine performing realloc. We carefully designed this
routine to only copy the control data if the old safe storage is validated.
Since the old safe storage was validated, this routine cannot be used to
forge a safe storage.

4.3.2. Function-Signature Control-Flow Integrity

HEK-CFI provides control-flow transfer restriction with a function signa-
ture granularity by applying FineIBT [22] to the kernel. FineIBT leverages
Intel IBT for coarse-grained control-flow integrity and builds a software-
based control-flow restriction with function signature granularity on top of
it. It stores the hash of a function pointer’s signature into a register before
redirection and validates the hash on function entry. A hash mismatch is
interpreted as an exploitation attempt.

4.3.3. Control-Data Protection Selector

How much performance overhead is acceptable and how much is prohibitive
depends on the use case. For high-security context, i.e., protecting all
control data with control-data integrity, an elevated performance overhead
may be acceptable. On the other hand, high-efficiency systems hardly
accept any performance overhead. Since we envision HEK-CFI being
suitable for all use cases, we provide a user policy that allows to choose
the desired CFI precision level and, hence, overhead.

To accomplish this, our control-data protection selector analyzes the Linux
kernel to identify control data pointers, i.e., function and operation table
pointers, that require protection with control-data integrity based on the
user policy. Dynamically allocated and global control data pointers are
stored in the global safe area (see Section 4.1.2), while local control data
pointers are stored in the PTLS (see Section 4.1.1). Regardless of the
user policy, protection for the thread state and return addresses is always
enabled.
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User policy. The user policy comprises the number of permitted control-
flow targets with function signature granularity. Our selector analyzes the
Linux kernel and determines the number of possible control-flow targets
matching the signature for each control data pointer. For function pointers,
if the determined number exceeds the permitted control-flow targets, the
selector annotates to protect the pointer with control-data integrity. For
operation table pointers, the selector annotates to protect the pointer if
one of its containing function pointers exceeds the permitted targets.

5. Implementation

In this section, we present the proof-of-concept implementation of HEK-
CFI. We extend the Linux kernel and implement an LLVM pass [40] for
instrumentation and the control-data protection selector using CodeQL [24]
and Python. Our selector and instrumentation work automatically based
on a user policy.

5.1. Linux Kernel

We first enhance the Linux kernel to support all instrumentation routines.
Next, we integrate write protection for the safe areas enforced with CET
SHSTK. Lastly, we provide thread state protection.

Kernel instrumentation. We implement thread-safe functions for all
kernel instrumentation routines described in Sections 4.1.1, 4.1.2 and 4.3.1,
except for the read-access routines, as our compiler extension directly
inserts an instruction sequence for the read-access routines, as we explain
in Section 5.3. Moreover, we implement a routine that handles all fault
scenarios of HEK-CFI, where our proof-of-concept detects and prevents
exploitation attempts.

Protection through shadow stack. At the time of writing, there was
no Linux kernel patch for the supervisor shadow stack1. Therefore, we
integrate shadow stack as follows: Intel CET SHSTK supports per-thread
supervisor and per-CPU IST shadow stacks. The supervisor shadow stack
is used with most executions, while the IST shadow stack is used when
the system requires the IST stack. To enable shadow stack usage, we

1Xen hypervisor v4.15-unstable [11] has integrated Intel CET SHSTK for supervisor,
but it significantly varies from the Linux kernel integration.
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Figure 6.6: Required shadow stack layout for a valid iret.

first set the per-CPU IST shadow stacks (MSR INT SSP TAB) to a table
of shadow stacks and the supervisor shadow stack (MSR PL3 SSP) to the
per-thread shadow stack page. We then set bit X86 CR4 CET in the cr4,
and CET SHSTK EN | CET WRSS EN in the MSR S CET. Next, we prepare all
shadow pages for the setssbsy instruction accordingly [31], which sets the
shadow stack pointer register to the value specified in the MSR PL0 SSP.
The setssbsy instruction requires the shadow stack to be not busy, while
it marks the stack as busy. The busy flag is stored in the memory location
MSR PL0 SSP points to.

To mark a page as a shadow stack, its permissions must be dirty and
non-writable. If a page is marked as shadow stack, only shadow stack write
instructions, e.g., wrssq, are permitted to write this page. Otherwise, Intel
CET raises a control-protection exception on a write operation propagated
from a non-shadow stack instruction, e.g., movq. Moreover, if a shadow
stack instruction writes to a non-shadow page, Intel CET also raises a
control-protection exception.

Our proof-of-concept enables the shadow stack during kernel initializations
before SMP is enabled, and only the init task runs. Hence, the shadow
stack is only set for the init task. Enabling the shadow stack must occur
in the early stage of kernel initialization, as our control-data integrity
scheme relies on its security mechanism.

We extend the user thread creation routine to allocate one shadow stack
page, mark its permission to dirty and non-writable, initialize the PTLS,
and prepare the shadow stack for the iret to start execution in user space.
Figure 6.6 depicts the required shadow stack layout to perform a valid
iret [29], where ssp is the shadow stack pointer, token is the supervisor
token, and bsy is the busy flag indicating whether the shadow stack is in
use. On iret, the hardware validates that rip and cs are equal between
data and shadow stack. If they are equal, the hardware sets the rip and
cs accordingly. It then sets the shadow stack pointer to ssp+0x18 and
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resets the bsy flag on the user space transition. We also extend the kernel
thread creation, which closely assembles the user thread creation.

Since each thread has its shadow stack, the shadow stack pointer has to
be stored and restored on every context switch. Hence, we implement the
context switch in assembly as described in Section 4.2.3. When restoring
the next shadow stack pointer, we store a non-busy token temporarily in
the next shadow stack, which is used to switch the shadow stack. The
switch occurs with the setssbsy instruction. Afterward, we reverse the
temporary storing of the token.

Protection through IBT. We use the inofficial FineIBT patch [22, 50]
for the control-flow restriction with signature granularity.

Interrupts and exceptions. We implement a safe storing routine for all
general-purpose registers on interrupt and exception entries, as illustrated
in Listing 6.2. Crucially, rq entry is executed before the Linux kernel
pushes the registers to the data stack via PUSH ALL REGS. Since rq -

entry requires the register r15 for the upcoming execution, HEK-CFI
temporarily stores it on a per-CPU page in the per cpu section. The per-
CPU page’s permissions are set as a shadow stack page. To support nested
interrupts, HEK-CFI increases the ptls->tos by sizeof(struct regs)

after both rq entry and PUSH ALL REGS. We implement the validation
routine rq exit on interrupt and exception exits, shown in Listing 6.3.

Fast syscalls. Intel CET resets the supervisor shadow stack pointer on
a privilege level change from user to kernel space via a fast syscall (i.e.,
syscall instruction) [31]. Hence, we extend the kernel entrance for a fast
syscall to set the shadow stack accordingly. On rare occasions where the
kernel returns via the iret instruction instead of sysret to the user space,
HEK-CFI prepares the shadow stack to perform a valid iret, shown in
Figure 6.6.

5.2. Control-Data Protection Selector

Our control-data protection selector has two main components: A code
analyzer and a parser. We use CodeQL [24] as our code analyzer and
a Python script as our parser. CodeQL compiles the Linux kernel to
create a database that stores essential meta information. We run our
CodeQL queries using the database to retrieve relevant information for
our mitigation. Then, our parser interprets the query results based on the
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user policy and generates an output file containing all the information for
kernel instrumentation.

Code analyzer. Our CodeQL queries first find all control data pointers,
e.g., members within a struct or its containing struct or standalone pointers.
The queries then determine the number of functions matching the function
pointer’s signature or any within an operation table. Each function pointer
retrieves a score of matching functions, while each operation table pointer
retrieves the highest number of its containing function pointers. The queries
also determine all occurrences of control data pointers via allocation,
deallocation, global variable, or local variable.

Parser. Our parser inputs the query results and the user policy (i.e.,
maximum permitted control-flow targets with signature granularity). It
then filters out control data pointers with fewer targets than the user policy
allowed and saves the remaining pointers to a file. This file represents all
pointers protected with control-data integrity. At this point, a user can
modify the file if necessary.

5.3. Compiler Extension

Our compiler extension (LLVM pass) inserts validation checks into the
kernel, ensuring HEK-CFI’s functionality.

Control-data integrity. To ensure control-data integrity, the LLVM
pass first examines kernel code for operations such as allocations, deallo-
cations, reallocation, reads, and writes of control data pointers, annotated
in the file generated by our control-data protection selector. Subsequently,
the pass modifies the code to include instrumentation routine accessing the
control data, where Appendix 14 demonstrates the actual instrumentation.
For allocation, deallocation, reallocation, and write access, the pass inserts
function calls provided by our kernel extension. The code is modified for
read access to perform a performance-trimmed instruction sequence exe-
cuting the safe storage read-access. To protect global variables, HEK-CFI
identifies all protected global control data pointers, whether standalone or
within structs, and allocates their safe storage during the early stage of
kernel initialization.

Similar to global variables in kernel code, global variables within modules
must also be initialized so that protected control data pointers reference a
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safe area. Hence, HEK-CFI identifies these global variables and inserts
initialization routines on module insertion.

Signature CFI. We utilize the inofficial FineIBT patch [50] in our LLVM
pass to ensure control-flow restriction with signature granularity. This
patch instruments the caller and callee sites involved in each indirect
forward-edge transfer.

6. Case Study

This section demonstrates HEK-CFI’s effectiveness in reducing forward
control-flow targets. HEK-CFI achieves this by protecting operation table
pointers and function pointers with a common function signature from
being overwritten through our kernel control-data integrity scheme (see
Section 4.1). Additionally, it restricts the control-flow targets of function
pointers with rare function signatures at the granularity of signatures. By
reducing the permitted targets of control-data-integrity-protected pointers
to 1 and limiting signature-restricted pointers to the set of functions
matching the pointers’ signature, HEK-CFI effectively lowers the overall
average forward control-flow targets. This case study demonstrates that
HEK-CFI achieves a forward target reduction of more than 50% over
comparable kernel CFI schemes [3, 16, 23, 43, 50] while having a lower
performance overhead than these schemes, as we later evaluate in Section 8.
Notably, HEK-CFI is also the first to protect return addresses and thread
states comprehensively.

In the following, we describe how we compute HEK-CFI’s target reduction
with other kernel CFI schemes. We first discuss the Average Indirect tar−
gets Allowed (AIA) metric, which allows us to quantify CFI precision
levels. We then determine the AIA for various CFI precision levels, in-
cluding HEK-CFI. Finally, we demonstrate that HEK-CFI outperforms
the security guarantees of forward control-flow target reduction compared
to CFI schemes.

Quantify CFI precision level. Zhang et al. [72] proposed the metric
Average Indirect Reduction (AIR) to evaluate the effectiveness of CFI-
based mitigations. However, for large binaries, e.g., the Linux kernel,
the AIR may be misleading [9, 23] because in these cases, an AIR of
more than 99% stills permits 10 k of control-flow targets for each indirect
control-flow redirection. Subsequently, Ge et al. [23] proposed AIA as
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Table 6.2: Function pointers protected with kernel control-data integrity (see
Section 4.1).

Total Within operation tables1 Plain2

Total 6487 3033 3454
Protected 1662 1235 427

Stored in 1read-only sections and 2writable sections.

an improved evaluation metric to quantify the effectiveness of CFI-based
mitigations.

AIA =
1

n

n∑
i=1

|Ti| (6.1)

Equation (6.1) shows the quantifier, where n is the number of indirect
calls within the entire binary, and T is the set of permitted control-
flow targets. We consider three cases for our CFI precision analysis:
Coarse-grained (reachable function granularity) and fine-grained (function
signature granularity) CFI policy, and our HEK-CFI.

Analysis. The setup of our case study is the Linux kernel v5.18 running
with the configuration of Ubuntu 22.04.1 LTS. We perform a manual
analysis revealing that the entire kernel code, including all modules,
comprises 6487 function pointers (outlined in Table 6.2). 3454 of them
are stored in writable sections and 3033 are stored within read-only
operation tables, whereas the kernel has 300 operation table pointers. We
determine that the kernel comprises a total of 140534 control-flow targets
for coarse-grained CFI (without any unaligned endbr64). Next, we obtain
information for each indirect call and the function pointer’s permitted
targets with signature granularity. Using these insides and Equation (6.1),
we calculate a coarse-grained AIAcg of 140534 and a fine-grained AIAfg

of 325.

Target reduction with HEK-CFI. We configure HEK-CFI via user
policy to enforce an AIAhek−cfi that is lower than comparable kernel
CFI schemes [3, 16, 23, 43, 50]. To achieve this, a developed tool (see
Appendix 15) determines the user policy as 190 maximum permitted
control-flow targets. With this user policy, HEK-CFI’s control-data protec-
tion selector automatically determines that out of 3454 function pointers
stored in writable sections, 427 exceed the permitted control-flow targets
of 190. Hence, HEK-CFI protects these function pointers with control-data
integrity, as outlined in Table 6.2. Moreover, among the 300 operation
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Table 6.3: Permitted control-flow target reduction of HEK-CFI over state-of-the-
art mitigations.

AIA AIR HEK-CFI’s improvement1

- % %

KCoFI [16] 140534 - 99.98
FineIBT [50], kCFI [3] 325 - 93.3

Ge et al. [23] 92 - 76.4
Fine-CFI [43] -2 99.999740 50.4
HEK-CFI 22 99.999871 -
1 HEK-CFI’s control-flow target reduction over the other mitigation.

2 Not enough information provided to compute the AIA.

table pointers, 88 contain at least one function pointer exceeding 190 tar-
gets. Consequently, HEK-CFI ensures the integrity of these 88 operation
table pointers. Since the operation tables referenced by the 88 protected
pointers are read-only, their containing 1235 function pointers are implic-
itly protected from manipulation. Overall, our case study protects 1662
function pointers reducing their control-flow target to 1.

AIAhek−cfi =
1

n

 p∑
i=1

1 +

n∑
i=p+1

|Ti|

 (6.2)

We adapt Equation (6.1) to Equation (6.2), where p is the number of
protected function pointers, i.e., 1662. We then compute AIAhek−cfi,
resulting in 22 average permitted control-flow targets. To evaluate HEK-
CFI’s effectiveness, we compute the improvement over coarse- and fine-
grained CFI, showing a permitted target reduction of 99.98% over coarse-
and 93.3% over fine-grained CFI.

Comparison to existing CFI schemes. As described by Ge et al. [23],
directly comparing CFI precision metrics is inaccurate for several reasons,
such as varying kernels and kernel configurations. Hence, for the following
comparison, we relatively compare various designs [3, 16, 23, 43, 50] as if
their mitigation would have protected our kernel binary, with the results
shown in Table 6.3.

KCoFI provides coarse-grained CFI, resulting in an AIAKCoFI of 140534.
Due to our AIAhek−cfi of 22, we reduce targets by 99.98%. In both
fine-grained mitigations, FineIBT and kCFI, average permitted targets
(AIAfg) are 325, while our mitigation reduces these targets by 93.3%. Ge
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et al. claimed that their proposal eliminates 71.8% of signature-based CFI
schemes. We assess the CFI precision level of their proposal by reducing
the AIAfg by 71.8%, resulting in an AIAge of 92. With an AIAhek−cfi

of 22, we improve by 76.4%.

Since Fine-CFI only provides AIR as precision level, we compute the AIR
for HEK-CFI and Fine-CFI for our kernel binary.

AIRhek−cfi =
1

n

n∑
i=1

(
1− |Ti|

S

)
(6.3)

AIRfine−cfi = 1− |T |
S · n

(6.4)

We use Equation (6.3) [72] to compute HEK-CFI’s AIRhek−cfi and their
adapted Equation (6.4) [43] for Fine-CFI’s AIRfine−cfi, where T is the
set of permitted control-flow targets, n is the number of indirect calls, and
S is the kernel binary size. The results are 99.999 871% for AIRhek−cfi

and 99.999 74% for AIRfine−cfi, showing HEK-CFI’s permitted target
reduction of 50.4%.

PAL [64] provides too little information to perform a reasonable compari-
son. Since we neither have any information about their AIA nor AIR, a
direct comparison with our case study is not possible.

Manual efforts. In rare cases, LLVM’s frontend may not store variable
type information, which can cause our implemented LLVM pass to miss
control data pointer uses. We manually inserted validations into the
kernel code to address these rare false negatives (less than 0.3%). We
emphasize that these false negatives come from neither our design nor our
implementation but rather from the limitations of the LLVM frontend.
Therefore, we still refer to our framework as automated.

Even if the compiler missed inserting an instrumentation routine, this
would result in a fault as the control data contains an index instead of
the data. Similarly, if the protection selector failed to find a control-data
instance, the instrumentation routines would interpret the control data as
an index, resulting in a false exploit detection. During our evaluation, we
encountered no such scenarios except for the false negatives caused by the
LLVM frontend, which we manually fixed. Even if false negatives were
present, we anticipate they could not be exploited, as they would result
in a fault.
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7. Security Discussion

Improvement over existing works. HEK-CFI improves security over
existing works, as outlined in Table 6.1. For instance, only KCoFI provides
comprehensive thread state protection among the kernel CFI schemes.
Thus, all schemes except KCoFI fail to mitigate all of our motivational
exploitation attacks presented in Appendix 12, as well as the Google
Project Zero’s thread state exploit (cf. CVE-2022-42703) [33]. In contrast,
HEK-CFI successfully mitigates them. Although a combination of solu-
tions such as KCoFI, Fine-CFI, and Intel CET SHSTK could theoretically
offer similar protections for thread state and return addresses, HEK-CFI
still improves forward edge protection (see Table 6.3) with substantially
lower performance overhead. In particular, HEK-CFI reduces the CFI
targets by over 50% (see Section 6) compared to the combined forward
CFI precision of these mitigations, represented by Fine-CFI’s enhanced
precision. Due to the unavailability of these solutions for empirical com-
parison, we estimate their combined overhead to be significantly higher
than that of HEK-CFI. Specifically, HEK-CFI’s performance overhead for
macro benchmarks is about 1.85%, as we will evaluate later in Section 8,
whereas the individual overheads for KCoFI and Fine-CFI are around 10%
each. Similarly, when comparing HEK-CFI with a theoretical combination
of KCoFI, Ge et al.’s solution, and SHSTK, HEK-CFI reduces targets by
more than 76%, representing the enhancement over Ge et al.’s solution.
Like the previous example, we expect the combined overhead of these
solutions to be significantly higher, with KCoFI and Ge et al.’s solutions
individually contributing overheads of 10% and 2%, respectively.

Attacking control-data integrity. An attacker attempts to perform
the following attack scenarios on kernel control-data integrity. Firstly, they
overwrite the index stored in place of control data with an index referencing
other control data. When the control data is accessed, HEK-CFI verifies
that the control data’s address matches the stored address in the safe
storage. HEK-CFI interprets a mismatch as an exploit attempt. Secondly,
they overwrite the index to reference outside the safe area. HEK-CFI
performs a bounds check and, hence, detects the exploit attempt. Thirdly,
they tamper with the global or local safe areas directly. However, the safe
area is write-protected by Intel CET and any write access by non-shadow
stack operations results in a control-protection exception.

Confused deputy attack. A confused deputy attack [41] tricks a high-
privilege routine to perform a write operation to protected data. Since
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only shadow stack instructions, i.e., wrssq, are permitted for writing to
shadow stack pages, we identify the following high-privilege routines that
may be targeted: Instrumentation routines for the safe areas, i.e., rq *

and ptls *. However, these routines cannot be exploited for a deputy
attack as they only write to the safe area if the access was validated.
Furthermore, these routines only write to the current shadow stack or
per-CPU storage. Since an attacker can neither control the shadow stack
pointer nor the per-CPU storage is mapped, these routines can also not
be used for a deputy attack. Overall, HEK-CFI effectively mitigates the
confused deputy attack, preventing the existence of a wrssq-gadget.

Thread state. The Linux kernel processes system events that store the
thread state in memory, as illustrated in Figures 6.1 and 6.2. Directly
overwriting the state, e.g., rip or cs, on the data stack ⑤ will cause
a control-protection exception on iret as Intel CET validates that the
rip on data and shadow stack is equal. Directly tampering with pages
marked as shadow stack also leads to a control-protection exception.
Moreover, an attacker may manipulate general-purpose registers ⑥ stored
in memory. For instance, the attacker overwrites a register stored on
the data stack that will be used for a control-flow transfer later during
execution. However, HEK-CFI stores all general-purpose registers within
the PTLS and validates the registers to be equal on state restoration.
Hence, HEK-CFI detects the tampering attempt. In attack scenario ❺, an
attacker attempts to tamper with the thread state restored on a context
switch event. However, since HEK-CFI protects the stored thread state
within PTLS and the shadow stack state to the global safe area, each
corruption attempt is detected. By manipulating any of these safe areas,
Intel CET raises a control-protection exception which HEK-CFI interprets
as an exploitation attempt.

Architectural-defined control data. The Linux kernel has various
architectural-defined control data that may be targeted for control-flow
hijacking attacks. x86 CPUs contain Interrupt Descriptor Tables (IDT),
Global Descriptor Tables (GDT), and Local Descriptor Tables (LDT)
storing security-critical system configurations. The IDT stores sensitive
information, such as interrupt entry locations, CPU privilege level on
interrupt entry, and used stack. However, corrupting the IDT is not
possible on recent Linux versions because the kernel maps it as read-only.
Both descriptor tables, GDT and LDT, store information about memory
segmentations, such as the code segment. The code segment determines
the CPU privilege level on interrupt (and exception) entry and exit, as well
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as the base address used by indirect and direct control-flow transfers [23].
By tampering with the descriptor tables, an attacker may change data of
segments, e.g., code segment. HEK-CFI maps the GDT as a shadow stack
page to prevent descriptor table corruption and uses the wrssq instruction
for write operations. The LDT could be protected similarly to the GDT,
with its address protected with control-data integrity. However, in our
proof-of-concept, we compiled the Linux kernel with CONFIG MODIFY -

LDT SYSCALL reset, not supporting LDT. This may affect compatibility
with older user applications, but we encountered no issues during the
evaluation.

Control-Flow Bending. Control-Flow Bending (CFB) [9] is an attack
that exploits so-called dispatcher functions that corrupts their own re-
turn address using malicious arguments. Even with a fully-precise static
CFI scheme [9], commonly used functions have a large set of permitted
backward edges that can be used for a CFB attack. Thus, CFI-based
mitigations that do not fully protect return addresses can be bypassed
by CFB attacks [23]. However, HEK-CFI includes a shadow stack, which
prevents dispatcher functions from corrupting their return address and
effectively mitigates CFB.

Pointer-to-pointer corruption. HEK-CFI is designed to protect con-
trol data from being corrupted. However, an attacker may corrupt a
non-control data pointer to a control data, e.g., the attacker may corrupt a
pointer within a list of inodes (list head) to forge an inode. Fortunately,
our control-data integrity scheme provides generic protection that can
also be applied to protect non-control data pointers. We acknowledge that
identifying an appropriate set of non-control data pointers to protect is a
subject that requires further research and is an area we plan to explore in
future work.

Stack tampering. Xu et al. [69] recently presented their novel WarpAt-
tack attack targeting CFI schemes. They demonstrated that compiler
optimizations may introduce double-fetch vulnerabilities when registers
containing control data are spilled to the stack, making them vulnerable
to corruption attacks. Fortunately, HEK-CFI’s PTLS can prevent against
WarpAttack by storing these registers within PTLS instead of pushing
them to the stack. While WarpAttack protection is possible, it is currently
out of scope as extending the compiler stage would require significant
engineering effort.
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Figure 6.7: Macro benchmark results.

8. Performance Evaluation

We evaluate our proof-of-concept’s runtime overhead by performing micro
benchmarks with LMbench [49], and macro benchmarks with Phoronix
Test Suite [53] and SPEC CPU 2017 [15]. We observe an overhead of
12.3±1.5% for micro benchmarks, while macro benchmarks from Phoronix
and SPEC increase the overhead by 1.85± 1.02% and 0.17± 0.23%. We
run our proof-of-concept on Ubuntu 22.04.1 LTS on the Intel Alder Lake
processor i7-12700k, supporting Intel CET. We also evaluate the compile
time, binary size, and analyzer overhead in Appendix 16.

Micro benchmarks. We use LMbench to evaluate the latency and
bandwidth overhead. We consider the Linux kernel v5.18 baseline and
our proof-of-concept HEK-CFI enhanced one. We run each benchmark 80
times and compute the geometric mean and standard deviation. Table 6.4
illustrates the evaluation results for HEK-CFI, with the geometric mean
being 12.3± 1.5%.

Phoronix Test Suite. We split our benchmarks from Phoronix Test
Suite into stress tests and real-world applications, as illustrated in Fig-
ure 6.7. Among the stress tests are three database, two webserver, one
scheduler, one virtual paging, and one performance tool benchmarks. Since
the webserver and database benchmarks use a lot of control-data pointers
with common signatures, e.g., void (*)(struct sk buff *) and void

(*)(struct inode *), these benchmarks elevate the overhead between
0.01% to 8.16%. The Schbench benchmark illustrates that HEK-CFI has
little impact on scheduling performance as the caused overhead is between
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0.39% to 0.73%. Among the real-world applications are one in-memory
database, and three user applications, having a performance overhead
between 0.01% to 1.99%. The computed geometric mean of all Phoronix
Test Suite macro benchmarks is 1.85± 1.02%.

We observe an elevated standard deviation for benchmarks, particularly
multi-threaded ones. However, since these are present in both kernel
binaries, the baseline and HEK-CFI-enhanced, they are caused by the
noisy kernel properties, e.g., interrupts.

SPEC CPU 2017. We perform various speed SPEC CPU 2017 macro
benchmarks, as illustrated in Figure 6.7. The resulting overheads are with
a geometric mean of 0.17±0.23%, in line with the results of the real-world
applications from Phoronix Test Suite.

9. Related Work

FineIBT [22, 50] provides effective protection for function pointers with
rare function signatures, as they enforce control-flow integrity with function
signature granularity while having little impact on the performance [22,
61]. However, FineIBT does not protect return addresses. kCFI [3] protects
forward-edge control-flow transfers similarly to FineIBT, but instead of
relying on Intel’s IBT hardware feature, it uses Clang’s software solution.
PATTER [70] uses ARM’s Pointer Authentication (PA) [4] to sign and
authenticate function pointers and return addresses and, hence, protects
against tampering of these two control data but does not protect operation
table pointers. Camouflage [18] protects selected function and operation
table pointers, and return addresses, with ARM PA. All four proposed
mitigations [3, 18, 50, 70] do not protect the thread state.

KCoFI [16] is a coarse-grained CFI scheme with protection for the thread
state. For forward-edge control-flow transfers, they only reduce the targets
by 98.18%, and for backward transfers, KCoFI enforces that a function
return must land at one of the call sites that could have called it. Moreover,
KCoFI has a performance overhead of above 10% and 100% for macro
and micro benchmarks, respectively.

Ge et al. [23] proposed a method of retrofitting kernel software to provide
fine-grained CFI. They demonstrated that their FreeBSD proof-of-concept
reduces performance overhead and control-flow targets compared to a
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function signature-based CFI scheme. Their proof-of-concept implemen-
tation has a reasonable performance overhead of around 2% for macro
benchmarks. To protect against attack scenarios ⑤ and ⑥ from Figure 6.1,
they disable preemption during kernel space execution. The kernel may
also raise a page fault exception on common occasions, e.g., copy from -

user, which they address by storing the rip to an unused debug register
on exception entry and validating on exit. However, as this debug register
is stored in writable memory on a context switch (and they do not protect
the thread state on a context switch ❺), an attacker can corrupt the
memory to gain control of the register on restoration. Subsequently, the
instruction pointer is set to the corrupted debug register (⑤) on exception
exit, hijacking the control flow.

Li et al. [43] proposed Fine-CFI that reduces the indirect control-flow
targets over previous CFI schemes [16, 23]. It induces the overhead by
about 10% and 8% for macro benchmarks from Phoronix and SPEC,
respectively. Moreover, Fine-CFI insufficiently protects the thread state
on an iret instruction as it only validates the rip and cs. This leaves the
stored state unprotected for attack scenarios ⑥ and ❺ from Figures 6.1
and 6.2, respectively.

PAL [64] is a kernel CFI-based defense that uses ARM PA to protect
function pointers and return addresses with 1% to 5% overhead for macro
benchmarks. However, their measured overheads must be interpreted
cautiously, as they fluctuate by up to 200%, as reported in their appendix.
PAL does not protect operation table pointers and insufficiently protects
the thread state. On a preemption, the kernel stores the registers in
memory, and PAL computes a signature of all registers, including a time-
based nonce. Then, PAL stores the nonce and signature in memory. After
preemption, it verifies the registers to ensure they have not been corrupted.
We identify three security concerns. First, it only validates the registers on
preemption, not on a context switch event. Second, PAL is susceptible to
replay attacks, where an attacker manipulates the nonce, signature, and
register values to match a previously authenticated version. Third, storing
the registers in memory before signing them makes PAL vulnerable to
TOCTTOU attacks, where an attacker corrupts the stored register values
before the signature is computed. Overall, PAL is vulnerable to attack
scenarios ⑤, ⑥, and ❺.

Carlini et al. [9] demonstrated that CFB can bypass CFI schemes that
determine the backward edges statically. Since these mitigations, except
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PATTER, Camouflage, and PAL, do so, their scheme is vulnerable to
CFB, re-enabling control-flow hijacking attacks.

While CFI is a powerful approach, there are other approaches [2, 25, 37,
38, 48, 54, 67] to prevent kernel control-flow hijacking attacks. Although
we donot discuss these, their existence highlights the ongoing efforts to
enhance kernel security.

10. Conclusion

In this paper, we introduced HEK-CFI, which provides hardware-enforced
protection for control data, effectively mitigating control-flow hijacking
attacks. Our HEK-CFI was established as the first kernel CFI-based
countermeasure to provide protection for both thread state during system
events and return addresses. At the same time, it generically reduces
the forward control-flow targets and performance overhead compared to
existing kernel mitigations. Overall, HEK-CFI increases kernel security.
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Appendix

12. Motivational Exploit Examples

In this section, we demonstrate various attack scenarios where an attacker
obtains a Control-Flow Hijacking Primitive (CFHP), allowing them to de-
viate from the legal Control-Flow Graph (CFG) in an attacker-controlled
manner. In the cases of Appendices 12.1 and 12.2, these CFHP scenarios
also allow adversaries to bypass the control-flow restrictions imposed by
applied kernel CFI-based countermeasures. As a result, attackers can redi-
rect the control flow to an attacker-controlled code location. Furthermore,
in Appendix 12.3, we show that even being within the approximated CFG
with signature granularity is insufficient to mitigate this attack, leaving the
system vulnerable to compromise by adversaries. Our approach, HEK-CFI,
addresses these attack scenarios by protecting the thread state during all
system events and control-data pointers, i.e., function and operation table
pointers.

12.1. Attacking Thread State on Exceptions and Interrupts

Suppose an interrupt or exception request disrupts a thread. In that case,
the system stores the thread state, including general-purpose registers that
may hold control data, to a writable memory location, e.g., thread stack
frame. This allows the system to resume the thread’s execution once the
interrupt or exception handling is completed. However, there is a security
issue. If an attacker tampers with the memory holding control data in
the saved thread state, they gain control over the control data when the
system restores the thread state. As a result, the attacker obtains a CFHP.

Figure 6.8 illustrates this attack scenario by pivoting the dev rel function
(shown in C, x86 64 assembly, and arm64 assembly). This function makes
an indirect branch to the address stored in dev->rel. To exploit dev rel

as a CFHP, an attacker can initiate an asynchronous interrupt or exception,
such as using the high-precision hrtimer interface in the Linux kernel.
This interrupt or exception may happen right before the assembly code’s
indirect branch in Line 4.If the interrupt or exception occurs precisely at
this point, the attacker can manipulate the register rbx or x20 stored on
the stack frame. When the interrupt or exception handling finishes, the
execution continues with the manipulated register. Hence, the indirect
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12. Motivational Exploit Examples

1 struct dev {

2 ...

3 void (*rel)(struct dev *);

4 ...

5 };

6 void dev_rel(struct dev *dev)

7 {

8 ...

9 dev->rel(dev);

10 ...

11 }

1 dev_rel:

2 ...

3 /* load rel to rbx */

4 mov rbx, REL(rdi)

5 /* call dev->rel */

6 call *rbx

7 ...

x86 64

interrupt

1 dev_rel:

2 ...

3 /* load rel to x1 */

4 ldr x20, [x0, REL]

5 /* call dev->rel */

6 blr x20

7 ...

arm64

exception

Figure 6.8: dev rel performs an indirect branch (for x86 64 and arm64). If an
interrupt/exception is triggered shortly before the branch, the register
(rbx or x20) is stored to writable memory. By overwriting this memory
location, an attacker can gain control over the register, resulting in a
CFHP.

branch redirects the control flow to the value stored in the tampered
register, effectively hijacking the control flow.

In Figure 6.8, we exemplify this attack on the thread state during the
system events exception and interrupts with the function dev rel. This
can be generalized for every function, performing an indirect branch which
can be disrupted by an exception, e.g., page fault on copy from/to user,
or interrupt, e.g., timer interrupt.

12.2. Attacking Thread State on Context Switch

Exploiting instruction sequence of ret from fork. In this attack
scenario, an attacker tampers with callee-saved registers (part of the thread
state) of a thread currently not running to obtain a CFHP. In Figure 6.9,
we illustrate the assembly instruction sequence, which is executed as first
instruction sequence for a just created process using fork to return to the
user space. For x86 64, the kernel executes the ret from fork function as
shown in Listing 6.4. If an attacker tampers with the callee-saved registers
between the fork and execution of ret from fork, they gain control over
rbx and r12 (which will be rdi). Since rbx is not zero (Line 4), the
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1 ret_from_fork:
2 mov rax, rdi
3 call schedule_tail
4 test rbx, rbx
5 jne 1f
6 2:
7 mov rsp, rdi
8 call syscall_exit_to_user_mode
9 jmp __irqentry_text_end

10 1:
11 mov r12, rdi
12 call *rbx
13 jmp 2f

Listing 6.4: For x86 64.

1 ret_from_fork:
2 bl schedule_tail
3 cbz x19, 1f
4 mov x0, x20
5 blr x19
6 1:
7 get_current_task tsk
8 mov x0, sp
9 bl asm_exit_to_user_mode

10 b ret_to_user

Listing 6.5: For arm64.

Figure 6.9: Instruction sequence ret from fork that can be exploited for a CFHP
by tampering with the callee-saved register, rbx for x86 64 and x19

for arm64.

indirect call at Line 12 is made with the attacker-controlled registers.
This control over the indirect call is what allows the attacker to achieve
a CFHP. The function ret from fork for arm64 (see Listing 6.5) closely
resembles the one for x86 64. By corrupting the memory location, where
x19 is stored, (i.e., taxk struct) an attacker gains control over it, which
is then used for a CFHP in Line 5.

For a more detailed exploitation, we refer to Appendix 13, where we
exploit the CVE-2019-2215 to perform an end-to-end attack.

Exploiting generic code patterns. Another way to achieve a CFHP
is through code patterns that involve storing a function pointer in a
callee-saved register and then calling functions leading to a context switch,
such as schedule or mutex lock. On the context switch, the thread state
including the callee-saved register is stored in memory, and the thread
is marked as not running. Similar to the previous example, an attacker
interferes with the memory location where the callee-saved register is
stored while the thread is not running. This manipulation allows the
attacker to gain control over the function pointer, resulting in a CFHP
when the thread resumes execution to call the function pointer.

We illustrate in Listing 6.6 an example of such a code pattern. The function
rq qos wait loads a function pointer into a register in Line 5 and uses it in
an indirect branch in Line 13. In between, it may perform a context switch
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12. Motivational Exploit Examples

1 void rq_qos_wait(...)
2 {
3 struct rq_qos_wait_data data = {
4 ...
5 .cb = acquire_inflight_cb,
6 };
7 ...
8 do {
9 /* break out of while loop */

10 if (data.got_token)
11 break;
12 /* perform indirect branch */
13 data.cb(...);
14 ...
15 /* perform context switch */
16 schedule();
17 } while (1);
18 }

Listing 6.6: Code pattern example that can be exploited for a CFHP. An attacker
tampers with the callee-saved register, containing the function pointer
data.cb (Line 5), during the schedule function (Line 16) to have
control over the indirect branch (Line 13).

in Line 16. Crucially, whether the function uses a callee-saved register or
not depends on the compiler. For our observations, we compiled the Linux
v5.18 with gcc version 10.2.1 for both x86 64 and arm64 architectures
using the default configuration of Ubuntu 22.04.1 LTS. In both cases, the
kernel used callee-saved registers to store the function pointer, resulting
that rq qos wait can be exploited to obtain a CFHP.

12.3. Attacking Signature-based CFI

CFI with signature granularity provides weak security guarantees for
the Linux kernel because the set of control-flow targets matching the
signature is too large. In Figure 6.10, we demonstrate an example of
how an attacker can bypass signature-granular CFI. To explain, the
attacker begins by opening a file where they have read- but not write-
permission, e.g., /etc/passwd. This action causes the kernel to allocate a
file object containing an operation table pointer to a file operations

object. Within the ext4 filesystem, its members read iter and write -

iter point to functions ext4 file read iter and ext4 file write -

iter. By performing a read or write operation to or from the opened file,
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1 struct file_operations {

2 ...

3 ssize_t (*read_iter)

4 (struct kiocb *, struct iov_iter *);

5 ssize_t (*write_iter)

6 (struct kiocb *, struct iov_iter *);

7 ...

8 };

9 static ssize_t do_iter_readv_writev(

10 struct file *filp,

11 struct iov_iter *iter,

12 int type)

13 {

14 struct kiocb kiocb;

15 ssize_t ret;

16 ...

17 if (type == READ)

18 ret = filp->f_op->read_iter(&kio, iter);

19 else

20 ret = filp->f_op->write_iterd(&kio, iter);

21 ...

22 return ret;

23 }

1 ssize_t ext4_file_read_iter(

2 struct kiocb *iocb,

3 struct iov_iter *to)

4 {

5 /* perform read */

6 ...

7 }

1 ssize_t ext4_file_write_iter(

2 struct kiocb *iocb,

3 struct iov_iter *from)

4 {

5 /* perform write */

6 ...

7 }

initially assigned

corrupted

Figure 6.10: Exploitation to break signature-granular CFI. By overwriting the
function pointer read iter with ext4 file write iter an attacker
enforce to call the write function on a read request.

the kernel calls do iter readv writev. Since both signatures match, the
attacker can overwrite read itermember with the address of ext4 file -

write iter and still resides in the over-approximated CFG determined
based on signatures. However, this manipulation causes a read operation
to perform a write operation. Consequently, the attacker calls the read

syscall to write content to the file where they do not have write-permissions,
e.g., /etc/passwd. This results in a persistent privilege escalation, which
CFI with signature granularity cannot prevent.

In fact, since the operation table file operations in Figure 6.10 is
mapped as read-only, an attacker cannot directly manipulate the function
pointer read iter. However, they can forge an operation table and tamper
with the operation table pointer of the file object, pointing to the forged
operation table. In this way, they can bypass the read-only mapping and
perform this privilege escalation attack.
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13. Motivational End-to-End Exploit

1 void find_process(void)
2 {
3 size_t kernel_base = leak_kaslr();
4 printf("[*] looking for the process \"t1\"...\n");
5 size_t task = INIT_TASK_OFFSET + kernel_base;
6 size_t task_stack;
7 while (1) {
8 arb_read(task + TASKS_OFFSET, (size_t)&task);
9 task = task - TASKS_OFFSET;

10

11 char name[8] = {0};
12 arb_read(task + COMM_OFFSET, (size_t)name);
13 if (!strcmp((char *)name, "t1")) {
14 arb_read(task + STACK_OFFSET, (size_t)&task_stack);
15 printf("[+] we found the process at %lx stack %lx\n", task,

-> task_stack);
16 break;
17 }
18 }
19 }

Listing 6.7: Obtaining task struct’s kernel address and the kernel stack address
of the process named "t1".

13. Motivational End-to-End Exploit

This section provides a motivational end-to-end attack that exploits the
CVE-2019-2215 vulnerability. The vulnerability allows an arbitrary read-
and-write primitive that matches our threat model in Section 3.1. This
end-to-end attack shows the severity of not protecting the thread state,
as this attack can bypass almost all kernel CFI schemes (mitigations that
do not protect the thread state, see Table 6.1) including the one used by
Android [3], i.e., kCFI. Therefore, this attack can be used through Android
kernel exploitation to perform control-flow hijacking attacks, which often
relied on using the arbitrary read-and-write primitive to tamper with
global control data pointers [42], e.g., ptmx fops [59, 62] or modprobe -

path [73]. The high-level exploitation strategy is a three-step plan as
follows.

As the first step, we create a new process by calling fork, which prompts
the kernel to allocate a task struct and an associated kernel stack. The
task struct is allocated via the dedicated allocation cache task struct -

cachep, while the kernel stack is allocated via vmalloc, both of which
reuse freed objects for future allocations. We change the name of the just
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1 __switch_to_asm:
2 // Save callee-saved regs
3 pushq rbp
4 pushq rbx
5 pushq r12
6 pushq r13
7 pushq r14
8 pushq r15
9

10 // switch stack
11 movq rsp, TASK_sp(rdi)
12 movq TASK_sp(rsi), rsp
13

14 // restore callee-saved regs
15 popq r15
16 popq r14
17 popq r13
18 popq r12
19 popq rbx
20 popq rbp
21

22 jmp __switch_to

Listing 6.8: For x86 64.

1 cpu_switch_to:
2 mov x10, #THREAD_CPU_CXT
3 add x8, x0, x10
4 mov x9, sp
5

6 // store callee-saved regs
7 stp x19, x20, [x8], #16
8 stp x21, x22, [x8], #16
9 stp x23, x24, [x8], #16

10 stp x25, x26, [x8], #16
11 stp x27, x28, [x8], #16
12 stp x29, x9, [x8], #16
13 str lr, [x8]
14 add x8, x1, x10
15

16 // restore callee-saved regs
17 ldp x19, x20, [x8], #16
18 ldp x21, x22, [x8], #16
19 ldp x23, x24, [x8], #16
20 ldp x25, x26, [x8], #16
21 ldp x27, x28, [x8], #16
22 ldp x29, x9, [x8], #16
23 ldr lr, [x8]
24

25 // restore stack pointer
26 mov sp, x9
27 msr sp_el0, x1
28 ret

Listing 6.9: For arm64.

Figure 6.11: Context switch assembly code of the Linux kernel.

created process to a unique one, i.e., "t1", and use our read primitive to
obtain the address of its task struct. The way to do this is by leaking
init task (Line 5 of Listing 6.7), which is the task struct of the initial,
i.e., first, high-privilege process. Since the Linux kernel stores all processes
as a linked list (via the struct list head tasks member), we iterate
through all processes at Line 8 and use the arbitrary read to obtain the
process’s names at Line 12. We check whether its name (via the char

comm[TASK COMM LEN] member) is the same as the unique one at Line 13,
we previously set to "t1". If the stored name is the same, we leak the
stored stack (via the void *stack member variable) at Line 142.

2Leaking the kernel stack’s address is only necessary for x86 64 as arm64 stores the
callee-saved registers to its task struct
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14. Instrumentation

As the second step, we kill the process named "t1" prompting the kernel
to free its task struct and kernel stack. By creating a new process via
fork called "t2" shortly after we reclaim both the previously leaked
task struct and kernel stack3. Immediatly after this fork, we use our
arbitrary write primitive to overwrite the stored callee-saved registers (as
part of the thread state) stored either on the kernel stack for x86 64 or the
task struct for arm64 (denoted as THREAD CPU CXT). For x86 64 these
are rbp, rbx, and r12-15, while for arm64 x19-29 and x9. If process "t2"
is scheduled, it loads these manipulated register values from the stack
or task struct as shown with switch to asm in Listing 6.8 and cpu -

switch to in Listing 6.9, respectively. Since it is the first time scheduled,
the Linux kernel prompts this process to execute ret from fork shown
in Figure 6.9. With control over the register, we just created a CFHP
with control over its arguments (Lines 11 and 12 for x86 64 and Lines 4
and 5 for arm64), allowing an adversary to perform a powerful control-flow
hijacking attack.

As the third step, we perform a classical control-flow hijacking attack such
as executing an instruction sequence equivalent to commit creds(pre-

pare kernel cred(0)) to escalate privileges. This powerful control-flow
hijacking attack depends on a race window, to tamper with the process’s
("t2") kernel stacks or task struct before it gets scheduled. However,
this race window is large and does not affect the practicality of this attack.

14. Instrumentation

This section demonstrates the instrumentation process of HEK-CFI, where
we illustrate how HEK-CFI ensures control-data integrity for globally and
locally accessible control data.

Globally accessible control data. Listing 6.10 depicts an allocation
and deallocation of dev, and a read from and write to its member vari-
able void (*rel)(struct dev *). We assume that HEK-CFI provides
protection for the function pointer rel. Although this example protects a
function pointer, the same applies to protected operation table pointers.

3To bypass the free-list randomisation of the kernel heap allocator and reclaim the
leaked task struct, we massage the dedicated allocator task struct cachep. For
the sake of simplicity, we assume that we successfully reclaim it.
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1 struct dev {
2 /* protected fn pointer */
3 void (*rel)(struct dev *);
4 ...
5 };
6 void dev_rel(struct dev *);
7 void function(void) {
8 struct dev *dev;
9 dev = kmalloc();

10 ...
11 dev->rel = &dev_rel;
12 ...
13 if (dev->rel)
14 dev->rel(dev);
15 ...
16 kfree(dev);
17 }

Listing 6.10: Original
code of accessing a struct
dynamically allocated.

1 void function(void) {
2 struct dev *dev;
3 dev = kmalloc();
4 + ss alloc(dev->rel);
5 ...
6 - dev->rel = &dev rel;
7 + ss wr(dev->rel, &dev rel);
8 ...
9 - if (dev->rel)

10 - dev->rel(dev);
11 + reg = ss rd(dev->rel);
12 + if (reg)
13 + reg(dev);
14 ...
15 + ss free(dev->rel);
16 kfree(dev);
17 }

Listing 6.11: Instrumented
code of accessing a struct
dynamically allocated.

1 struct delayed_call {
2 /* protected fn pointer */
3 void (*fn)(void *);
4 void *arg;
5 };
6 void dc_fn(void *);
7 void function2(void) {
8 struct delayed_call dc;
9 ...

10 dc.fn = &dc_fn;
11 ...
12 dc.fn(dc.arg);
13 ...
14 }

Listing 6.12: Original code of a local
struct.

1 void function2(void) {
2 struct delayed_call dc;
3 + ptls alloc(dc.fn);
4 ...
5 - dc.fn = &dc fn;
6 + ptls wr(dc.fn, &dc fn);
7 ...
8 - dc.fn(dc.arg);
9 + reg = ptls rd(dc.fn);

10 + reg(dc.arg);
11 ...
12 + ptls free(dc.fn);
13 }

Listing 6.13: Instrumented code of a
local struct.
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15. Determine Ideal User Policy

For the instrumentation, we refer to the function ss alloc, ss free, ss -

rd, and ss wr, to globally accessible safe storage allocation, deallocation,
read, and write.

Listing 6.11 demonstrates how HEK-CFI protects the function pointer rel
when the struct it belongs to (dev) is dynamically allocated. HEK-CFI
inserts ss alloc to allocate a safe storage for rel shortly after dynamically
allocating dev. HEK-CFI replaces the write access to rel with ss wr,
which writes to the protected data within the allocated safe storage. On
read access, HEK-CFI replaces the read with ss rd, which reads the
protected data from the safe storage and stores it in the register reg.
HEK-CFI inserts ss free shortly before freeing the dev to free the safe
storage.

Locally accessible control data. Listing 6.12 demonstrates the local
variable delayed call containing a function pointer void (*fn) (void

*) protected by HEK-CFI. For the instrumentation, we refer to the func-
tions ptls alloc, ptls free, ptls rd, and ptls wr, to locally accessible
safe storage allocation, deallocation, read, and write, respectively. As
illustrated in Listing 6.13, HEK-CFI inserts ptls alloc and ptls free

on function entry and exit. Additionally, HEK-CFI replaces the write and
read access to or from the protected function pointer fn with ptls wr

and ptls rd.

15. Determine Ideal User Policy

We developed a tool that takes the average permitted control-flow tar-
gets value, i.e., AIAhek−cfi illustrated in Equation (6.2), as input and
determines the user policy, i.e., maximum permitted forward control-flow
targets, as output. It does so by first finding the value of p, the number of
permitted function pointers of Equation (6.2), to match the given input.
This value p resides within the range of 1 to n. After determining p, the
tool identifies the set |Ti| with the largest number of permitted control-flow
targets. This largest number is the output value of the user policy.
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Table 6.4: Micro benchmark results.

Benchmarks Baseline Overhead in %

L
a
te

n
c
y
in

µs

fcntl lock 1.51 18.9± 0.9
pagefault 0.17 18.3± 1.4
proc call 0.0027 −1.9± 3.3
proc fork 81.5 8.7± 1.9
proc fork+exec 90.5 8.9± 1.5
proc shell 359 7.6± 0.8
signal install 0.15 15.4± 1.9
signal catch 1.12 8.8± 0.3
signal fault 0.48 8.1± 1.0
syscall null 0.079 25.8± 0.3
syscall open+close 1.19 18.7± 2.3
syscall read 0.12 20.6± 1.6
syscall write 0.095 24.8± 3.9
syscall stat 0.44 9.4± 1.1
syscall fstat 0.15 18.2± 0.9

B
a
n
d
w
id
th

in
M
B
/
s

pipe 1 k 0.13 24.3± 4.2
pipe 128 k 3.74 20.8± 0.2
unix 1 k 337 11.2± 0.3
unix 128 k 82 11.3± 0.8
file rd 4 k o2c 2.69 15.4± 1.1
file rd 1M o2c 15 6.2± 0.7
file rd 4 k ip 7.71 13.6± 0.8
file rd 1M ip 16.2 7.5± 0.4
mmap rd o2c 4 k 1.34 10.3± 0.4
mmap rd o2c 1M 14.8 6.3± 0.5
mmap rd 4 k 43.7 0.1± 0.2
mmap rd 1M 41.6 1.4± 2.0

geo mean - 12.3± 1.5

16. Detailed Evaluation Results

In this section, we illustrate the results of our micro benchmark perfor-
mance evaluation in Table 6.4, performed with LMbench [49]. Moreover,
we evaluate the binary and compile-time overhead of the Linux kernel
enhanced with HEK-CFI. Lastly, we evaluate the time taken by our code
analyzer and parser.

Binary size and compile time overhead. Since HEK-CFI inserts val-
idation checks to ensure its functionality, the inserted checks increase both
the binary size and the compile time. To illustrate their increase, we
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compile an unmodified Linux kernel v5.18 with clang version 15.0.0 as
a baseline. We then compile our modified Linux kernel with our LLVM
pass and the user policy described in our case study. The results are
that the binary size and compile-time increase by 0.97% and 47.2± 1.6%,
respectively.

Code analyzer and parser. We measure the time taken to generate
a database and query requests for CodeQL. Moreover, we measure the
required time for parsing the results from CodeQL to output the file
for our LLVM pass. We perform each measurement eight times and
calculate the geometric mean and standard deviation, where the results
are 2h53m39s±6s, 59m4s±6s, and 17.8s±0.4s for database generation,
database queries, and parser, respectively.
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Abstract

While the number of vulnerabilities in the Linux kernel has increased signif-
icantly in recent years, most have limited capabilities, such as corrupting
a few bytes in restricted allocator caches. To elevate their capabilities,
security researchers have proposed software cross-cache attacks, exploit-
ing the memory reuse of the kernel allocator. However, such cross-cache
attacks are impractical due to their low success rate of only 40%, with
failure scenarios often resulting in a system crash.

In this paper, we present SLUBStick, a novel kernel exploitation technique
elevating a limited heap vulnerability to an arbitrary memory read-and-
write primitive. SLUBStick operates in multiple stages: Initially, it exploits
a timing side channel of the allocator to perform a cross-cache attack
reliably. Concretely, exploiting the side-channel leakage pushes the success
rate to above 99% for frequently used generic caches. SLUBStick then
exploits code patterns prevalent in the Linux kernel to convert a limited
heap vulnerability into a page table manipulation, thereby granting the
capability to read and write memory arbitrarily. We demonstrate the
applicability of SLUBStick by systematically analyzing two Linux kernel
versions, v5.19 and v6.2. Lastly, we evaluate SLUBStick with a synthetic
vulnerability and 9 real-world CVEs, showcasing privilege escalation and
container escape in the Linux kernel with state-of-the-art kernel defenses
enabled.
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1. Introduction

Operating system kernels, such as Linux, are susceptible to memory safety
vulnerabilities due to their size and complexity. However, most of these
vulnerabilities have limited capabilities, such as corrupting a few bytes in
restricted allocator caches. These limitations make exploitation difficult
in practice. To make these vulnerabilities even more difficult to exploit,
researchers and kernel developers have included defenses such as SMAP,
KASLR, and kCFI [38]. In addition, the kernel’s allocator is designed to
restrict exploits that propagate from heap vulnerabilities. One particular
hardening strategy is to enforce coarse-grained heap separation. This
separation places objects in distinct allocator caches that maintain blocks
of adjacent pages, called slabs, and separate security-critical objects from
frequently used objects. Hence, vulnerabilities in frequently used caches
cannot be directly exploited to manipulate security-critical objects, such
as credentials.

To circumvent coarse-grained heap separation, security researchers [51]
presented software cross-cache attacks, which have been used by several
kernel exploits [2, 13, 17, 19, 28, 29, 30, 48]. Software cross-cache attacks
exploit the memory reuse of the kernel allocator as follows: Initially, an
adversary triggers a heap vulnerability to obtain and hold on to a write
capability for a victim object. They then free all memory slots on the
slab page containing the victim object and allocate a different (sensitive)
object type. This triggers the allocation of new slab pages, presumably
reclaiming the previously freed and recycled slab page. The adversary
then continues to overwrite the victim object, which now resides in the
same memory location as the newly allocated sensitive object, corrupting
it.

The Linux kernel has two types of allocator caches: dedicated and generic
caches. While dedicated caches can be reliably exploited for cross-cache
attacks [2, 17, 19, 28, 48], generic caches cannot [28, 51]. In particular,
exploitation of generic caches has a success rate of only 40% [51], with
failure scenarios often leading to system crashes. To increase the reliability
of generic cache exploitation, security experts [13, 29, 30, 48] have used
stabilization objects, e.g., msg msg or pipe buffer. However, these objects
cannot be used in newer kernel versions due to more refined heap separation,
i.e., v5.14 introduced kmalloc-cg-*. Therefore, for newer kernel versions,
cross-cache attacks on generic caches do not provide the reliability required
in practice [28, 51].

208



1. Introduction

In this paper, we present SLUBStick, a novel kernel exploitation technique
that converts a limited kernel heap vulnerability into an arbitrary read-
and-write primitive. At its core, SLUBStick exploits timing side-channel
leakage of the kernel’s allocator to reliably trigger the recycling and re-
claiming process for a specific memory target. Exploiting this side-channel
leakage significantly enhances the success rate of software cross-cache
attacks, exceeding 99% for generic caches with a single slab page and
82% for multiple slab pages. With this substantial increase, our approach
overcomes the prior unreliability and makes cross-cache attacks practi-
cal for exploitation. Using our reliable side-channel supported approach,
SLUBStick performs a cross-cache attack to recycle a slab page that
contains a write capability. SLUBStick then reclaims the slab page as a
page table, i.e., Page Upper Directory (PUD), used for userspace address
translation. By triggering the write capability, SLUBStick overwrites page
table entries, obtaining arbitrary read and write capabilities.

To perform SLUBStick, we overcome the following technical challenges:
First, we present reliably exploitable primitives for our timing side chan-
nel that are accessible to unprivileged users. Second, hardly any kernel
heap vulnerabilities provide the capability to modify kernel data directly.
Therefore, we present techniques that exploit code patterns prevalent in
the Linux kernel. These techniques convert heap vulnerabilities before
the recycling phase to allow a write capability after reclamation as a
page table. Third, manipulating page table entries to obtain an arbitrary
memory read-and-write primitive is challenging because the physical mem-
ory layout is randomized due to KASLR, and we do not assume address
information leakage. Hence, we introduce a reliable solution that obtains
such a primitive from an overwrite.

We conduct a systematic analysis for two Linux kernel versions, v5.19 and
v6.2, providing a comprehensive list of primitives to successfully execute
SLUBStick for all generic caches from kmalloc-8 to kmalloc-4096. We
also evaluate SLUBStick with a synthetic vulnerability as well as with 9
real-world CVEs for both kernel versions on x86 64 as well as aarch64,
demonstrating its architecture and kernel version independence. Based on
these findings, we conclude that SLUBStick poses a significant threat to
kernel security.
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Contributions. The main contributions of SLUBStick are:

(1) Side-Channel Supported Recycling and Reclaiming: We pre-
sent a novel approach to reliably trigger the recycling process of a
specific memory target and reclaim it by using a software timing
side channel. Our approach shows success rates exceeding 99% for
frequently used generic caches, making cross-cache attacks practical.

(2) Novel Exploitation Method: Leveraging our reliable side-channel
supported recycling and reclaiming approach, we present a novel ex-
ploitation technique to convert kernel heap vulnerabilities with limited
capabilities into an arbitrary memory read-and-write primitive with
state-of-the-art kernel defenses enabled.

(3) Comprehensive Analysis and Attack Evaluation: We system-
atically analyze two Linux kernel versions, v5.19 and v6.2, showing
that SLUBStick can be executed for generic cache from kmalloc-

8 to kmalloc-4096. We also evaluate SLUBStick using a synthetic
vulnerability and 9 real-world CVEs to escalate privileges.

Outline. Section 2 describes the background and threat model. Sec-
tion 3 presents SLUBStick. Section 4 introduces our reliable recycling and
reclaiming process. Section 5 describes pivoting heap vulnerabilities. Sec-
tion 6 details how to gain arbitrary read-and-write capabilities. Section 7
comprehensively evaluates our attack. Section 8 discusses valuable insights
and kernel defenses. Section 9 concludes this work.

2. Background and Threat Model

2.1. Buddy and SLUB Allocator

Linux’s page allocator is based on the Binary Buddy Allocator [23], mainly
referred to as buddy allocator. It allocates physical contiguous memory in
chunks of page order size, i.e., 2n · PAGE SIZE, where n is the page order.
Moreover, it combines this page-order allocation with free chunk merging.

SLUB allocator. As the buddy allocator only provides page-order al-
locations, the slab allocator caches available objects with a predefined
size in a multi-level free-list hierarchy, using pages obtained from the
buddy allocator. There are three main implementations: SLUB is the
default choice for several Linux distributions [22], while SLOB has become
obsolete, and SLAB will be deprecated soon [7].
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kmem cache {
kmem cache cpu *c per cpu;

...

kmem cache node *n[];

}

kmem cache cpu {
void **freelist;

...

slab *slab;

...

slab *partial;

}

kmem cache node {
...

list head partial;

...

}

slab A

slab B

slab C

slab D

slab E

partial->next

slab->slab list

slab->freelist

partial->freelist

slab = container of(&partial, slab)

slab->freelist

free list next pointer

freed object

allocated object

Figure 7.1: kmem cache layout for the SLUB implementation.

In the Linux kernel, the SLUB allocator provides two primary types
of allocator caches: dedicated and generic caches. Dedicated caches are
employed for frequently used fixed-size objects, such as cred or task -

struct. Generic caches are utilized for generic object allocation and
deallocation or for objects whose sizes are not known during compile-time,
e.g., elastic objects [5]. Both types of caches utilize kmem cache, with each
dedicated cache having its own kmem cache, while generic caches have
multiple kmem caches matched to different sizes. When allocating memory
from a generic cache, the kernel matches the requested size to one of these
caches and allocates an object from the corresponding kmem cache.

The Linux kernel incorporates cache aliasing to optimize memory manage-
ment. Cache aliasing merges freed objects stored in distinct kmem caches
with similar characteristics, e.g., object size and allocation properties. For
security reasons, kmem caches of dedicated or generic caches considered
security-critical are marked as accounted to prevent aliasing. Essentially,
these accounted kmem caches separate accounted objects from the non-
accounted ones. Security-critical caches include those that store sensitive
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information, such as cred, and objects commonly used for exploitation
(allocated using kmalloc-cg-*), such as elastic objects [5].

Architecture. The architecture of a kmem cache [22], shown in Figure 7.1,
includes a kmem cache cpu for each logical CPU and an array of kmem -

cache nodes. The kmem cache cpu comprises various free lists: a CPU free
list (c->freelist), a slab free list (slab->freelist), and additional free
lists of partial slabs (partial->freelist, maintained as a single-linked
list). Despite each slab having its free list, the separate CPU free list
allows lockless allocation, improving performance. The kmem cache node

has a double-linked list of slabs (partial) also containing freed objects.
In the context of this work, we refer to a list (i.e., free list, and single-
and double-linked list) as full when it reaches its capacity of containing
objects. It is considered empty when no object is present in it. A list is
classified as partial when it is neither full nor empty.

Allocation and deallocation. kmem cache stores objects in a multi-
level free-list hierarchy. As shown in Figure 7.2, the allocation process
starts by searching for an available object in the lower free-list levels [22].
This process continues throughout the hierarchy until an available object
is found. These levels include the CPU free list ①, slab free list ②, CPU
partial slab list ③, and node partial slab list ④, with each level taking
more allocation time. If no object is available in any of these free lists,
the SLUB allocator falls back to the buddy allocator ⑤, which allocates a
memory chunk.

When deallocating, the SLUB allocator attempts to place the object in
the lower free-list levels, e.g., CPU free list ① [22], as shown in Figure 7.3.
Upon deallocation, the kernel may check the number of free slabs, i.e., the
number of slabs with full free list stored in the node partial slab list ③.
If this number exceeds a particular capability (see Table 7.4), the SLUB
allocator deallocates the slab’s memory chunks ⑤, returning them to the
buddy allocator. Memory chunks returned in such a recycling phase are
reused for future allocations.

Timing attacks on allocation. Lee et al. [26] demonstrated with PSP-
RAY the feasibility of performing a timing side channel on the SLUB
allocator. PSPRAY deduces when the allocator allocates a fresh memory
chunk (see ⑤ in Figure 7.2). This insight increases the likelihood of
successful kernel heap exploitation, which primarily relied on heap spraying,
i.e., for Use-After-Free (UAF) and Double-Free (DF), or heap grooming,
i.e., for Out-Of-Bounds (OOB) [4, 26, 54].
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Figure 7.4: Software cross-cache attack with an initial state, where a write capa-
bility refers to a freed object. An attacker enforces a recycling ❶ of
slab A’s memory chunk by freeing obj1/2. By allocating sensitive
objects, the attacker presumably reclaims ❷ the chunk for a sensitive
slab B, resulting in write capability referring obj3. Lastly, obj3 is
overwritten.

However, their method relies on a precise measurement primitive that
is no longer available in recent kernel versions. Their primary proposed
primitive uses msg msg. Since it is allocated via the segregated kmalloc-

cg-* for kernel versions v5.14 or higher, it is limited to scenarios where
the vulnerable object is also allocated from the segregated generic cache.
Other proposed primitives are limited because the computational over-
head of non-allocation tasks primarily masks allocation timing (e.g., read).
Furthermore, their approach fails to identify suitable measurement prim-
itives, e.g., for kmalloc-8/16. For other identified primitives, we could
not reproduce the allocation of a single data object (e.g., fchown), or
the primitives are privileged and therefore unusable (e.g., kexec load).
We contacted the authors about the applicability of using their identified
syscalls (apart from msg msg) to determine the timing difference. They
confirmed that the overhead of the syscalls they identified limits their
applicability. In summary, while their work demonstrates feasibility, its
applicability is limited to older kernel versions.
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2.2. Software Cross-Cache Attacks

When the SLUB allocator frees memory chunks using the buddy allocator,
as shown with ⑤ in Figure 7.3, these chunks are reused. Classic cross-cache
attacks [2, 17, 19, 28, 29, 48, 51] exploit this reusing behavior. Initially,
an adversary compels the SLUB allocator to recycle a memory chunk
containing a write capability due to vulnerabilities. Subsequently, they
allocate numerous sensitive objects from another allocator cache, hoping
to reclaim the previously freed chunk. If successful, the memory that was
previously occupied with the write capability will now be occupied by
sensitive objects. Lastly, they trigger the write capability to this memory,
corrupting a sensitive data object. The recycling ❶ and reclaiming ❷

phases are shown in a simplified setting in Figure 7.4.

Xu et al. [51] demonstrated the feasibility of cross-cache attacks, and
subsequent research [28, 29] has further explored their impact. However,
executing such attacks is notably challenging, particularly for frequently
used generic caches. One significant hurdle is the introduction of noise
through uncontrolled allocations, complicating to achieve state ⑤ in Fig-
ure 7.3. For example, unknown allocations from a kernel thread can thwart
the freeing of the slab’s memory chunk, thereby preventing the reclama-
tion [28]. Adding to the complexity, the unpredictable occurrence of both
phases, recycling ❶ and reclaiming ❷, introduces instability to the exploit.

In summary, mounting cross-cache attacks is complex and fraught with
challenges. Although these attacks are compelling, in practice, they have a
limited success rate, as low as 40% [51]. Importantly, this percentage only
represents the success rate of the cross-cache attack, excluding additional
stages of an end-to-end exploit, e.g., vulnerability triggering and memory
manipulation, which further reduces the overall success rate. The process
of repeatedly triggering vulnerabilities carries its risks. Traces left in the
kernel often make it difficult to trigger the same vulnerability again. For
instance, an OOB write may corrupt lists when triggered. Hence, repeated
activation of the vulnerability can result in a crash, severely limiting the
attack’s practicality.

2.3. Threat Model

We assume that an unprivileged user has code execution. Additionally,
we consider the presence of a heap vulnerability in the Linux kernel. We
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assume that the Linux kernel incorporates all defense mechanisms available
in version 6.4, the most recent Linux kernel version when we started our
work. These mechanisms include features such as W^X, KASLR, SMAP,
and kCFI [38]. We do not assume any microarchitectural vulnerabilities,
e.g., transient execution [24, 31], fault injection [44], or hardware side
channels [3, 52].

In this work, we primarily focus on heap vulnerabilities (most common
type of software vulnerability according to Microsoft [37]) that result in a
Double-Free (DF), or a Use-After-Free (UAF) or an Out-Of-Bounds (OOB)
allowing for a limited writing capability. For instance, CVE-2023-21400
enables the double free of an object within the kmalloc-32 generic cache,
while CVE-2023-3609 permits a write operation at offset 0x18 on an object
allocated from kmalloc-64.

3. Technical Overview and Challenges

This section outlines SLUBStick’s capability to overcome several technical
challenges when exploiting a limited heap vulnerability to obtain an
arbitrary read-and-write primitive.

3.1. Overview

Obtaining an arbitrary read-and-write primitive with SLUBStick involves
three stages, as depicted in Figure 7.5. In the first stage (see Figure 7.5a),
SLUBStick exploits a heap vulnerability to acquire a Memory Write Prim-
itive (MWP). This MWP provides an adversary with a write capability at
an adversary-determined time, with the primitive referring to the memory
of a freed object. Subsequently, SLUBStick triggers the recycling process of
its slab’s memory chunk by deallocating all objects of the slab. This chunk
is then returned to the buddy allocator for future allocations. Crucially,
even after the recycling, the MWP still refers to the recycled chunk.

In the second stage (see Figure 7.5b), SLUBStick allocates page tables to
reclaim the recycled memory chunk for a page-table page used to translate
a userspace address. The entries in this table refer to user-accessible pages,
storing crucial information, e.g., their page frame number and access
permissions.
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userspace address translation, containing one entry, pte, which refers to the
user-accessible page.
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(c) Stage 3 triggers the MWP to manipulate the page table entry pte. This
manipulated entry indexes then the arbitrary page, allowing it to be over-
written from the userspace.

Figure 7.5: High-level overview of SLUBStick subdivided into three stages ex-
ploiting an MWP.
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3. Technical Overview and Challenges

In the third stage (see Figure 7.5c), SLUBStick triggers the MWP to
overwrite the referenced memory of the page table. This manipulation
allows an adversary to change the page frame number and permission bits,
granting access to any physical page and adjusting user access permissions.
As a result, the virtual address now refers to the selected page with
permission to modify it from userspace. For example, by referring to kernel
code, this capability allows the adversary to alter the kernel’s behavior.
As another example, the adversary can reference data of privileged files
such as /etc/passwd, thus modifying it to bypass authentication checks.

SLUBStick does not violate the kernel’s control flow or any of the existing
kernel defenses outlined in Section 2.3. Hence, these existing kernel defenses
cannot mitigate SLUBStick, highlighting its severe threat to current
systems. Furthermore, efforts to separate generic caches [9] are ineffective
in mitigating SLUBStick. We discuss the limitations of existing kernel
defenses in Section 8.

3.2. Technical Challenges

This section briefly describes how SLUBStick overcomes several technical
challenges to escalate privileges, while the subsequent sections discuss our
solutions in more detail.

Triggering recycling/reclaiming. SLUBStick performs a cross-cache
attack on generic caches. As described in Section 2.2, cross-cache attacks
have been challenging to execute because they are unstable and unpre-
dictable [28, 51]. Uncontrolled allocations and deallocations introduce
noise, making it difficult to determine when the recycling and reclaiming
phase will occur. However, we present a side-channel supported approach
to reliably trigger the recycling process of a targeted memory chunk, which
is then reclaimed. This significantly increases the success rate, exceeding
99% for slabs with single page-size chunks and 82% for multi-page-size
chunks, which were previously considered impractical. In Section 4, we
explain our novel approach, which exploits the side-channel timing leakage
of the SLUB allocator.

Pivoting heap vulnerabilities. Pivoting a kernel heap vulnerability to
establish an MWP presents two sub-challenges: First, SLUBStick obtains
a dangling pointer from the vulnerability. DF vulnerabilities provide us
with this capability, while OOB and UAF write vulnerabilities do not.
Hence, SLUBStick requires an appropriate pivoting approach to utilize
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them fully. Second, in most cases, a dangling pointer does not directly
allow for controlled overwriting with controlled timing. Hence, SLUBStick
must pivot the dangling pointer, performing an adversary-controlled write,
i.e., MWP. In Section 5, we explain the process of adequately pivoting
capabilities from kernel heap vulnerabilities to obtain the MWP.

Arbitrary read-and-write. By triggering the MWP, SLUBStick can
overwrite a page table used for address translations of a userspace address.
As the kernel memory layout is randomized (for physical addresses) by
KASLR, and we do not assume any address information leakage, pivoting
an MWP to an arbitrary memory read-and-write primitive is not straight-
forward. In Section 6, we explain how we achieve this pivot to an arbitrary
read-and-write primitive.

4. Triggering Recycling and Reclaiming

In this section, we present a novel approach that reliably triggers the
recycling process of a targeted memory chunk and reclaims it, making
cross-cache attacks practical for exploitation. Our approach leverages a
software timing side-channel attack on the SLUB allocator. Through this
side channel, we gain valuable information about when a memory chunk
is allocated and deallocated using the buddy allocator. These insights
allow us to reliably trigger the recycling process of a targeted chunk (see
Section 4.1). To ensure the return of this chunk during the reclamation
phase, we massage the buddy allocator’s internal state (see Section 4.2). By
combining these two strategies, our novel approach triggers the recycling
and reclaiming process reliably. To demonstrate the effectiveness, we
provide a proof-of-concept (including experiments), offering comprehensive
details on deploying generic caches from kmalloc-8 to kmalloc-4096 (see
Section 4.3).

4.1. Side-Channel Supported Recycling

To trigger the recycling of a targeted memory chunk, our approach first
groups allocated objects according to their slab by using a software timing
side channel on the allocation. It then deallocates these grouped objects,
prompting the kernel to recycle the slabs’ chunks, including our targeted
chunk.

220



4. Triggering Recycling and Reclaiming

1 ssize_t __do_sys_add_key(const char __user *_desc) {
2 ssize_t ret;
3 size_t len = strnlen_user(_desc) + 1;
4 char *desc = kmalloc(len, GFP_KERNEL);
5 size_t n = copy_from_user(desc, _desc, len);
6 if (n) goto ERR;
7 desc[len - 1] = 0;
8 if (IS_INVALID(desc)) goto ERR;
9 ... /* add_key code execution */

10 ERR:
11 kfree(desc);
12 return ret;
13 }

Listing 7.1: The add key syscall serves as a measurement primitive to determine
whether Line 4 allocates a new chunk.

The principal approach to grouping allocated objects involves timing
measurements during standalone object allocation from userspace. A fast
to medium timing indicates that the object was allocated from one of the
slab’s lists (①, ②, ③, or ④ in Figure 7.2). Hence, we group it with the
previously allocated object in the same slab. Conversely, if the allocation
time is notably higher (⑤), this indicates that the object originates from
a newly allocated memory chunk and thus a new slab, which prompts us
to group it separately. As a result, we obtain a list of grouped objects
organized by their slabs.

One challenge with this approach is the lack of primitives in the Linux
kernel to accurately measure standalone allocation times with minimal
non-allocation tasks from userspace. This is because a single object al-
location involves notable non-allocation tasks, e.g., allocating an object
by opening its device. Using primitives with notable non-allocation tasks,
as proposed by PSPRAY [26] for non-separated generic caches, leads to
inaccurate and unusable results. To address this challenge, we separate the
timing measurement from the persistent object allocation. While an allo-
cation primitive persistently allocates an object, the timing measurement
primitive is used to group this allocated object based on its slab.

Measurement primitive. We measure the timing of primitives that
involve both allocation and deallocation within a single syscall while only
performing minimal non-allocation tasks. During the deallocation process
within this primitive, the previously allocated object is consistently set
to the active CPU free list (state ① in Figure 7.3), which only minimally
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affects the measured timing. The minimal non-allocation tasks executed
during the syscall exhibit high consistency, which also minimally affects
the results. Thus, the measured timing depends primarily on the allocation.
This allows us to determine when a new memory chunk is allocated from
userspace, indicated by a notable slow allocation timing. To illustrate the
notable difference between fast and slow allocation timings, we provide
detailed experiments in Section 10.2.

An example of a measurement primitive is the add key syscall, shown
in Listing 7.1. To ensure minimal interference from non-allocation tasks,
our approach invokes the add key syscall with a desc, which fails the
validation check at Line 8. As a result, the syscall primarily involves two
privilege switches, allocation and deallocation, with the execution time
mainly depending on the allocation. By measuring the timing of this
syscall, our approach determines whether Line 4 allocates a new memory
chunk. Crucially, while the add key syscall is one example, measurement
primitives are common in the Linux kernel, as we later illustrate in
Section 4.3.

Persistent allocation primitive. A persistent allocation refers to a
situation where the allocated kernel object remains allocated until the
corresponding deallocation counterpart is executed. Crucially, the dealloca-
tion of the object must occur within the deallocation syscall, not at a later
time. Therefore, objects released inside a Read-Copy-Update (RCU) [36]
callback function cannot be used for persistent allocation. Also, the de-
/allocation syscalls must be unprivileged.

Triggering the recycling process. Using our method of accurately
measuring allocation timing and persistently allocating objects, our ap-
proach to reliably triggering the recycling process consists of two stages.

In the first stage, we allocate and group kernel objects based on their slabs.
We start emptying all free lists within the cache’s multi-level hierarchy
by allocating many objects. Next, we persistently allocate objects to fill
the free memory slots of the slab while using our measurement primitive
to exploit the timing side channel for grouping the allocated objects.
Listing 7.2 shows an example of combining a measurement primitive (e.g.,
add key) with a persistent allocation primitive (e.g., snd ctl file). The
timed alloc function provides two outputs: the measured timing at Line 9
and the allocated object as an identifier at Line 11. Using the measured
*time, we determine whether the object belongs to the same slab as the
previously allocated object (i.e., indicated by a low value) or whether it
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1 size_t timed_alloc(int *time) {
2 /* allocate the 64 byte struct snd_ctl_file */
3 int fd = open("/dev/snd/controlC0", O_RDONLY);
4 /* timed allocation with invalid add_key */
5 char _desc[64] = INVALID_DESC;
6 size_t t0 = rdtsc_begin();
7 add_key(_desc);
8 size_t t1 = rdtsc_end();
9 *time = t1 - t0;

10 /* return allocated object */
11 return fd;
12 }

Listing 7.2: An example of a 64 byte allocation from userspace, where Line 3
allocates a snd ctl file object. Between Lines 6 and 8, we use the
add key measurement primitive to determine whether a new chunk
was allocated.

originates from a new memory chunk and hence a new slab (i.e., indicated
by a notably high value). This allows us to group objects identified with
fd by their slabs.

In the second stage, we proceed to free the grouped objects, prompting the
Linux kernel to deallocate their slabs via the buddy allocator, as denoted
by the state ⑤ in Figure 7.3. The release of slabs occurs when the number
of free slabs exceeds the capacity of the node’s partial slab list ③, detailed
in Table 7.4. Since we know the objects of the slabs and the capacity
of the partial slab list, we retain control over when the memory chunks,
including our target, are recycled. While uncontrolled deallocations may
introduce noise, we show remarkable noise resilience in our experiments
in Section 4.3.

4.2. Massaging the Buddy Allocator

This section determines the reclaiming phase of a targeted memory chunk
based on the recycling phase, where our approach is tailored to the generic
cache size. A memory chunk can consist of a single or multiple pages, as
shown in Table 7.4. Our goal is to ensure the reliable reclaiming of either
the recycled chunk or a page-size part of it. Notably, the reclamation
chunk’s size is required to be one page, as SLUBStick reclaims it as a page
table, as we later show in Section 6.
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For generic caches from kmalloc-8 to kmalloc-256, the memory chunk
consists of a single page. When releasing slabs’ memory chunks, the buddy
allocator follows a Last In First Out (LIFO) principle to return recycled
memory chunks. Therefore, to obtain a targeted chunk, one can request a
page-size chunk shortly after the recycling process in the opposite order
of the deallocation process.

In contrast, for generic caches from kmalloc-512 to kmalloc-4096, the
memory chunk consists of multiple pages. To ensure the reclaiming of the
recycled memory chunk as page size, we need to put the allocator in a
state where it splits the targeted memory chunk into smaller ones. To
accomplish this, we take the following strategy: First, we empty smaller
memory chunks, reducing the number of available smaller chunks. Next, we
perform the recycling process, preparing for subsequent chunk splitting and
reclaiming. Finally, we allocate multiple page-size chunks. This compels
the kernel to split the targeted memory chunk into smaller ones, making
it available for allocation. Through these steps, we ensure that the buddy
allocator splits the targeted memory into smaller chunks and returns them
for page-size allocation.

4.3. Proof-of-Concept and Experiments

For our Proof-Of-Concept (POC), we first systematically analyze the Linux
kernel to identify kernel objects suitable for a measurement and allocation
primitive. We then combine our approaches discussed in Sections 4.1
and 4.2 to reliably trigger the recycling and reclamation phase. Our POC
demonstrates the feasibility and effectiveness of our approach with a
success rate of between 99.3% to 99.9% for single page-size chunks and
82.1% to 93.5% for multi-page-size chunks.

Systematic analysis. Our approach requires a measurement (e.g., add -

key in Listing 7.1) and an allocation (e.g., snd ctl file in Listing 7.2)
primitive. We scan the kernel code for suitable code patterns using the
query language CodeQL [15], as we explain in detail in Sections 10.3.2
and 10.3.3.

Many kernel execution paths in the kernel allow measurement primitives,
as any snippet that copies user data to a dynamically allocated buffer and
subsequently performs validation checks can be leveraged. This includes
functions that delegate the allocation and copying process to commonly
used routines like strndup user and memdup user. Hence, our analysis
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yields a measurement primitive for each generic cache from kmalloc-8 to
kmalloc-4096 (see Table 7.8).

Similarly, the kernel has many execution paths that allow persistent
allocation primitives, as any unprivileged syscall that persistently allocates
an object and has a freeing counterpart that instantly releases the object
can be leveraged. As a result, our analysis also yields an allocation primitive
for each of these generic caches (see Tables 7.6 and 7.7).

We conduct this analysis for Linux kernel versions v5.19 and v6.2. Our
results, presented in Table 7.8 for measurement primitives and Tables 7.6
and 7.7 for allocation primitives, underline the high applicability of our
approach across versions.

Experiments. We demonstrate the feasibility and effectiveness of our
approach by showcasing how to reliably trigger the recycling process of a
targeted memory chunk and reclaim it during the reclaiming phase. To
perform this experiment, we use a read device driver rdd, shown in List-
ing 7.6. The driver provides object allocation (ALLOC), deallocation (FREE),
and reading of the object’s contents (READ). Allocation and deallocation
are used to allocate and release an object on a target memory chunk while
reading determines if the reclamation was successful. In this experiment,
we use a page table as the object that reclaimed the recycled memory
chunk. To allocate a page table, we map a page without all page table
levels mapped. We consider the experiment successful if we can read the
page table entries from our rdd after the reclaiming phase since this means
that the page table successfully reclaimed our target memory chunk. The
experiment is considered unsuccessful if we can not trigger the recycling
process for the chunk containing the target object or if the recycled page
is not reclaimed as a page table.

We ran this experiment 100 times to determine the success rate, which
we repeated 10 times to compute the mean and standard deviation. We
tested under an idle system with CPU pinning and two noise conditions:
no CPU pinning and external noise, demonstrating our noise resilience.
Our experimental setup was Ubuntu 22.04 LTS with the generic Linux
kernel v6.2 for x86, where v5.19 gives similar results. We ran this on a
machine with Intel i7-1260P and 48GB RAM.

CPU pinning is the method used to fix a process to a CPU, preventing
CPU migration. Since both the slab and buddy allocator maintain per-
CPU lists, CPU migration may introduce noise. To examine this effect,
we included both scenarios: with and without CPU pinning. To introduce
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Table 7.1: Success rate of triggering the recycling and reclamation process for
generic caches.

Generic Cache #Pages Success Rate
Idle No CPU pinning External noise

% % %

kmalloc-8 1 99.9± 0.1 99.9± 0.1 99.6± 0.7
kmalloc-16 1 99.4± 0.6 98.9± 1.2 99.9± 0.4
kmalloc-32 1 99.4± 0.9 99.7± 0.5 99.9± 0.3
kmalloc-64 1 99.2± 1.3 99.2± 0.9 81.0± 6.4
kmalloc-96 1 99.9± 0.4 99.9± 0.1 99.8± 0.6
kmalloc-128 1 99.9± 0.4 99.8± 0.5 99.9± 0.3
kmalloc-192 1 99.9± 0.4 99.8± 0.4 99.3± 1.2
kmalloc-256 1 99.9± 0.3 99.9± 0.3 99.7± 0.7
kmalloc-512 2 90.2± 5.4 87.2± 3.1 65.2± 2.8
kmalloc-1024 4 88.1± 7.2 79.5± 3.3 70.3± 8.1
kmalloc-2048 8 83.1± 9.2 70.5± 16.0 57.8± 5.7
kmalloc-4096 8 82.1± 3.4 73.3± 19.0 53.8± 10.0

external noise, we ran stress-ng concurrently with two workers for each
CPU, IO, and VM, saturating approximately 100% usage on all CPUs.
This aligns with prior noise evaluation [26].

Results. Under idle, our experiments (see Table 7.1) show remarkable
results, with a more than 99.2% success rate for generic caches with
page-size chunks, i.e., kmalloc-8 to kmalloc-256. The failure scenarios
are primarily due to the targeted chunk that can not be reclaimed as a
page table. The results of generic caches with multiple page-sized chunks
decrease with increasing size from 90.2% to 82.1%. This is primarily due
to the failure in reclaiming the targeted page from the split chunk. The
larger the original chunk, the more error-prone the reclaiming is, as seen
by the lowest success rate of about 83% for generic caches with 8 pages.

Our results demonstrate remarkable noise resilience for almost all generic
caches with page-size chunks with more than 98% for no CPU pinning and
external noise. One exception is kmalloc-64 for the noise evaluation since
stress-ng performs frequent allocation directly following deallocation for
kmalloc-64. Hence, it appends a memory chunk to the node partial list,
which makes it confusing to reclaim the memory chunk before the actual
target chunk as the target chunk. For multiple page-sized chunks, no CPU
pinning decreases the success rate to 70.5%, while external noise decreases
it to 53.8%. Crucially, despite the induced noise, our approach is still
notably better than the prior success rate of 40% with no noise [51].
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5. Pivoting Kernel Heap Vulnerabilities

SLUBStick leverages a kernel heap vulnerability to gain a Memory Write
Primitive (MWP). This primitive provides an adversary with a write
capability to previously freed memory at a controlled time. To achieve
this, SLUBStick initially obtains a dangling pointer (see Section 5.1), i.e.,
a pointer referencing an already freed object from a heap vulnerability.
SLUBStick then establishes an MWP from this dangling pointer (see Sec-
tion 5.2). Crucially, we must extend the time window between converting
the dangling pointer to an MWP (i.e., before the recycling) and when it
is triggered (i.e., after the reclaiming). These steps provide the adversary
with an MWP that can be triggered at the desired time.

5.1. Obtaining a Dangling Pointer

In this section, we pivot DF, and UAF and OOB write vulnerabilities to
obtain a dangling pointer.

Double-Free. By exploiting a DF vulnerability and freeing an object
twice, we induce a situation where the pointer to an object becomes
dangling. However, freeing the same object twice will cause it to reside
twice in the CPU free list, corrupting this free list and causing a system
crash. Hence, to leverage a DF vulnerability for obtaining a dangling
pointer, SLUBStick allocates an object after its initial freeing and then
utilizes the subsequent double free to create a dangling pointer pointing to
this newly allocated object. Reallocating the object prevents the duplicate
free list entry, avoiding free-list corruption and a subsequent system crash.

Out-Of-Bounds and Use-After-Free write. While UAFs that allow
write control over dangling pointers might work, they often fall short in
practice. For direct use in SLUBStick, a UAF vulnerability would need
specific criteria: First, they must retain overwriting capability post-zeroing
during recycling. Second, they must be triggerable after reclaiming as a
page table. Third, they require the ability to overwrite specific values, i.e.,
malicious page-table entries. However, most UAFs [2, 19, 40, 53] provide
limited write primitives and small race windows, thus failing these criteria.

Hence, SLUBStick leverages significantly weaker write capabilities offered
by UAF (and OOB) vulnerabilities commonly found in practice to enforce
a double free of an object. It does so by using this capability to manipulate
either a reference counter or an object pointer within an object of the
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same cache. By corrupting these members, SLUBStick forces an object
into a DF state (see Double-Free above).

In Linux, reference counters manage the lifetime of an object. At its
core, the counter increases with each new reference and decreases with
each release. When the counter reaches zero, all the object’s resources are
released. For exploitation, SLUBStick identifies a victim object within the
same cache containing a reference counter located at the write capability.
Using heap manipulation [6, 26, 51], it aligns this victim object in memory
with the write capability. SLUBStick then utilizes the write capability
to corrupt the counter, forcing the release of the object still in use and
placing it in a DF state.

To demonstrate the applicability of this approach, we analyze the kernel
for the available objects with a reference counter located at each potential
8 byte write capability. We found 873 objects with a reference counter. They
cover 100% of overwrite locations for generic caches up to kmalloc-32

and more than 80% for generic caches between kmalloc-64 and kmalloc-

256. For caches between kmalloc-512 and kmalloc-4096 the availability
ranges from 73.4% to 2.7%.

Regarding pointer corruption, SLUBStick identifies a victim object within
the same cache that contains a pointer to an object from a separate
cache. SLUBStick then places the victim object to align the overwrite
capability and triggers it to corrupt the pointer by zeroing out the two least
significant bytes. This creates an additional reference to another object
in the separate cache. When the kernel releases this object, SLUBStick
obtains a dangling pointer to the other object stored in the separate cache
without leaking KASLR.

The uncorrupted pointer must refer to an object in a different slab. Oth-
erwise, the slab that now contains a double-referenced object cannot be
recycled, as the object that was originally pointed to has lost its reference
and cannot be freed. To ensure that the uncorrupted pointer refers to
an object in a different slab, SLUBStick employs our side channel (see
Section 4.1). This technique allows for detecting and preventing failure
scenarios, enhancing the success rate of pivoting.

Primitive conversion. The success rate of converting a UAF (includ-
ing DF) vulnerability to a dangling pointer relies on the time window
between the free and use stages. Techniques like ExpRace [27] can enhance
exploitability by widening the time window. Additionally, UAF and OOB
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1 int ipmi_open(void) {
2 struct ipmi_file_private *priv;
3 /* allocate object */
4 priv = kmalloc(sizeof(*priv));
5 }
6 long ipmi_ioctl(struct file *f, u64 data) {
7 struct ipmi_file_private *priv;
8 struct ipmi_timing_parms parms;
9 /* copy data from user */

10 copy_from_user(&parms, data);
11 priv->parms = parms;
12 }

Listing 7.3: Persistent code pattern 1.

1 u64 netlink_sendmsg(struct msghdr *msg, u64 len) {
2 /* allocate object */
3 struct sk_buff *skb = kmalloc(len);
4 /* copy data from user */
5 copy_from_user(obj, msg, len);
6 }

Listing 7.4: Persistent code pattern 2.

1 u64 keyctl_pkey_verify(void *uaddr, void *uaddr2, u64 size,
-> u64 size2) {

2 /* allocate and copy data from user */
3 void *in = kmalloc(size);
4 copy_from_user(in, uaddr, size);
5 /* second copy for extending time window */
6 void *in2 = kmalloc(size2);
7 copy_from_user(in2, uaddr2, size2);
8 /* free obj */
9 kfree(in2);

10 kfree(in);
11 }

Listing 7.5: Temporal code pattern.

Figure 7.6: Examples of code patterns allowing to be exploited as a Memory
Write Primitive (MWP).

write vulnerabilities require an object with a reference counter or pointer
located at the write capability.
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5.2. Establishing a Memory Write Primitive

In this section, we detail how SLUBStick establishes a Memory Write
Primitive (MWP) from a dangling pointer, allowing an adversary to
overwrite memory reclaimed for a page table (see Section 6). The main
challenge is to extend the time window from converting the dangling
pointer into an MWP before recycling, while triggering must be done after
the reclaim as a page table. To address this challenge, we exploit three
distinct code patterns prevalent in the Linux kernel, as demonstrated in
our systematic analysis.

Persistent code pattern 1. The pattern shown in Listing 7.3 grants
SLUBStick an MWP with control over the timing. The process involves
allocating the memory slot referred to by the dangling pointer, e.g., as an
ipmi file private object at Line 4, before recycling. After reclamation,
SLUBStick triggers the MWP with ipmi ioctl to overwrite page table
entries at Line 11. Figure 7.7 shows P1 with its timeline.

While this pattern allows the MWP to be triggered arbitrarily, it has
limitations as the allocated object, e.g., ipmi file private, is zeroed
during recycling. If other code parts access the (unexpectedly) zeroed
data, this could lead to a crash. Notably, this limitation does not affect
ipmi file private, but others like timerfd ioctl.

Persistent code pattern 2. The second pattern (see Listing 7.4) allows
SLUBStick to trigger an MWP at a controlled time as follows: It allocates
the memory slot referred to by the dangling pointer, e.g., as sk buff at
Line 3, before the recycling. Within the same syscall, the overwriting step
at Line 5 follows after memory reclamation. To extend the time window
between allocation and overwriting, SLUBStick can use techniques such
as userfaultfd, Filesystem for USErspace (FUSE) [16], or slow page
fault [20], controlling the duration of a user page fault, e.g., from of msg
at Line 5.

While prior work [29, 40, 56] controlled the duration of copying from
userspace with userfaultfd, recent systems restrict userfaultfd to
privileged users for handling user page faults while in kernel mode [8].
Alternatively, researchers [16] showed that FUSE also allows control of the
duration of copying from userspace. FUSE is a framework for userspace
filesystems and can be utilized by an unprivileged user [16, 21]. We hence
use FUSE to extend the time window between allocation and overwriting,
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Figure 7.7: The execution timeline of persistent code patterns 1 (P1) and 2
(P2), where timed alloc performs persistent allocations combined
with our timing side channel. kmalloc allocates the memory slot
referenced by the dangling pointer. Since this slot resides on the page
table after recycling and reclamation, copy from user overwrites
page table entries.

allowing us to perform the recycling and reclaiming in between. Besides
FUSE, SLUBStick can leverage the slow page fault approach [20].

We show P2 with its execution timeline in Figure 7.7, where thread B’s
page fault starts before recycling and ends after reclaiming. The hourglass
illustrates this time window extension, e.g., with FUSE. Hence, SLUBStick
successfully overwrites entries in the reclaimed page table.

Temporal code pattern. Beyond persistent patterns, SLUBStick can
also utilize temporal ones, as exemplified in Listing 7.5. This approach
demands the management of two specific timing windows. The first ensures
that object allocation at Line 3 and subsequent overwriting at Line 4
occur during the intended phases. The second window is crucial to avert
premature object deallocation, leading to a potential failure scenario since
the object is concurrently accessed as a page table. To extend these time
windows, SLUBStick uses FUSE files as described for persistent pattern 2.

Systematic analysis. We use CodeQL [15] to identify suitable code
patterns. We detail this approach in Section 10.3.4. Our results for Linux
kernel versions v5.19 and v6.2 are shown in Table 7.9. They indicate that
persistent code pattern 1 is with 3 instances (and limited sizes) rare. For
persistent code pattern 2, we identify 5 instances with sizes that cover
generic caches from kmalloc-8 to kmalloc-4096. A similar stands true
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tables, till a page table (i.e., PT’)
is mapped within the first GB of
the physical memory.

/etc/passwd

pgde

PGD

pude

PUD

pmde

PMD
pmde’

pte

PT

Page

pude’

1GB

PT’

pte’

Phyiscal Memory

(d) SLUBStick uses first GB mapping
to tamper with the entry pte’ of
page table PT’. As a result, the
user address using pte’ now ref-
erences an arbitrary page, e.g.,
/etc/passwd.

Figure 7.8: Converting an MWP to an arbitrary read-and-write primitive to find
and tamper with the targeted page /etc/passwd.
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for temporal code patterns with 7 identified. These findings underline the
portability of the existing patterns.

6. Arbitrary Memory Read-and-Write

This section describes the three-stage process to obtain an arbitrary
memory read-and-write primitive by triggering an MWP once, with an
example shown in Figure 7.8. The single triggering of the MWP is crucial
since both the persistent pattern 2 and the temporal pattern only allow a
single trigger.

Initially, SLUBStick starts with a mapped userspace page using a Page
Upper Directory (PUD) for address translation, with an MWP associated
with it. The goal is to corrupt the content of a targeted page. Figure 7.8a
shows an example where the userspace page utilizes the cr3->pgde-

>pude->pmde->pte->page translation, and SLUBStick aims to corrupt
the targeted page containing data of /etc/passwd. While /etc/passwd

is the target in this example, any page can be targeted, including kernel
code.

In the first stage (Figure 7.8b), SLUBStick utilizes the MWP to partially
overwrite the PUD page with pude’ entries, each comprising a page frame
number of zero and set user-accessible and size bit. As a result, userspace
addresses using these entries for the page-table walk (cr3->pgde->pude’)
are granted read and write access over the first physical GB.

In the second stage (Figure 7.8c), SLUBStick maps userspace pages,
prompting the kernel to map page tables. It continues this process until a
page table (PT’ in the case of Figure 7.8c) is mapped in the first GB of
physical memory. Given SLUBStick’s control over reading and writing the
first GB, the content of this page table PT’ can be modified.

In the third stage (Figure 7.8d), SLUBStick overwrites an entry in the
page table PT’ with pte’. This grants an arbitrary physical memory
read and write, using the userspace page with the cr3->pgde->pude-

>pmde’->pte’ address translation. Since kpti is enabled by default on
Ubuntu, SLUBStick uses an invalid syscall to flush this translation from
the TLBs and force a page-table walk. Other methods, such as using a TLB
eviction set referring to zero pages, would also work. With this primitive,
SLUBStick can locate the targeted page and tamper with its content to
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escalate privileges, e.g., adding a privileged user with no authentication
required.

This example uses the MWP to overwrite a PUD page but can also be
used to overwrite a Page Middle Directory (PMD) page. By tampering
with a PMD page, SLUBStick has an access space to find PT’ of 2MB
instead of 1GB.

In fact, we can use our MWP to overwrite not just a single page table entry
but the entire memory slot previously used by the object. For instance,
the function netlink sendmsg allows an adversary to overwrite len (see
Line 5 of Listing 7.4) bytes of the page table page. Thus, to increase the
access space after the first stage to find PT’, SLUBStick overwrites the
page table with entries of increasing page frame number. This approach
increases the access space to sizeof(cache)

8 · 1GB and sizeof(cache)
8 · 2MB

for PUD and PMD, respectively.

Reliability of obtaining an MWP to a PMD/PUD page. In or-
der to reliably obtain an MWP primitive to a PMD or PUD page, SLUB-
Stick employs the following strategies.

For generic caches from kmalloc-8 to kmalloc-256, SLUBStick maps a
single PUD page, as explained in Section 4.2, with an MWP associating
the PUD, as follows: Exploiting the LIFO approach inherent to the buddy
allocator for returning recycled memory chunks, SLUBStick initiates the
mapping of a user page with an unmapped PUD, PMD, and PT. This
procedure guarantees the reliable reclamation of the recycled memory
chunk for the PUD page.

Conversely, achieving an MWP to a PMD page involves another strategy.
For generic caches from kmalloc-512 to kmalloc-4096, where the memory
chunk size exceeds a single page, SLUBStick initially prompts the kernel
to split the recycled memory chunk. To reliably reclaim the split part of
the memory chunk containing the MWP, SLUBStick employs an extensive
mapping strategy for PMD pages, accomplished by mapping 2MB huge
pages. This extensive mapping tactic compels the buddy allocator to
predominantly allocate PMD pages, including the page associated with
the MWP. There are two options for using huge pages: Transparent Huge
Pages (THP) or hugetlbfs. Albeit hugetlbfs offers more stable exploitation
results, these huge pages must be pre-allocated. However, due to the widely
spread application of hugetlbfs [25], such as databases [39], virtualization,
and even Java [18], SLUBStick utilizes hugetlbfs.
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Table 7.2: Primitives used for our attack evaluation.

Generic Cache MP AP MWP

kmalloc-8 add key signalfd ctx do signalfd4

kmalloc-16 add key aa revision key ctl key verfify

kmalloc-32 add key anon vma name key ctl key verfify

kmalloc-64 add key snd ctl file key ctl key verfify

kmalloc-96 add key vfio container key ctl key verfify

kmalloc-128 add key dlm user proc key ctl key verfify

kmalloc-192 add key pp struct key ctl key verfify

kmalloc-256 add key snd compr file replace user tlv

kmalloc-512 add key tls context replace user tlv

kmalloc-1024 add key pipe buffer replace user tlv

kmalloc-2048 add key key.description replace user tlv

kmalloc-4096 add key net device replace user tlv
MP: Measurement Primitive AP: Allocation Primitive MWP: Memory Write Primitive.

7. Attack Evaluation

In this section, we evaluate the effectiveness of SLUBStick. We initially ex-
ploit a synthetic DF vulnerability (see Section 7.1) to show its applicability
across generic caches from kmalloc-8 to kmalloc-4096. We then exploit
9 CVEs (see Section 7.2), consisting of DF, UAF, and OOB vulnerabilities.

Evaluation setup. For our experimental setup, we run the exploits in
a virtual machine via QEMU 6.2.0, equipped with 4 cores and 16GB
RAM. We ran Ubuntu 22.04 LTS, with Linux kernels v5.19 and v6.2
for x86, and v6.2 for aarch64, to demonstrate architecture and version
independence. These kernels were the unmodified generic ones, which
presents a considerable challenge for exploitation.

7.1. Synthetic Vulnerability

To evaluate SLUBStick for all generic caches, we create a synthetic DF
vulnerability in the Linux kernel, integrated into a module, i.e., read device
driver rdd. Its simplified code is seen in Listing 7.6. For the exploitation
processes, we need this driver code’s allocation (ALLOC) and release (FREE)
functionalities. We compile and then include this driver code during the
operating system’s startup for our three kernels.
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With the synthetic DF vulnerability in place, we execute SLUBStick on
all generic caches from kmalloc-8 to kmalloc-4096. For the measure-
ment primitive, we use add key with the invalid argument descr (see
Section 4.1). As allocation primitive, we utilize objects retrieved via our
systematic analysis (see Section 5.2). For the MWP, we accomplish the ex-
ploitation with all three types, persistent 1 and 2 as well as temporal, using
do signalfd4, replace user tlv, and key ctl key verify, respectively.
Table 7.2 shows all primitives used for this evaluation. Equipped with
these primitives, we successfully execute SLUBStick, exploiting the DF
for privilege escalation.

7.2. Real-World Vulnerabilities

In line with prior research [6, 29, 47, 50, 54], we evaluate SLUBStick with
a selection of real-world vulnerabilities. We port these vulnerabilities to
our kernels to demonstrate the version, architecture, and kernel binary
independence of SLUBStick. Our evaluation includes 9 vulnerabilities
that are systematically classified based on the capability they provide.
If the root cause of a vulnerability is a race condition that allows an
adversary to derive a kernel heap vulnerability, we classify it as a heap
vulnerability. For instance, since both race conditions, CVE-2023-21400
and CVE-2022-29582, can be pivoted to a UAF and DF, respectively, we
classify them as a UAF and DF. In total, our selection consists of 3 DF
vulnerabilities that enable SLUBStick directly, as well as 3 OOB and 3
UAF that we pivot to achieve a DF state.

The feasibility of pivoting an OOB and UAF depends on the write capa-
bility provided. We demonstrate with our results that the capability to
overwrite as low as two bytes is enough to pivot to a DF state. Examples
include corrupting a reference counter (as seen in CVE-2022-29582 and
CVE-2023-3609) or nullifying the two least significant bytes of a pointer
(like in CVE-2022-27666). For pivoting, SLUBStick requires an exploitable
object containing a data pointer or reference counter at the overwrite point.
The purely manual identification of suitable objects is time-consuming
due to the extensive nature of the Linux kernel. For this reason, we utilize
CodeQL to assist in identifying suitable objects for OOB and UAF write
vulnerabilities, described in Section 10.3.1.

237



7. SLUBStick

Table 7.3: Exploitability shown on real-world vulnerabilities.

CVE Capability Cache

CVE-2023-21400 DF kmalloc-32

CVE-2023-3609 UAF kmalloc-96

CVE-2022-32250 UAF kmalloc-64

CVE-2022-29582 UAF files cachep

CVE-2022-27666 OOB kmalloc-4096

CVE-2022-2588 DF kmalloc-192

CVE-2022-0995 OOB kmalloc-96

CVE-2021-4157 OOB kmalloc-64

CVE-2021-3492 DF kmalloc-4096

Exploitability results. Table 7.3 shows the exploitability of SLUBStick,
showcasing its functionality across kernel heap vulnerabilities and cache
sizes. Specifically, we can free objects twice for the CVE2023-21400, CVE-
2022-2588, and CVE-2021-3492 vulnerabilities, allowing SLUBStick to
exploit these vulnerabilities and directly escalate privileges.

Additionally, the CVE-2022-0995 vulnerability allows overwriting out-of-
bounds originating from the watch queue object. We exploit this write
capability to corrupt the reference counter of an anon vma name object,
both located within the same generic cache, i.e., kmalloc-96. With the
corrupted reference, we create a DF state of an anon vma name object,
which enables the execution of SLUBStick. For CVE-2022-27666, the OOB
allows overwriting memory adjacent to the page frag object (allocated
from generic cache kmalloc-4096). We perform a cross-cache overflow
to zero the next pointer’s two least significant bytes of a msg msg object
positioned on the adjacent memory chunk. This allows us to free the next
twice so we can execute SLUBStick. As a third OOB write vulnerability,
CVE-2021-4157, we exploit the overwriting capability within kmalloc-64

to tamper with the reference counter kref of an eventfd ctx object. As
a result, we can pivot this to a DF and perform SLUBStick.

Furthermore, the CVE-2022-29582 vulnerability allows a file UAF, specif-
ically using the file object after it has been invalidly freed. By strategically
pivoting this vulnerability using cross-cache, we can reclaim the memory
chunk for the generic cache kmalloc-256. Subsequently, we reclaim the
invalidly freed file object to corrupt its reference counter. This allows
us to free the file a second time, creating a DF state to run SLUBStick.
Similarly, CVE-2023-3609 allows to use a tc u hnode object after it has
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been freed. Reclaiming the memory within the same generic cache and
overwriting the reference counter, we pivot this vulnerability to a DF state
of tc u hnode to perform SLUBStick. Lastly, the CVE-2022-32250 vulner-
ability provides a write capability within the generic cache kmalloc-64,
which we use to corrupt a data pointer within fdtable for a DF state.

8. Discussion

Impact on existing attacks. Our side-channel supported approach
presented in Section 4 greatly enhances the reliability of cross-cache
attacks from generic caches and makes them practical for exploitation.
Thus, it amplifies the effectiveness of exploitation methods employing
cross-cache attacks.

For instance, DirtyCred [29] relies on the cross-cache approach to exploit
DF vulnerabilities. This exploitation entails pivoting DF vulnerabilities to
trigger an invalid free on a credential object. With our enhancement of the
cross-cache attack, DirtyCred’s success rate in pivoting DF vulnerabilities
from generic caches also significantly increases, making DirtyCred an even
more significant threat to kernel security.

Moreover, SLUBStick is more versatile than DirtyCred as it does not rely
on an invalid free on a credential object. Instead, an invalid free operation
on any object is sufficient.

Container escape. In addition to privilege escalation, our research
demonstrates that SLUBStick can directly enable container escapes such
as Docker. For containers permitting FUSE, SLUBStick uses FUSE to
extend the time window in persistent code pattern 2 and the temporal
pattern. For (hardened) containers prohibiting FUSE, SLUBStick uses
persistent code pattern 1 or the slow page fault approach [20] instead of
FUSE. It then modifies kernel code accessible from userspace via a syscall,
i.e., sys setresuid.

Noise. With SLUBStick, we present a reliable approach for privilege
escalation, leveraging a software timing side channel on the SLUB’s object
allocation. To maximize the reliability of SLUBStick, we minimize noise
as follows:

CPU migration, the process of moving a task to another CPU, can intro-
duce instabilities as both the slab and buddy allocator maintain per-CPU
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lists. To mitigate migration and, hence, increase reliability, SLUBStick may
pin all running processes used in exploitation to a single CPU. However,
it is not essential as illustrated in Table 7.1.

Due to the preemptive nature of the Linux kernel, preemption may occur
during the timing measurement of a measurement primitive, potentially
corrupting the result. To limit this noise source, SLUBStick performs
timing measurements and keeps track of the number of objects associated
with the current slab. If SLUBStick observes slow timing, indicating the
allocation of a new memory chunk, it validates this by checking the object
number of the current slab. This validation prevents misinterpretation of
slow allocations, ensuring that previous and current objects reside in the
same slab.

Manual vs automated components. We use the CodeQL [15] static
analyzer to generate a list of possible objects or primitives automati-
cally. Through manual inspection, we then refine this list by selecting
suitable candidates. To provide a representation of the effectiveness of our
automated part, our evaluated kernel contains 66 787 structures, where
our automated tool outputs 8 601 potential as allocation and memory
write primitives. After manual inspection, we get 36 suitable structures
for allocation primitives. For memory write primitives, the tool outputs
2 046 copy locations, where manual inspection yields 15 memory write
primitives. For measurement primitives, the tool outputs 195 primitives,
with 14 after inspection. Tables 7.6 to 7.9 show our findings. Further
details on this process are provided in Section 10.3.

Cross version/architecture dependencies. Kernel exploitation often
depends on the specific kernel version and system architecture, as various
exploitation techniques are closely tied to these factors. For example,
KASLR is bypassed either with a read primitive [5] or a hardware side
channel [3]. Read primitives are closely tied to specific kernel versions
and configurations, while hardware side channels depend on the system
architecture. Additionally, numerous exploits rely on constructing ROP
chains [49, 55], which involves a detailed inspection of the kernel binary,
a process connected with system architecture, Linux kernel version, and
configuration. SLUBStick distinguishes itself by not relying on bypassing
KASLR or constructing a ROP chain, nor does it use architecture-specific
data. As a result, SLUBStick is resilient to variations in kernel versions
and architecture dependencies.
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Kernel defenses. The last decade has seen a surge of proposals to
improve kernel security. We briefly discuss the defenses, particularly con-
sidering SLUBStick.

KASLR is designed to enhance kernel security by randomizing the memory
layout, making it more challenging to exploit vulnerabilities to perform
Code Reuse Attacks (CRA) and data-only attacks. To further complicate
CRA, researchers have introduced Control-Flow Integrity (CFI) [1], which
has been adapted to kernel software [10, 14, 33, 46]. CFI helps ensure the
integrity of the kernel control flow by restricting it to an approximated
control-flow graph. Moreover, the Linux kernel has incorporated various
hardening strategies to make the allocator more resistant to memory cor-
ruption vulnerabilities. These include slab list randomization, protection
of slab meta-data, and slab quarantine [41]. However, researchers have
identified bypassing attacks [26, 41, 54] for these hardening strategies.
Additionally, heap separation is a defense integrated into the Linux kernel
to separate caches containing security-critical data, e.g., cred, or objects
often used for exploitation [29, 40, 56], e.g., msg msg. To further enhance
the separation of kernel objects, researchers [9] have proposed to increase
the separation granularity. This involves randomly assigning each alloca-
tion site to one of these separated caches, making heap spraying attacks
more challenging. However, SLUBStick leverages common code patterns,
allowing it to circumvent the separation attempt of generic caches. Going a
step further, our timing side channel on the allocator can even be utilized
to determine whether two allocation sites share the same cache. In sum-
mary, the described countermeasures, while valuable, appear ineffective in
mitigating SLUBStick.

AUTOSLAB [28] is a defense provided by grsecurity via paid subscription.
Since AUTOSLAB separates allocator caches based on their allocation
types, it restricts that different allocation types share the same allocation
cache. However, this granularity is still too coarse-grained, as, e.g., the
type char * is used by multiple allocation, measurement, and memory
write primitives. As a result, the allocation cache with type char * is still
exploitable with SLUBStick.

SLAB VIRTUAL [43], which is currently under development, is designed
to mitigate cross-cache attacks by allocating kernel objects via virtual
addresses rather than direct physical memory. However, Torvalds and
Molnar noted that it has drawbacks like significant overhead and incom-
patibility with DMA [43]. If merged, DMA-allocated memory will most
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likely be excluded [43]. This leaves more than 350 allocation sites un-
protected, exploitable to obtain all necessary code patterns (allocation,
measurement, and memory write primitives, such as sun8i ce aes setkey,
monwrite new hdr, and sti hqvdp vtg cb). Hence, SLUBStick can ex-
ploit a vulnerability, e.g., CVE-2023-2194, of a DMA-allocated object.
Since DMA-allocated memory is mainly used in drivers, known to be
vulnerable [35], SLUBStick still poses a threat.

Lastly, prior academic works [11, 34, 42, 45] proposed defenses to protect
page tables to mitigate data-only attacks.

While existing defenses such as AUTOSLAB and SLAB VIRTUAL demon-
strate promise in mitigating SLUBStick, none provide comprehensive pro-
tection. This underscores the threat SLUBStick poses to kernel security.

Public exploits. Recently, multiple non-academic exploits have been
proposed [2, 12, 13, 17, 19, 30, 48, 53]. Some [2, 17, 19, 48] leverage cross-
cache attacks using the dedicated file cache. In contrast, we focused on
generic caches, which are considerably more challenging to exploit. This is
primarily because generic caches have numerous allocation sites, resulting
in significant allocation noise. Specifically, while the dedicated file cache
has one allocation site (dup f), generic caches have from 354 (kmalloc-
4096) to 2250 (kmalloc-64) on systems like our evaluated Ubuntu. Hence,
we proposed our side-channel supported approach to perform cross-cache
attacks on generic caches reliably.

Two exploits, bad io uring [30] and the exploit demonstrated by
Wu et al. [48], highlight the exploitation of cross-cache attacks on older
kernel versions (i.e., v5.10), targeting Android devices. Bad io uring lever-
ages a cross-cache attack to misuse pipe buffer as an arbitrary read
and write. Wu et al. (concurrently to our work) demonstrated page-table
manipulation by misusing signalfd ctx. Both exploits rely on stabiliza-
tion objects in conjunction with multiple retriggers of cross-cache reuse.
Specifically, bad io uring utilized additional pipe buffer objects for sta-
bilization, while Wu et al. relied on seq operations. However, kernel
advances beyond v5.14 introduced heap separation (i.e., kmalloc-cg-*),
rendering the reuse of these stabilization objects ineffective for exploitation.
Consequently, these exploitation strategies are thwarted by newer kernel
versions. In contrast, SLUBStick exploits more recent systems, including
v5.19 and v6.2, for a wide variety of heap vulnerabilities.
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9. Conclusion

This paper presented SLUBStick, a novel kernel exploit technique that
enables arbitrary memory read-and-write primitives through a practical
software cross-cache attack. For our cross-cache attack, we used a software
timing side channel on the SLUB allocator, significantly enhancing the
success rate for frequently used generic caches to over 99%. Moreover,
using page-table manipulation, SLUBStick effectively converts a limited
kernel heap vulnerability into arbitrary read-and-write capabilities. We
demonstrated privilege escalation in the Linux kernel using a synthetic
vulnerability and 9 real-world CVEs, showcasing its serious threat.
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10. Appendix

10.1. Generic Cache Information

To trigger the recycling process reliably, we provide insights (see Table 7.4)
into how a generic cache manages memory chunks and stores available
objects. Generic caches from kmalloc-8 to kmalloc-256 use one page per
slab, with the slab storing 512 to 16 objects per memory chunk. Caches
larger than kmalloc-256 use multiple pages per slab, storing between 16
and 8 objects per chunk. The Node Partial Slab List Capacity column
indicates when the SLUB allocator releases the chunks of the slabs, e.g.,
for kmalloc-256, if this cache reaches 6 free slabs, the SLUB allocator
prompts the buddy allocator to discard and recycle the slab’s chunks.
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10. Appendix

Table 7.4: Detailed information of each generic cache, where ✶ denotes the number
of slabs until the node partial slab list is full, prompting to discard
the slabs’ memory chunks.

Generic Cache Memory Chunk Number of Number of Node Partial Slab
Pages Objects List Capacity✶

kmalloc-8 4 096 1 512 6
kmalloc-16 4 096 1 256 6
kmalloc-32 4 096 1 128 6
kmalloc-64 4 096 1 64 8
kmalloc-96 4 096 1 42 12
kmalloc-128 4 096 1 32 8
kmalloc-192 4 096 1 21 12
kmalloc-256 4 096 1 16 7
kmalloc-512 8 192 2 16 6
kmalloc-1024 16 384 4 16 6
kmalloc-2048 32 768 8 16 6
kmalloc-4096 32 768 8 8 6

10.2. Timings of Measurement Primitives

We perform experiments to verify that the slow allocation time ⑤ is
higher than the fast allocation time ① (see Figure 7.2). We use add -

key as the measurement primitive with an invalid descr argument to
fulfill the constraints described in Section 4.1, while others (e.g., mount
with an invalid dev name address) yield similar results. Our experimental
environment is Ubuntu 22.04 LTS with a Linux kernel v6.2, running on a
machine with Intel i7-1260P and 48 GB RAM. We allocate 16384 objects
as a warm-up to ensure that the measured timing of the subsequent
allocations is either from the CPU free list ① or from a new memory
chunk using the buddy allocator ⑤. We then perform 4096 allocations
and distinguish them between Fast and Slow Allocation. As shown in
Table 7.5, the results demonstrate a notable timing difference between
these allocation paths, with an average fast allocation from 1086 to 1925
timestamps and a minimum slow allocation from 4401 to 3758.

10.3. Systematic Analysis Detailed

In this section, we present our systematic analysis in more detail. Our
principal approach is first to identify a list of possible objects or primitives
using the CodeQL [15] static analyzer. We then use these results to
manually identify suitable results or discard those results that violate the
constraints of the respective primitive. For each primitive, our systematic
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Table 7.5: Measured timing in timestamps for fast ① and slow ⑤ allocation (see
Figure 7.2) using the measurement primitive add key with an invalid
descr argument.

Generic Cache Fast Allocation ① Slow Allocation ⑤

kmalloc-8 1 086 ±53 > 4401
kmalloc-16 1 114 ±69 > 3224
kmalloc-32 1 133 ±58 > 2510
kmalloc-64 1 130 ±69 > 2468
kmalloc-96 1 117 ±44 > 2169
kmalloc-128 1 250 ±126 > 2470
kmalloc-192 1 197 ±86 > 2121
kmalloc-256 1 359 ±34 > 2439
kmalloc-512 1 685 ±84 > 3759
kmalloc-1024 1 601 ±30 > 3589
kmalloc-2048 1 561 ±23 > 3415
kmalloc-4096 1 925 ±33 > 3758

analysis results in a comprehensive list of suitable objects and functions,
demonstrating the effectiveness of our approach.

CodeQL aims to find code patterns that cause vulnerabilities in software.
At its core, it creates a database where essential meta-information about
the examined software is stored. With this database, CodeQL uses queries
as input to analyze the software and interpret the query results. We retrofit
CodeQL to find allocation and measurement primitives (see Section 4.1).
We also use CodeQL to find suitable victim objects for UAF and OOB
write vulnerabilities (see Section 5.1) and suitable code patterns to exploit
for an MWP (see Section 5.2).

10.3.1. Finding Suitable Objects to Pivot UAF and OOB
Writes

To find suitable objects for pivoting UAF and OOB vulnerabilities with
an overwriting capability, we need a victim object with a pointer to a
dynamically allocated object or a reference counter at the location of the
overwriting location. In the example of CVE-2022-32250, the UAF write
vulnerability provides overwriting at offset 0x18 for objects allocated from
the generic cache kmalloc-64. With these constraints, we use a CodeQL
query to help find dynamically allocated objects with either a pointer or
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1 typedef struct { size_t uaddr, size; } msg_t;
2 void *obj;
3 long rd_ioctl(struct file *_, unsigned num, size_t param) {
4 msg_t msg;
5 copy_from_user(&msg, param, sizeof(msg_t));
6 switch (num) {
7 case ALLOC:
8 obj = kmalloc(msg->size);
9 return 0;

10 case FREE:
11 kfree(obj);
12 return 0;
13 case READ:
14 copy_to_user(msg->uaddr, obj, msg->size);
15 return 0;
16 default:
17 return -1;
18 }
19 }

Listing 7.6: Read device driver rdd, supporting an allocation (ALLOC),
deallocation (FREE), and read (READ).

reference counter at an offset of 0x18. We find the fdtable object that
satisfies these constraints with the pointer open fds at an offset 0x18.

Our query takes the overwrite offset and object size as input and returns
all matching objects available in the Linux kernel with default kernel
configurations. From these possible objects, we manually identify a suitable
object accessible from userspace as an unprivileged user, e.g., the fdtable
for the CVE-2022-32250 vulnerability.

10.3.2. Finding Allocation Primitives

For allocation primitives, our CodeQL query identifies every persistent
object allocation code location grouped by object size. From this list, we
manually filter out those inaccessible from userspace as unprivileged users.
The result is a list of fixed and variable-size objects, shown in Tables 7.6
and 7.7.
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Table 7.6: Allocation primitives allocating a single fixed-size object during the
syscall, with ✶ new objects identified.

Generic Cache Object Constraints

pci filp private✶
kmalloc-8

signalfd ctx

afs file✶
kmalloc-16

aa revision✶

vmci host dev✶

seq operations cg cache
coda file info✶

kmalloc-32

shm file data

snd info private data✶
kmalloc-64

snd ctl file✶

subprocess info

watch queuekmalloc-96

vfio container✶

kmalloc-128 dlm user proc✶

loopback pcm✶

snd timer user✶kmalloc-192

pp struct✶

vhci data✶

snd compr file✶kmalloc-256

msg queue cg cache
tls context

kmalloc-512
mousedev client✶ input group
pipe buffer

tty struct

sock

xfrm policy

kmalloc-1024

nouveau cli✶

super block
kmalloc-2048

perf event✶ SELinux disabled
kmalloc-4096 net device

10.3.3. Finding Measurement Primitives

For measurement primitives, any code snippet that copies user data into
a dynamically allocated buffer and then performs validation checks can be
leveraged. This includes kernel functions that use strndup user, memdup -
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Table 7.7: Allocation primitives allocating a single variable-size object during the
syscall, with ✶ new objects identified.

Elastic Object Generic Caches Constraints

user key payload kmalloc-[32,32767) only 200 allocation
anon vma name✶ kmalloc-[8,96)

msg msg kmalloc-[64,4096) cg cache
msg msgseg kmalloc-[8,4096) cg cache
drm property blob kmalloc-[96,INT MAX)

key.description kmalloc-[8,4096)

user and memdup user nul. Therefore, we use a CodeQl query to obtain
all the code locations where these functions are called. Next, we manually
validate, e.g., by running test programs to execute the syscall that executes
the function found, that these code locations are accessible from userspace
as an unprivileged user. In the example of the add key syscall, we execute
this syscall with a desc where the first byte is a ’.’. All other conditions
with additional information to execute the measuring primitives can be
found in Table 7.8.

10.3.4. Finding Memory Write Primitives

For memory write primitives, our queries obtained all code locations
that execute copy from user. With all these locations, we search for our
three distinct code patterns, i.e., persistent code patterns 1 and 2, and
temporal code patterns. We then filter out those that violate constraints,
e.g., timed alloc shown in Listing 7.2. As a result, we obtain functions
that can be used as MWP, shown in Table 7.9.
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10. Appendix

Table 7.9: Code patterns allowing for an MWP, where ✶ denotes the same function
for allocation and triggering the MWP of the persistent object, and ✩
and ✢ denote distinct function for allocation and triggering the MWP.

Function Type Size Constraints

ipmi open✩/ipmi ioctl✢ P1 8

do signalfd4✶ P1 8

joydev ioctl✶ P1 5680

replace user tlv P2 [1,131072)

atmel ioctl P2 [1,32) CAP NET ADMIN

netlink sendmsg P2 [1,INT MAX)

tun sendmsg P2 [1,INT MAX)

tap sendmsg P2 [1,INT MAX)

mount T [1,4096)

key ctl key verfify T [1,256)

mtdchar writeoob T [1,4096)

mmc blk ioctl copy from user T 96

ptp ioctl T 1216

cld pipe inprogress downcall T [1,65536)

bpf copy key T [1,512) bpf as unprivileged
P1/2: Persistent code pattern 1/2 T: Temporal code pattern.
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Abstract

With the mobile phone market exceeding one billion units sold in 2023,
ensuring the security of these devices is critical. However, recent research
has revealed worrying delays in the deployment of security-critical kernel
patches, leaving devices vulnerable to publicly known one-day exploits.
While the mainline Android kernel has seen an increase in defense mecha-
nisms, their integration and effectiveness in vendor-supplied kernels are
unknown at a large scale.

In this paper, we systematically analyze publicly available one-day exploits
targeting the Android kernel over the past three years. We identify multiple
exploitation flows representing vulnerability-agnostic strategies to gain
high privileges. We then demonstrate that integrating defense-in-depth
mechanisms from the mainline Android kernel could mitigate 84.6% of
these exploitation flows. In a subsequent analysis of 994 devices, we reveal
a widespread absence of effective defenses across vendors. Depending on
the vendor, only 28.8% to 54.6% of exploitation flows are mitigated,
indicating a 4.62 to 2.951 times worse scenario than the mainline kernel.

Further delving into defense mechanisms, we reveal weaknesses in vendor-
specific defenses and advanced exploitation techniques bypassing defense
implementations. As these developments pose additional threats, we discuss
potential solutions. Lastly, we discuss factors contributing to the absence
of effective defenses and offer improvement recommendations. We envision
that our findings will guide the inclusion of effective defenses, ultimately
enhancing Android security.

1Factors of 1−0.288
1−0.846

and 1−0.546
1−0.846

, respectively.
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EF:

ET1 ET2 ET2
CVE root privileges

Figure 8.1: The exploitation flow EF is a vulnerability-agnostic chain of exploita-
tion techniques ET , with one ET elevating a primitive to a more
powerful form [7]. EF leverages the capabilities of a vulnerability to
gain root privileges ultimately.

1. Introduction

Over the past decade, the mobile phone market has reached an all-time
high, with more than one billion units sold in 2023. Given our daily reliance
on mobile phones for communication, financial transactions, and personal
data storage, this surge in device adoption underscores the critical need
for robust security measures protecting these devices.

Despite the importance of mobile security, recent studies [13, 27, 44, 62,
68] have revealed that Android’s security-critical kernel patches often
lag significantly behind the mainstream Linux kernel. In over 20% of
cases, delays exceeding one year occur [62], mainly due to the downstream
approach of most Android vendors. This delayed deployment of security-
critical patches creates opportunities for malicious actors to attack the
Android Linux kernel. While these attacks would be classified as one-day
exploits due to the known nature of their vulnerabilities, they effectively
function as zero-day exploits during the extensive unpatched period. The
severity of this situation is underscored by findings from Google Project
Zero [9, 47] and Threat Analysis Group [51], which highlight a prevalence
of exploits in the wild targeting these unpatched vulnerabilities in the
Android kernel.

On the defensive side, the mainline Android kernel has seen an increase in
vulnerability-agnostic defenses preventing one-day exploits. While these
defense-in-depth mechanisms may be readily available, their integration
and effectiveness in vendor-supplied kernels are unknown. Consider, for
example, the case of the Pegasus spyware. Using BadBinder, an exploit [48]
known since 2019, malicious actors can infect target devices with their
payload. While an effective defense has been available for over 10 years [49],
its rollout status in vendor-provided kernels is entirely opaque. The ques-
tionable deployment or absence of such defenses leaves devices vulnerable
to one-day exploitation flows (see Figure 8.1), thus creating a significant
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1. Introduction

security gap in the Android ecosystem. Malicious actors can exploit this
and mount attacks against insufficiently protected devices based on public
exploits.

In this paper, we address the inadequate protection of Android devices
against one-day exploitation flows through comprehensive analysis. We
systematically analyze all publicly available one-day exploits targeting
memory safety vulnerabilities in the Android Linux kernel over the past
three years, comprising 26 exploits. In doing so, we unveil the diversity of
these one-day exploits and classify 10 distinct exploitation techniques. In a
subsequent analysis, we examine 8 defense-in-depth mechanisms present in
the mainline Android kernel and find that they effectively prevent 84.6%
of the previously identified one-day exploitation flows. This percentage
serves as the ground truth for how secure mobile devices could be if their
kernels were up to date with the defenses enabled. Given the maximum
achievable security, we can quantify the level of security that is actually
reached in Android devices.

For this, we conduct the first large-scale analysis on kernel-level defense-in-
depth mechanisms for Android devices via a mostly automated approach.
We demonstrate a widespread absence across vendors and uncover flaws
in vendor-specific defenses. In our analysis, we cover Android devices from
all top 7 vendors (e.g., Samsung, Xiaomi, and Huawei), along with three
recognized vendors (i.e., Google, OnePlus, and Fairphone), covering more
than 84% of the global Android device share [6]. We analyze devices from
2018 to 2023 using Android versions 9 to 14 and kernels ranging from
v3.10 to v6.1. In total, we analyze 994 device firmwares and 1533 Android
kernel source codes. Our results suggest that the level of security that is
actually reached is severely lacking compared to the mainline Android
kernel.

Our work presents four novel findings. First, we provide in-depth insights
into the absence of effective defenses in vendor-provided kernels. On
average, only 41.5% of our analyzed one-day exploitation flows can be
mitigated. This varies across vendors, from 28.8% for the least (i.e.,
Fairphone) to 54.6% for the most secure (i.e., Google) vendor, indicating
a 4.62 to 2.95 times worse scenario than the ground truth.

Second, we unveil advancements in two exploitation techniques, enabling
malicious actors to bypass the defense intended against the base technique.
These advancements are applicable in all one-day exploitation flows that
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8. Defects-in-Depth

use the base technique. While these advancements pose additional threats
to Android devices, we discuss potential mitigations.

Third, we uncover 4 and 2 distinct weaknesses in Samsung’s and Huawei’s
vendor-specific defenses, respectively. These issues impact Samsung devices
ranging from Galaxy A04/A14 to Galaxy S23 5G/Ultra, and, thus, the
entire range of low-end to high-end devices, as well as the entire range of
Huawei devices. We demonstrate that these defenses do not fully prevent
the targeted exploitation technique, or we demonstrate modified exploits
that bypass the defense.

Fourth, we discuss factors that may contribute to the lack of effective
defenses. While we observe a correlation between older kernel versions and
higher one-day susceptibility, we reveal that susceptibility extends beyond
mere version correlation. We present factors such as a lack of importance
of security features and vulnerable configurations, as well as performance
costs (confirmed by Google, Samsung, and Huawei), which are particularly
relevant for low-end devices. We also make recommendations to Google
and downstream vendors to improve Android security.

We open source2 our tools that detect the widespread lack of included
and effective defenses.

Contributions. The main contributions of our work are

(1) One-Day Exploitation Insights: We analyze 26 one-day exploits
and classify 10 different exploitation techniques.

(2) Defense Insights: Based on these insights, we demonstrate defenses
for the identified techniques.

(3) Defense Inclusion and Effectiveness Analysis: We unveil a
significant gap between the maximum available security and that
reached by vendor-supplied kernels.

(4) Novel Findings: We present in-depth insights into the absence of ef-
fective defenses in vendor-supplied kernels, exploitation advancements,
weaknesses, and factors likely contributing to the absence of defense.

Disclosure. We disclosed our findings to all 10 vendors. While some
did not respond (e.g., Oppo and Xiaomi), others (i.e., Google, Fairphone,
Motorola, Huawei, and Samsung) acknowledged our findings (fully or
partially), and some of these patched unsecured phones to enhance Android
security.

2https://github.com/IAIK/DefectsInDepth.
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2. Background

Outline. Section 2 provides background. Section 3 shows the high-level
workflow. Section 4 presents the one-day analysis and defense identification.
Section 5 presents the large-scale defense analysis. Sections 6 and 7 discuss
potential solutions and related work. Section 8 concludes our work.

2. Background

2.1. Android Ecosystem and Android Kernels

Android is primarily designed for mobile devices and undergoes active
development led by Google. The Android kernel is based on the Linux
kernel. For major platform releases, Google specifies compatible launch
kernels for new devices and upgrades kernels for existing device updates.

Historically, vendors maintained separate Linux kernel trees for each prod-
uct model, hindering upstream bug fixes due to vendor-specific code and
hardware drivers. Despite the introduction of monthly Android Security
Bulletins in 2015, prior research [23, 68] indicates continued delay in
patch integration. In response, Google introduced the Generic Kernel
Image (GKI) project in Android 11 on kernel versions above or equal to
v5.4, aiming to overcome slow patch adoption. This initiative separates
the Android kernel into a hardware-agnostic core maintained by Google
and vendor-specific modules loaded dynamically. Moreover, it restricts the
Android kernel to some constraints, such as ABI compatibility.

2.2. Kernel Exploitation

Fundamental Kernel Defenses. The Linux kernel employs defense-
in-depth mechanisms to make vulnerability exploitation more difficult.
These are included via the configuration file .config. One fundamental
defense is the WˆX policy, which dictates that sections may never be
writeable and executable. Consequently, an attacker cannot simply inject
instructions for privilege escalation. Kernel Address Space Layout Ran-
domization (KASLR) randomizes the location of binary sections at boot
time. Thus, an exploit typically breaks KASLR through a read primitive
or a side channel [20]. Lastly, Privilege Access Never (PAN) prevents
access to user-accessible memory while in kernel space, mitigating the
control-flow redirection to userspace.
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8. Defects-in-Depth

Kernel Exploitation on Android. The exploitation flow (see Fig-
ure 8.1) of most Android kernel exploits consists of three stages: First, an
adversary breaks KASLR to identify the locations of critical structures.
Second, the adversary obtains an arbitrary read-and-write primitive that
allows them to perform the third step, which is gaining full root privileges.

To break KASLR, an adversary typically triggers a memory safety vul-
nerability, e.g., Use-After-Free (UAF) or Out-Of-Bounds (OOB) access,
to leak a kernel address. By knowing the Android kernel binary under
attack, the adversary then computes the kernel base address. Depending
on how powerful the underlying vulnerability is, the adversary either con-
tinues or re-triggers this (or another) vulnerability to obtain an arbitrary
read-and-write primitive. They then typically manipulate credentials to
elevate their privileges. Furthermore, they tamper with kernel memory to
disable SELinux’s Mandatory Access Control (MAC), obtaining full root
privileges.

Kernel Heap Attacks. Since most memory-safety vulnerabilities con-
cern heap-allocated memory [66], dynamically allocated during runtime,
it is a popular attack target.

Use-After-Free. UAF vulnerabilities occur when a resource that is still
referenced is freed. A typical UAF exploit works as follows: First, an
adversary causes the memory slot of a vulnerable object that is still in use
to be freed. Freeing the memory slot causes the allocator to reuse the slot
for future allocations. Second, they allocate a reallocated object such that
the vulnerable and reallocated objects simultaneously use the previously
freed slot. Third, they use either the vulnerable or the reallocated object to
obtain a read or write primitive for the slot. Exploiting a Double-Free (DF)
or Invalid-Free (IF) vulnerability (which are special cases of a UAF, where
the slot is either freed twice or with an offset) works similarly.

In practice, several challenges render such attacks more difficult to execute.
Most vulnerabilities grant only weak write capabilities, such as zeroing
out memory at a particular offset. Additionally, to successfully exploit a
UAF, the adversary requires knowledge of how the kernel’s allocator (i.e.,
slab allocator) reuses memory slots.

There are generally two ways to exploit this reuse: With in-cache reuse,
the adversary reuses the freed memory slot for another object that lives in
the same slab cache. This only works in caches that contain the vulnerable
and reallocated objects, e.g., kmalloc-* caches. Hence, the adversary
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8. Defects-in-Depth

is limited to objects that have the same (or similar) size and the same
allocation properties as the vulnerable object.

The other way is to use a cross-cache reuse [33, 39, 61] attack. Here,
the adversary frees all slots of a slab page, prompting the slab allocator
to return the slab page that contains the vulnerable object to the page
allocator. The page is then allocated either as a different type of page or
to another slab cache. This allows them to reuse a memory slot between
slab caches of different types, allocation sizes, and allocation properties.

Out-Of-Bounds. Exploiting an OOB vulnerability [12, 66] with write
capabilities follows a similar process. An adversary triggers the OOB
write, often in the form of a linear overflow, to manipulate sensitive
data in an adjacent memory slot (i.e., victim object). This sensitive
data typically references a vulnerable object, e.g., through a reference
counter or data pointer [39, 43]. The adversary then forces the memory
slot of the vulnerable object into a state where it is referenced twice.
This upgrades the OOB write to be exploited analogously to the UAF
three-stage exploitation flow typically.

3. High-Level Workflow

This section presents the high-level workflow of our study, depicted in
Figure 8.2. It consists of three main components: the One-Day Exploitation
Analysis and Defense Inclusion and Effectiveness Analysis, both of which
yield Novel Findings.

In the One-Day Exploitation Analysis (see Section 4), we manually analyze
all publicly available one-day exploits targeting memory safety vulnerabil-
ities in the Android Linux kernel from the last three years. Our goal is to
identify the exploitation flows employed in these exploits. In this context,
we refer to an exploitation flow (see Figure 8.1) as a vulnerability-agnostic
chain of exploitation techniques that exploit a vulnerability to gain full
root privileges. An exploitation technique is a reusable and reasonably
generic strategy for transforming an exploit primitive into a more powerful
one [7]. In our study, we analyze 26 one-day exploits and uncover a diverse
range of exploitation flows, with 10 used exploitation techniques. In a
subsequent analysis, we identify 8 defense-in-depth mechanisms present in
the mainline Android kernel v6.1, mitigating most exploitation techniques
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4. One-Day Exploitation Analysis

and, hence, 84.6% of exploitation flows. This percentage serves as the
ground truth for the maximum achievable security of mobile devices.

In the Defense Inclusion and Effectiveness Analysis (see Section 5), we
collect Android kernels released by all top mobile phone vendors (i.e.,
Samsung, Xiaomi, Oppo, Vivo, Realme, Huawei, Motorola, Google, One-
Plus, and Fairphone) between 2018 and 2023. Our goal is to determine
the inclusion and effectiveness of defense mechanisms in protecting these
mobile devices. For this, we collect 994 device firmwares and 1533 kernel
source codes. Our analysis reveals that a significant portion of the analyzed
device firmwares lacks multiple defenses, and some of the defenses are
flawed, leaving devices vulnerable to multiple of the one-day exploitation
flows analyzed in our one-day exploitation analysis.

Our analysis reveals four Novel Findings. First, we reveal the widespread
absence (see Section 5.3.1) of included and effective defenses against
one-day exploitation flows across vendors. Second, we demonstrate ad-
vancements in two exploitation techniques (see Sections 5.2.3 and 5.2.4).
While these advancements enable bypassing the defense intended against
the base techniques, we discuss potential solutions. Third, we uncover 4
and 2 weaknesses (see Sections 5.2.5 and 5.2.6) in Samsung’s and Huawei’s
custom defense, respectively. Lastly, we discuss (see Section 6) factors
potentially contributing to the absence of effective defenses and offer
improvement recommendations.

4. One-Day Exploitation Analysis

In this section, we elaborate on our systematic analysis of all publicly
available one-day exploits targeting memory safety vulnerabilities in the
Android Linux kernel over the past three years. We identify and examine 26
exploits, demonstrating that their exploitation flow uses one or more of the
10 exploitation techniques outlined in Section 4.1. These techniques follow a
generic strategy for transforming an exploit primitive into a more powerful
one. In Section 4.2, we demonstrate that defense-in-depth mechanisms
present in the Android kernel v6.1 can mitigate 22 (i.e., 84.6%) one-day
exploitation flows. Lastly, Section 4.3 demonstrates that the remaining
4 one-day exploits either exploit substantially powerful vulnerabilities or
can be mitigated by a defense currently in development [46].
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4. One-Day Exploitation Analysis

1 struct list_head {
2 struct list_head *next;
3 struct list_head *prev;
4 };
5 /* Unlinks element e */
6 void list_del(struct
-> list_head *e) {

7 e->next->prev = e->prev;
8 e->prev->next = e->next;
9 }

Listing 8.1: Unlinking operation.

1 struct binder_thread {
2 struct list_head wait;
3 struct task_struct *task;
4 };
5 void remove_wait_queue(struct
-> binder_thread *bt) {

6 /* Trigger unlinking */
7 list_del(&bt->wait);
8 }

Listing 8.2: Trigger unlinking.

One-Day Exploits. We obtained 26 one-day exploits (see Table 8.1)
from public sources, e.g., Google Project Zero [47], Blackhat [35], Git-
hub [42], or other websites [59]. Our selection consists of one-days exploiting
memory safety vulnerabilities, as the Android kernel has established
defenses to prevent their exploitation. By including other vulnerabilities,
such as logical (e.g., CVE-2022-22706) and GPU (e.g., CVE-2023-33107)
flaws, we expect that the susceptibility to one-day exploits increases as
the mainline Android kernel does not yet effectively mitigate them. Our
study spans the last 3 years, from 2020 to November 2023. This aligns
with Google Project Zero’s efforts to track zero-day exploits targeting
Android devices. Earlier public exploits are less documented, so we focus
on this more recent timeframe [50].

4.1. Identified Exploitation Techniques

We observe that most one-day exploits have distinct exploitation flows
to convert one or more memory safety vulnerabilities into either an arbi-
trary read-and-write primitive or code modification (see Table 8.1). By
examining these exploitation flows, we identify 10 exploitation techniques.

We refer to an exploitation technique as a strategy for turning one exploita-
tion primitive into a more powerful one, with examples of primitives being
n-byte OOB write, UAF write, program counter control, or arbitrary read
and write. We classify exploitation techniques based on strategies that
recur over multiple one-days and are reasonably generic [7]. An example
of a technique is control-flow hijacking, which turns program counter
control into code execution and is used by multiple one-days. Another
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① ②

③ ④

wait: wait:
next
prev

next
prev

next: bt2.wait
prev: bt0.wait

next: bt3.wait
prev: bt1.wait

binder thread 1 binder thread 2

wait: wait:
next
prev

next
prev

iov len
iov base

next: bt2.wait
prev: bt0.wait

iov len: 0x1000
iov base: 0x800000

binder thread 1 binder thread 2
iovec array

wait:
next
prev

iov len
iov base

iov len: 0x1000
iov base: bt0.wait

binder thread 2
iovec array

ssize_t readv(...) {
copy_to_user(iovec->iov base, f->pdata);

}
ssize_t writev(...) {
copy_from_user(f->pdata, iovec->iov base);

}

Figure 8.3: Exploitation example of the unlink operation.

example is the unlink operation, which may turn an OOB or UAF write
of a double-linked list into a once-triggerable write or read primitive.

ET1: Unlink Operation. By exploiting a vulnerability, an adversary
ensures that a victim object resides in the same memory slot as a double-
linked list, i.e., list head with next and prev (see Listing 8.1). The
adversary then initiates the unlinking via list del, resulting in a write
to the victim object. The one-days CVE-2019-2215, CVE-2019-2025, and
CVE-2020-0030, for example, leverage this unlink operation to first leak
binder thread->task, whose layout is shown in Listing 8.2, and then
overwrite task->addr limit (ET2).

Figure 8.3 illustrates an exploitation example [48], where initially, an
adversary prepares a double-linked list ①. They then exploit a vulnera-
bility to ensure that the second wait entry (binder thread 2.wait or
short bt2.wait) resides in the same memory slot ② as an iovec ob-
ject. This iovec stores a user buffer, with iov base/len being the user
buffer’s pointer/size, commonly used for file reading or writing. Executing
remove wait queue on the first wait entry (bt1.wait) overwrites the
iov base of the second wait entry with bt1.wait->prev ③ (at Line 7 of
list del). Consequently, the buffer iovec now points to binder thread -

0.wait (short bt0.wait). These exploits then use the iovec read/write
functionality ④ (e.g., readv or writev) to write to or read from the
iovec->iov base and, hence, bt0.wait. This approach is used to leak
binder thread->task and overwrite task->addr limit. While this ex-
ample shows the usage of iovec (which has been fixed for v4.13 [2]),
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4. One-Day Exploitation Analysis

1 u64 access_ok(const void __user *addr, u64 size) {
2 return (u64)((u65)addr + (u65)size <= (u65)current->addr_limit +
-> 1);

3 }
4 u64 copy_from_user(void *to, const void __user *from, u64 n) {
5 u64 res = n;
6 if (access_ok(from, n))
7 res = raw_copy_from_user(to, from, n);
8 return res;
9 }

Listing 8.3: Userspace data copy function validates with access ok whether addr
refers to userspace memory.

other security-critical objects can also be misused, e.g., msg msg [43] or
pipe buffer in CVE-2021-0920.

ET2: addr limit Overwrite. This technique turns a task->addr -

limit overwrite into an arbitrary read and write. AArch64 kernels below
v5.11 include addr limit in task, which holds the highest address acces-
sible within user-data copy functions, e.g., copy * user. These functions
call access ok to validate that the user address is lower than addr limit

(see Line 6 of Listing 8.3), aiming to ensure user address access. How-
ever, by overwriting addr limit with KERNEL DS (i.e., -1), an adversary
can deceive the kernel into legally accessing kernel memory within these
copy functions. Hence, syscalls (e.g., read and write) using these copy
functions can be misused as an arbitrary read-and-write primitive.

ET3: pipe buffer Overwrite. Overwriting the pipe buffer yields
an arbitrary read and write as follows. Initially, an adversary requires an
arbitrarily triggerable overwrite capability for a pipe buffer object that
is still in use. One approach is to exploit a UAF vulnerability so that a
pipe buffer and a specific object (e.g., eventfd ctx or signalfd ctx)
reside in the same memory slot. Since this specific object is writable
from userspace, it enables manipulating pipe buffer (e.g., eventfd ctx

for CVE-2021-22600). Another approach enforces the coexistence of a
pipe buffer and the backed physical page of another pipe buffer in the
same slot (cf. CVE-2022-22265).
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① ②

③ ④

page
offset
len

pipe buffer

page count
offset
len

pipe buffer eventfd ctx

ssize_t eventfd_signal_mask
(eventfd_ctx *ctx, u64 n)

{ ctx->count += n; }

ssize_t pipe_read(...)
{ copy_to_user(pipe buffer->page, uaddr); }
ssize_t pipe_write(...)
{ copy_from_user(uaddr, pipe buffer->page); }

Figure 8.4: Exploiting pipe buffer to obtain an arbitrary r/w.

Figure 8.4 illustrates the exploitation of CVE-2021-22600. In ①, the
memory layout of a pipe buffer is shown with its members page, offset,
and len. Step ② exploits the vulnerability where afterward pipe buffer

and eventfd ctx reside in the same memory slot, and page and count

coexist on the same address. Calling eventfd signal mask ③ allows
to change count and, hence, pipe buffer->page. Consequently, pipe -

read/write ④ read from or write to this controlled address, granting an
arbitrary read and write.

ET4: Control-Flow Hijacking. Various one-day exploits perform a
Control-Flow Hijacking (CFH) attack, leveraging an overwrite capability
of either a function pointer or a pointer to a function pointer. Compared
to x86 64 exploitation, they do not resort to Return-Oriented Program-
ming (ROP) [10]. Instead, they identify an execution path resulting in
an arbitrary read-and-write primitive. For instance, CVE-2023-0266 over-
writes the f ops pointer (referencing a table of function pointers for
file interactions) of ctl file. As a result, the syscalls read and write

confuse the void *pdata member of ctl file, leading to a misuse of
copy * user and yielding an arbitrary read-and-write primitive.

ET5: Ret2bpf. Ret2bpf serves as an alternative to ROP, offering a
similarly potent capability [8, 28]. Its prerequisites [28] involve hijacking
the control flow (ET4), partial control of the first argument register,
control over the second argument register, and a controllable data region.
In ret2bpf, a data region is crafted to contain valid eBPF [8] instructions,
performing, for instance, an arbitrary read and write. With the CFH
primitive and the crafted eBPF instructions, ret2bpf performs a CFH
attack to execute bpf prog run(regs, inst). This function interprets
the crafted eBPF instructions as if the eBPF verifier had validated them.
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4. One-Day Exploitation Analysis

kernel code
D Table 0

D Table 1

D Page

D Block M

kernel pgd

writable
user/kernel accessible

Level 0

Level 1

Level 2

4 kiB Page

1GiB Page

Figure 8.5: KSMA: Due to a write capability to page table level 0, an adversary
maliciously overwrites the D Block M entry to refer to kernel code as
writable and user accessible.

Here, inst is the data region holding the crafted eBPF instructions, and
regs represents a writable section used for registers.

ET6: Slab Freelist Corruption. This exploitation technique turns a
once-only OOB or UAF write into a memory slot overwrite capability. It
requires a memory slot that is currently in the freed state. By exploiting
a write capability on this free slot (e.g., zeroing memory due to a UAF or
OOB write), an adversary manipulates a freelist pointer stored within the
free slot. Then, by allocating an object, the adversary illegally reclaims the
memory slot referenced by the corrupted freelist pointer. This allocated
object typically grants overwrite capabilities for the reclaimed memory
slot.

ET7: KSMA. Yong et al. [64] introduced the Kernel-Space Mirroring
Attack (KSMA), which transforms a once-triggerable write primitive into
a kernel code manipulation capability. This transformation is done by
manipulating a page table level 0, called Page Global Directory (PGD)
(e.g., swapper pg dir), representing the kernel address space.

Specifically, KSMA forges an entry within the kernel’s page table level 0,
designating its address range as accessible from user and kernel space. This
forged entry is marked as a 1GB huge page and references kernel code.
Consequently, the entire kernel code (including kernel data) is readable and
writable from userspace. The page-table layout after performing KSMA
is shown in Figure 8.5 with a 3-level page-table translation (i.e., 39 bit
Virtual Address Size (VA SIZE) and 4 kiB page size, but it works similarly
for other configurations). This kernel code modification is then utilized to
disable SELinux and manipulate a syscall to elevate the privileges.
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arbitrary
physical page

D Table 0

D Table 1

D Page

D Page M

user pgd

writable
user accessible

Level 0

Level 1

Level 2

4 kiB Page

4 kiB Page

Figure 8.6: Dirty PageTable: With an arbitrary page table level 2 write capa-
bility, an attacker tampers the D Page M entry to refer to an arbitrary
page as writable and user accessible.

ET8: Dirty PageTable. Dirty PageTable [59] shows how page-table
tampering results in an arbitrary read and write on Android (where
Maar et al. [39] show generic page-table manipulation). It exploits a
UAF (cf. CVE-2022-28350 and CVE-2020-29661) or DF (cf. CVE-2023-
21400) for a cross-cache attack [61]. This causes an object with arbitrary
overwrite capabilities (e.g., signalfd ctx for CVE-2023-21400) to reside
in the same memory slot as a page table used for user address translation.
Figure 8.6 shows this, where an adversary has an arbitrary overwrite to
the page-table entry D Page M due to the cross-cache attack. By triggering
the overwrite, they gain control over the page frame number of this entry.
Reading or writing to the user address using this page-table entry gives
them arbitrary physical memory access.

ET9: DirtyPipe. The DirtyPipe attack [30] exploits an uninitialized
variable to escalate privileges. The CVE-2022-0847 vulnerability allows
to use the pipe buffer.flags variable uninitialized. Consequently, this
vulnerability allows overwriting of any file contents in the page cache, also
in the case of read-only files, which results in privilege escalation.

ET10: DirtyCred. The DirtyCred exploit [34] allows an attacker to
escalate privileges. It exploits a file UAF to free a writable file currently
in use. Prior to this invalid free, it performs a write operation to the file
and stalls this write operation. After the free, it reclaims the file object
for a read-only high-privilege file. Continuing the stalled write operation
now writes to the read-only high-privilege file. With this file manipulation,
DirtyCred can, e.g., overwrite a kernel module with malicious code to
construct an arbitrary read and write.
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4.2. Defenses to Prevent Exploitation Flows

We identify 10 defense-in-depth mechanisms present in the Android kernel
v6.1 or provided by vendors. They prevent exploitation techniques and,
hence, exploitation flows, with the findings shown in Table 8.1 and detailed
in Table 8.2.

DM1: CONFIG DEBUG LIST. This defense includes checks in del list

whether e->next->prev == e and e->prev->next == e. If these checks
fail, the entry will not be unlinked. Thus, it mitigates the unlink operation
(ET1). In Figure 8.3, for instance, overwriting from step ② to ③ is
prevented as iovec->iov base is not equal to bt1.wait.

DM2: CONFIG ARM64 UAO. User-Access Override (UAO) [9] is a hard-
ware-enforced defense that aims to mitigate addr limit overwrite (ET2).
It introduces new unprivileged load and store instructions that behave
like privileged ones when the UAO bit is set. This restricts user-data copy
functions, e.g., copy * user, from being misused to read from or write to
kernel addresses directly.

DM3: kmalloc-cg-*. Linux kernels above v5.13 support heap seg-
regation at the allocator cache level. It separates caches to provide a
designated cache for security-critical data marked as accounted, such as
for msg msg, pipe buffer, file, and task struct. For generic caches,
a cache for non-security-critical data (i.e., kmalloc-*) and a cache for
security-critical data (i.e., kmalloc-cg-*) are created. Free and available
cached objects will never share the same memory slots within these caches.
Hence, this mitigates the pipe buffer overwrite (ET3) and unlink op-
eration (ET1 with security-critical objects), as these techniques rely on
security-critical and non-security-critical data sharing the same memory
slot. While adversaries might consider cross-cache attacks, three challenges
arise with this approach, making the transition infeasible. First, for generic
caches, the success rate significantly decreases to 40% [61], with failure
scenarios potentially resulting in a crash. The small success rate makes
this approach impractical since the cross-cache reuse only pertains to
a small part of the exploit and may need multiple repetitions. Second,
exploits that engage in cross-cache attacks typically rely on prior in-cache
reuse attacks to stabilize the exploit. For instance, CVE-2022-22265 sta-
bilizes by in-cache reallocating the double-freed slot of the pipe buffer

as an iovec multiple times. Separating the pipe buffer from objects
intended for stabilizing, such as iovec, makes the exploit unstable, mostly
resulting in a crash, successfully preventing exploitation. A similar applies

275



8. Defects-in-Depth

to CVE-2023-21400, where seq operations (accounted) are prevented
from being in-cache reallocated as signalfd ctx (not accounted). Third,
various UAF exploits (e.g., CVE-2021-0399) offer a tight time window in
which an in-cache attack is exploitable. In contrast, cross-cache attacks
require more time due to the recycling/reclaiming of the slab page to/from
the page allocator [61], making small windows not exploitable.

DM4: CONFIG CFI CLANG. Control-Flow Integrity (CFI) [1, 3] restricts
the control flow to an approximate Control-Flow Graph (CFG), limiting
the targets for CFH attacks (ET4). The Android kernel uses Clang’s
implementation [3], providing function-signature-grained CFI. It prevents
CFH attacks that overwrite function pointers with arbitrary functions,
e.g., CVE-2021-1905 and CVE-2021-0399.

DM5: CONFIG BPF JIT ALWAYS ON. To mitigate ret2bpf (ET5), this
defense mechanism forces BPF to always use the JIT engine instead of the
interpreter. Consequently, the bpf prog run function used by ret2bpf
is not compiled and, therefore, cannot be called, preventing ret2bpf.

DM6: CONFIG SLAB FREELIST HARDENED. To mitigate the manipu-
lation of slab allocator metadata, this defense hardens the slab allocator
by adding sanity checks. This includes XORing the freelist pointer with a
pseudo-random number, preventing slab freelist corruption (ET6).

DM7: CONFIG INIT ON ALLOC DEFAULT ON. It zeroes out the mem-
ory slot for both allocations by the page and slab allocator. Consequently, it
greatly minimizes the exploitability of uninitialized values. It prevents the
exploitation of DirtyPipe (ET7) as the uninitialized pipe buffer.flags

cannot be misused to overwrite file content in the page cache.

DM8: KSMA Protection. In response to KSMA (ET8), researchers
proposed to move all kernel level 0 global page tables (e.g., swapper pg -

dir and tramp pg dir) to a read-only section [63]. As a result, these page
tables cannot be manipulated for a huge kernel memory mapping (e.g.,
1GiB) that is writable from userspace, thus preventing KSMA.

DM9: Samsung RKP. Samsung’s Real-time Kernel Protection (RKP)
[15] employs hypervisor-based protection designed to mitigate code modi-
fication, data modification, and control-flow hijacking in the kernel. To
address kernel code modification, RKP ensures the integrity of page tables
(ET8 and ET9) and code by mapping them as read-only, protected by the
hypervisor. Hypervisor calls permit legitimate writes to these protected
pages. RKP also limits CFH attacks (ET4) by including checks before
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indirect branches that restrict control-flow transfers to a function-grained
CFG.

DM10: Huawei HKIP. Huawei Kernel Integrity Protection (HKIP) [24]
employs hypervisor-based protection that protects kernel code and critical
kernel data. It also limits privilege escalation and protects additional
control-flow-related data. To achieve this, HKIP ensures the integrity of
certain page tables (ET8 and ET9), addr limit (ET2), CFI metadata,
and eBPF interpreted code by protecting them via the hypervisor. Hy-
pervisor calls or exceptions to the hypervisor permit legitimate writes to
these protected pages. Protecting CFI metadata only provides additional
protection for modules and not against the CFH technique. Similarly,
protecting the eBPF-interpreted code does not prevent against ret2bpf,
as it only safeguards the already interpreted instructions.

Further defenses. The ongoing research in improving kernel security
yielded results with various kernel defenses. For instance, CONFIG HARD-

ENED USERCOPY restricts copy * user from reading and writing out of
bounds [60]. Other examples include CONFIG INIT STACK ALL ZERO mit-
igating uninitialized stack variable exploitation [37] and CONFIG STACK-

PROTECTOR STRONG providing stack protection [25]. While these defenses
cover a broad range of vulnerability mitigation, our focus is specifically
on defenses against one-day exploitation flows on the Android kernel
(DM1-10).

4.3. Unpreventable Exploitation Flows

We identify 4 one-day exploitation flows targeting the Android kernel that
remains unpreventable by mainline defenses. Among these, DirtyCred
(cf. CVE-2021-4154) presents a powerful technique that falls beyond the
defense prevention scope. A similar applies to the CFH one-day (cf. CVE-
2023-26083,-0266), redirecting the control flow to perform an arbitrary
read and write without violating signature-based CFI.

While our identified defenses do not effectively prevent two other one-days
(Dirty PageTable, cf. CVE-2022-28350 and CVE-2020-29661), researchers
are actively developing a new defense mechanism specifically designed to
counter cross-cache reuse attacks [46]. This mitigation strategy involves
switching the allocation of memory slots cached by the slab allocator
from physical to virtual pages, thereby preventing the reuse of slab pages
returned by the page allocator.
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5. Defense Inclusion & Effectiveness Analysis

In this section, we outline our systematic analysis demonstrating a wide-
spread deficiency of included defense mechanisms across vendors as well as
shortcomings of certain defenses. Our approach (see Figure 8.2) consists
of three mostly automated stages: Initially, we collect kernel source codes
and firmwares (see Section 5.1) for Android devices from 10 vendors. We
then analyze kernel codes (see Section 5.2) to assess the effectiveness of
defenses provided by the mainline kernel or vendors. Lastly, we analyze
firmwares (see Section 5.3) to detect included effective defenses in devices.

Android Devices. For our analysis (done in November 2023), we cover
Android devices from vendors that constitute more than 84% [6] of the
global market. These include the top 7 vendors [6], i.e., Samsung, Xiaomi,
Oppo, Vivo, Huawei, Realme, and Motorola, along with Google, OnePlus,
and Fairphone. We assess devices released between 2018 and 2023, utilizing
Android versions 9 through 14 and kernels ranging from v3.10 to v6.1.
These Android versions account for a share of more than 86% [5], with
specific percentages for Android 13, 12, 11, 10 and 9, being 25.7%, 21.3%,
17.3%, 13.9%, and 8.7%, respectively. Android 14, while at a negligible
market share at the moment, is also considered.

We decided to start with phones released in November 2018 (5 years from
the start of this work), as the lifespan of Android phones is 4-6 years (4y for
Huawei, 5y for Google, and 6y for Samsung) [16, 55]. Hence, our selection
ensures a comprehensive overview of the current device landscape.

5.1. Collection of Firmwares and Kernel Codes

This step automatically collects firmwares (not protected by captchas)
and kernel code. To achieve this, we implement a Python script using
Selenium that crawls web pages to collect firmwares and kernel source
code from our 10 vendors. We manually collected firmware protected by
captchas or other automation detections (i.e., ≈ 45.3%).

Firmwares. Our 10 vendors produced 1698 devices between November
2018 and November 2023 (see Table 8.4). For 1109 of them, firmwares
were provided, where we only considered the most recent release either
officially (e.g., Google) or via an intermediate supplier (e.g., Oppo).
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Kernel Codes. We collected 1533 kernel codes (see Table 8.4) with
different releases for the same device (e.g., Samsung and Huawei) where
available. Other vendors (e.g., Google and Vivo) use the same kernel code
for multiple devices, resulting in less collected code than firmwares.

5.2. Analysis of Kernel Source Codes

We examine kernel source codes for efficacy against exploitation techniques.
Initially, we provide evidence that our identified defenses (see Sections 5.2.1
and 5.2.2) reflect the real world of mitigating exploitation techniques.
However, we also identify shortcomings in these defenses. We show that
they can be bypassed, indicating that their efficacy is less than intended
due to advanced techniques (see Sections 5.2.3 and 5.2.4) or weaknesses
(see Sections 5.2.5 and 5.2.6).

5.2.1. Mainline Defenses in Downstreamed Kernels

7 of the 8 mainline defense mechanisms are intrinsically tied to the core
functionality of the Android kernel:

• Associating specific defenses with versions, i.e., DM3.
• Not compiling dangerous functions, i.e., DM5.
• Replacing non-hardened with hardened functions, i.e., DM1/4/6/7/8.

For example, CONFIG DEBUG LIST (DM1) uses the hardened function
list add valid to validate metadata in double-linked lists. Another

example is kmalloc-cg-* (DM3), which utilizes a segregated set of
allocator caches for kernel versions 5.13 and above. The exception is
CONFIG ARM64 UAO (DM2), which is hardware-dependent. Although our
analysis might identify this defense as present, this defense can be bypassed,
as we demonstrate in Section 5.2.4. Hence, regardless of whether it is
enabled, it does not protect addr limit overwrite (ET2).

5.2.2. Identified Downstream Defenses

Some vendors provide custom defenses to improve kernel security. We
semi-automatically analyze the 1533 collected kernels and provide evidence
of 3 vendor-specific downstream defenses against the identified exploitation
techniques. The analysis works as follows: First, we automatically collect
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Figure 8.7: Advanced KSMA: ① Initial 4-level page table translation with the
level 0 table mapped as read-only. ② Modifies the level 0 mapping
to mark it as writable ❶, overwrites D Table M ❷, and appends D -

Block M ❸, to have a 1GiB mapping accessible from userspace.

the configuration flags in the ./security subdirectory and in the files that
require changes to mitigate exploitation techniques, e.g., vmlinux.ld.S
and mmu.c to prevent KSMA (ET8). Second, we manually analyze those
flags collected from downstream kernels that are not present in the mainline
kernel (i.e., Google). Our analysis results in Samsung RKP (DM9), Huawei
HKIP (DM10), and CONFIG PG DIR RO from Vivo (which we consider
in the firmware analysis as DM8). We also received confirmation from
Fairphone and Motorola that they do not include vendor-specific defenses.

5.2.3. Advanced Kernel-Space Mirroring Attack

Despite the KSMA mitigation patch, we present an advancement in
reenabling KSMA. Its prerequisite is the same constraint write capability
as the base KSMA (ET8), but it uses it twice: First, it changes the
mapping of the level 0 PGD to writable, and second, it maliciously inserts
the page-table entry into the PGD. For a 48 bit VA SIZE system with 4-
level translation, our technique triggers the write three times, as depicted
before ① and after ② the attack in Figure 8.7. The first write changes
the PGD mapping to writable ❶, while the second changes the PGD
entry to user accessible ❷. The third write inserts then the entry ❸ in the
page-table level 1.
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For this technique, the locations of three page-table pages (level 0, level
1, and level 3’ corresponding to the mapping level 0 as read-only) are
crucial. Depending on whether CONFIG UNMAP KERNEL AT EL0 is active,
swapper pg dir or tramp pg dir is used as a level 0 page. A KASLR
code leak, combined with knowledge of the kernel binary under attack,
is sufficient to obtain these locations since both locations are mapped to
a fixed offset to the kernel base address. This step is also needed for the
base KSMA.

Both level 1 and level 3’ are allocated via the page allocator during
the early initialization stages and accessed via the Direct-Physical Map-
ping (DPM) [40], which is a virtual memory mapping to the entire physical
memory. Since the page allocator returns the same physical page during
different boots, their locations can be determined. The DPM may be ran-
domized on newer Android kernels (e.g., v6.1). To overcome randomization,
a heap address leak is typically sufficient to derandomize the DPM, as
the kernel heap uses the DPM directly. Typically, leaking a heap address
requires no additional effort beyond leaking the kernel base address.

Armed with the three page-table locations, our advanced KSMA uses the
write capability three times to obtain kernel code modification, which no
mainline defense can prevent. The level of difficulty of our advancement
is similar to the base KSMA, but the write capability is triggered three
times, and for recent Android versions, a heap leak is required.

Experiments. Our setup involves a buildroot filesystem with an Android
kernel (aarch64 with a 48 bit VA SIZE), specifically v5.15 and v6.1. We run
it inside a virtual machine with 4 cores and 4GB RAM via QEMU 6.2.0.
We introduce a write primitive and run our exploits as an unprivileged
user, giving them the same capabilities as the base KSMA version. As
a result, we successfully execute our advanced KSMA and obtained an
arbitrary code modification primitive.

Mitigation. Our advanced KSMA requires the locations of all mapping
page tables that are not randomized during the early initialization process.
Hence, an adversary can still deduce their location by knowing the kernel
binary under attack (and a heap leak for v6.1). To counteract the advanced
KSMA, we propose randomizing the locations of the page tables during
this early initialization stage, ensuring that adversaries cannot obtain
information about the page’s location.
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5.2.4. Shortcoming of User Access Override

The UAO feature is believed to prevent the addr limit overwrite (ET2)
[36] effectively. This technique manipulates addr limit with KERNEL DS

to facilitate, for example, pipes for arbitrary kernel reads and writes.
Specifically, it first writes the pointer to a userspace buffer to one pipe
end. It then performs a read syscall with a kernel address as an argument,
prompting the userspace copy function to write the userspace buffer’s
content to this kernel address. With UAO enabled, setting addr limit

to KERNEL DS prevents the first write operation. Moreover, setting addr -

limit to USER DS prevents the second write to kernel memory.

However, since addr limit operates at thread granularity, we spawn two
threads, T1 and T2, where we only illegally overwrite the addr limit of
T2 with KERNEL DS. We leverage T1 to perform the first write and T2
for the second write. As a result, we can bypass UAO without further
restrictions. Prior work [9] has presented similar bypasses.

Mitigation. A mitigation would be to remove the addr limit func-
tionality or use kernels above v5.11, which do not support addr limit

anymore.

5.2.5. Samsung RKP Weaknesses

We inspect Samsung RKP [15], designed to prevent page-table manip-
ulation and limit CFH attacks. However, we demonstrate that various
RKP variants only protect certain page tables and, thus, do not mitigate
page-table manipulation. They also provide less CFH protection than the
mainline defense.

Analysis. For each of these findings, we provide statistical data on
their occurrence, collected using the following approach. We first perform
automated source code analysis, followed by manual verification. We
then conduct experiments to demonstrate the severity of these identified
problems.

Findings. First, some kernels have RKP disabled and do not map
tramp/swapper pg dir or tramp pg dir as read-only. Compared to the
mainline defense, this results in less security as an adversary can directly
perform KSMA. We found this weakness mostly in low-end devices such as
Galaxy A04/A14 (i.e., released 2022/2023), missing both pages and Galaxy
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M10 (i.e., released 2019), missing tramp pg dir, representing 25.4% and
1.7% of kernels, respectively.

Second, while some variants protect page tables used for userspace address
translation, we observe a strong tendency to exclude this protection
towards new high-end devices such as Galaxy S23 5G. Specifically, we
observe that less than 53% of devices include this protection, indicating
that more than 47% are vulnerable to Dirty PageTable [59].

Third, CONFIG FASTUH RKP is a performance-optimized RKP variant in-
cluded in over 60% of all v5.4 kernels, providing a maximum number
of read-only pages protected by the hypervisor. If the system demands
more, RKP resorts to allocating unprotected pages. An adversary can
exhaust these read-only protected pages and, subsequently, perform Dirty
PageTable. This performance-optimized RKP variant is available for lower-
end devices, e.g., Samsung Galaxy J6, and for high-end devices, e.g., Sam-
sung Galaxy S20 FE and S21+ 5G. Similarly, CONFIG TIMA RKP provides
similar weak protection for page tables, mainly used by older devices.

Fourth, CONFIG RKP CFP JOPP/ ROPP aim to mitigate CFH attacks [15]
by providing function-granular CFI (JOPP) and return address protection
(ROPP). However, our analysis of exploitation flows reveals that all 6 CFH
attacks redirect the control flow with at least function granularity. Hence,
both defenses are ineffective in mitigating any of the CFH attacks.

Experiments. For the first weakness, we use the same setup as for our
advanced KSMA technique and overwrite unprotected page-table pages
to perform KSMA. We then implement POCs for the other weaknesses
on a Samsung Galaxy S20 FE, where we modify the kernel code to
obtain the corresponding primitive. For the second weakness, we use
the introduced write primitive for a page table used for a userspace
address translation to successfully perform Dirty PageTable. For the third
weakness, we demonstrate that we can drain the protected pages with
memory exhaustion. We then prompt the kernel to allocate a page that
should be protected, but this is not due to memory exhaustion. For the
fourth weakness, we demonstrate that RKP does not mitigate control-flow
hijacking to arbitrary functions. As a result, control-flow protection does
not prevent the 6 CFH attacks we analyzed.

283



8. Defects-in-Depth

5.2.6. Huawei HKIP Weaknesses

We examine Huawei’s HKIP [24], particularly regarding the protection
against KSMA and Dirty PageTable.

Analysis. We observe that HKIP is only included in certain devices
and enabled in about 62%. In the following, we analyze HKIP and ex-
perimentally demonstrate the absence of protection for crucial page-table
pages.

Findings. First, HKIP protects page-table pages that are allocated for
kernel address translations (e.g., via pte alloc one) in a specific virtual
address range. As a result, HKIP does not protect page tables for userspace
address translations, leaving devices vulnerable to Dirty PageTable.

Second, while HKIP protects the ttbr (hardware register that stores the
current PGD for address translation) switch, it may not be compatible
with frequent ttbr switching defenses, i.e., software PAN (CONFIG ARM64 -

SW TTBR0 PAN) switches the ttbr for each copy * user and Meltdown
protection (CONFIG UNMAP KERNEL AT EL0) for each user kernel switch. No
device has HKIP with either one of these two enabled, leaving these devices
vulnerable to KSMA.

Experiments. We could not run experiments with the Huawei kernel
source codes as they either had compilation errors, no defconfig (e.g.,
ranchu64) viable for virtual environments or failed to boot in QEMU.
Therefore, we adapted a Google kernel v4.14 to tag pages that HKIP would
have protected. For our page-table manipulation attacks, we experimentally
observed that HKIP does not protect page-table pages that KSMA and
Dirty PageTable manipulate.

5.3. Analysis of Firmwares

This work refers to the firmware as the stock ROM, the original software
loaded onto the device by the vendor. It consists of multiple images [4],
such as the system and boot image. Figure 8.8 shows the automated
workflow of our implemented Python script, extracting the necessary
metadata for defense detection. It first extracts the boot image ① using
open-source tools, which requires different tools [21, 31, 32, 52, 56] as
vendors encode the boot image differently. It then extracts the kernel
binary ② using unpack bootimg [35]. Lastly, it uses kallsyms finder and
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Figure 8.8: Workflow of extracting kernel.elf and kallsyms from the firmware,
required for the defense detection.

vmlinux to elf to reconstruct the symbols (i.e., kallsyms) and convert
the kernel binary to an analyzable ELF (i.e., kernel.elf) ③ [41].

The kallsyms and kernel.elf components form the basis of defense detec-
tion. Our Python script uses kallsyms to identify global functions within
the kernel binary, allowing us to deduce the active defense mechanisms.
The presence of list add valid in kallsyms, for instance, indicates the
status of CONFIG DEBUG LIST (DM1). Our script does similar assessments
for other defenses (see Table 8.3). It uses the kernel.elf to determine the
status of KSMA protection (DM8) and CONFIG SLAB FREELIST HARDENED

(DM6). For KSMA protection, all PGDs (e.g., swapper pg dir) must be
mapped in a read-only section. The presence of calling get random long

within kmem cache create indicates the status of CONFIG SLAB FREEL-

IST HARDENED.

Our evaluation also includes five features for system security; KASLR
(CONFIG RANDOMIZE BASE), code write protection (CONFIG STRICT KER-

NEL RWX), freelist randomization (CONFIG SLAB FREELIST RANDOM), re-
stricting user access in kernel (CONFIG ARM64 (SW TTBR0 )PAN), and Melt-
down protection (CONFIG UNMAP KERNEL AT EL0).

Evaluated Firmwares. Out of the 1698 released and 1109 collected
devices, our analysis extracted 994 firmwares, resulting in a collection rate
of 58.5%, which aligns with prior work on reverse engineering firmwares [11,
14, 65].

Due to the unavailability of certain firmwares, our analysis could not cover
all released devices. However, we observed that the missing firmwares are
distributed either normally regarding device age, such as those from Huawei
and Vivo, or tailored to older devices, as seen with Xiaomi and Realme.
Given our finding that older devices tend to include fewer defenses, our
analysis provides conservative results. Thus, we anticipate the real-world
scenario to be even more concerning.
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①

②

❶

Figure 8.9: Susceptible one-day exploitation flows of all device images. While
① indicates that 281 images are susceptible to 21 or more one-day
exploitation flows and ② indicates 913 images to 10 or more, the ❶
line represents the average susceptibility of 15.2 exploitation flows of
all 994 images.

5.3.1. Analysis Results

We fully automate the detection of included defenses. Table 8.5 presents
the defenses included for each vendor’s firmwares. Our results indicate a
lack of basic defenses (e.g., PAN and KASLR) and a significant lack of
defenses against one-day exploit flows. In particular, significant portions of
the firmwares do not include defenses such as CONFIG DEBUG LIST, which
is critical to mitigate BadBinder [48].

Susceptibility. Using data from Section 5.2 and Table 8.2, we evaluate
the effectiveness and assess the susceptibility of firmwares to one-day
exploitation flows. We consider a firmware to be susceptible to a one-day
exploitation flow if it does not include a defense that can prevent the
vulnerability-agnostic exploitation flow. Figure 8.9 illustrates the over-
all susceptible one-day exploitation flows per firmware with two curves.
The dashed line depicts the impact of the widespread defense lack, while
the outer line incorporates both the lack and efficacy shortcomings (see
Section 5.2), providing a more comprehensive view. Without these short-
comings, on average, nearly two one-day exploitation flows could have
been prevented. Both findings highlight the worrying situation and lack
of effective defenses to prevent exploitation flows.
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(i) Motorola (j) Google

(k) OnePlus (l) Fairphone

Figure 8.10: Analysis results per devices for each vendors.

Takeaway 8.1

Even though effective defenses (see Table 8.2) for a large share of the
one-day exploitation flows are available, they are rarely activated in
vendor-provided kernels.

Susceptibility per Vendor. We further organize the results by vendor,
presenting each in Figure 8.10. Figure 8.10a depicts the ground truth,
showcasing the maximum achievable security with all available mainline
defenses. Figure 8.10c-8.10l show each vendor’s susceptible one-day ex-
ploitation flows, including the lack of defenses and efficacy shortcomings.
We specifically highlight Google, Fairphone, and Samsung, representing
the most and least secure, and with the highest market share. Their sus-
ceptibility is 11.8, 18.5, and 16.1, respectively, while the ground truth has
4. We compute the factor by which they are worse than the ground truth,
resulting in 2.95 (≊ 11.8

4 ), 4.62, and 4. Figure 8.10b presents the ranking
of vendors according to this deterioration factor.
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Figure 8.11: Applied Android kernel versions for each vendor.

Takeaway 8.2

Protection against one-day exploitation flows is highly vendor depen-
dent, varying between a 4.62 to 2.95 worse scenario than applying all
available mainline defenses.

Susceptibility per Kernel Version. To illustrate a version depen-
dency, we initially obtain the used kernel versions. Figure 8.11 shows
the results covering v3.10 to v6.1. For context, v4.19 was released in 2018,
while v3.10 was released in 2014. We then analyze the susceptibility to
one-day exploitation flows, organized by kernel version and vendor (see
Figure 8.12). The figure includes a ground truth, representing how many
exploitation flows remain susceptible for a given kernel version with all
available defenses integrated (see Table 8.6).

Three findings emerge from this analysis: First, almost no device kernel
prior to v4.14 includes any defenses. Since ret2bpf (ET5) is not exploitable
on v3.10, it may be less susceptible than v3.18. Second, newer kernels tend
to have more active protection against exploitation flows, observed across
almost all vendors. This is particularly true for those obeying the GKI
constraints (≥v5.4 for GKI-1.0 or ≥v5.10 for GKI-2.0). Third, although
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Figure 8.12: Susceptible exploitation flows per version/vendor.

newer kernels provide more defenses, a v3.10 kernel with all available
defenses enabled would protect more flows than 38.1% of our analyzed
kernels.

Takeaway 8.3

While newer kernels provide more defenses, a v3.10 kernel with all
available defenses enabled would mitigate more exploitation flows than
38.1% of vendor-supplied kernels.

Susceptibility per Low/High-End Device. We differentiate the sus-
ceptibility according to whether it is a low-end or a high-end device: We
initially compute the average one-day susceptibility of the latest low-end
and high-end devices from vendors offering both classes, i.e., all except
Google and Fairphone (see Table 8.7). We then compute the susceptibility
reduction of high-end compared to low-end devices. For instance, with
a susceptibility score of 4.5 and 5.5 for high-end and low-end Samsung
devices, respectively, the reduction is 18.2%. Overall, the reduction is
between 0% to 63.6%, with an average value of 23.8%, which indicates a
significant reduction of high-end to low-end devices.
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Takeaway 8.4

There is a significant gap of 23.8% between the one-day susceptibility
of high-end and low-end devices.

6. Discussion

Factors Potentially Contributing to the Absence of Effective
Defenses. Our analysis, highlighted in Takeaway 8.1, reveals a concerning
reality: vendors lack the inclusion and effectiveness of defenses against
one-day exploitation flows. Here we discuss potential factors contributing
to this situation.

First, as indicated by Takeaway 8.2, there is variability in susceptibility
to one-day exploitation flows across vendors. While Google and OnePlus
demonstrate lower susceptibility, others like Huawei show higher ones. As
these vendors utilize different kernel versions, we observe a correlation
between higher susceptibility and the use of older versions. Hence, a
potential contributing factor is the use of older kernel versions.

Second, as emphasized in Takeaway 8.3, susceptibility extends beyond
mere kernel version correlation. Even the deprecated kernel v3.10 (released
about ten years ago) would mitigate more one-day exploitation flows, if
properly configured, than 38.1% of vendor firmwares. Huawei underscores
this statement with their v5.4.86 kernels, nearly twice as bad as the
properly configured v3.10. This lack of proper configuration appears
prevalent across multiple vendors. Hence, the second potential contributor
is a lack of importance regarding security-relevant features for the Android
kernel.

Third, as shown in Takeaway 8.4, we observe that low-end are more
susceptible to one-day exploitation flows than high-end devices, as observed
by most vendors. On the one hand, low-end devices tend to be less
powerful than high-end devices, and on the other hand, enabling defenses
increases the performance overhead. To compensate for this performance
cost, vendors may deliberately not enable defenses for performance gains.
Therefore, the third potential factor is performance cost, especially for
less powerful low-end devices.
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Recommendation to Improve Android Security. With these in-
sights, we propose that Google updates the Android Compatibility Def-
inition Document (CDD), which outlines the requirements for devices
to be compatible with Android. While for Android 14 some fundamen-
tal defenses are recommended (e.g., CONFIG CFI CLANG) or required (e.g.,
CONFIG STRICT KERNEL RWX), other critical ones are absent (e.g., CON-
FIG DEBUG LIST). By including our findings, we anticipate a substantial
improvement in Android security.

Responses. Google responded that they are aware of this problem and
are gradually enforcing kernel defenses that will be integrated. However, as
defenses can come at a performance cost, enforcing them across all vendors
is difficult, especially for low-end devices. They pointed out that CONFIG -

DEBUG LIST has been enforced in the past, but vendors complained about
the performance hit. This resulted in critical defenses not being integrated.
Samsung and Huawei responded similarly, as integration comes at a
performance cost, i.e., Samsung for not activating RKP on all (especially
low-end) devices and Huawei for not protecting all page tables. These
responses highlight our third potential contribution factor. Fairphone and
Motorola acknowledged our findings and integrated defenses, while the
others did not respond.

Automation and Standardization. Fully automating the analysis pro-
cess would enhance the demonstration of the effectiveness of defenses. We
have already automated several steps, such as parts of the firmware and
kernel code acquisition, metadata extraction, and defense analysis, all of
which are scalable. Challenges remain in the acquisition and analysis of
zero-days and the acquisition of all firmware. Our work addresses these
challenges manually and encourages standardization, drastically reducing
manual effort. Therefore, our work addresses current technical challenges
and encourages progress for future identification of effectively integrated
defenses, ultimately improving Android security.

False Negatives/Positives. A false negative occurs when we interpret a
device as being susceptible to an exploitation flow when it is not. This could
have happened if we have overlooked defenses. To ensure we identified all
mainline defenses, we executed each exploitation technique (ET1-10) with
security measures enabled, resulting in the defenses (DM1-8) preventing
these exploits. To ensure that we have identified all downstream defenses,
we performed a semi-automated analysis of the 1533 downstream kernels
in Section 5.2.2, which yielded 3 vendor-specific defenses. While misinter-
preted firmware analysis could also lead to false negatives, most defenses
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are intrinsically tied to the kernel’s core functionalities. As described in
Section 5.2.1, those defenses that are not intrinsically tied can only lead to
false positives, i.e., we interpret a device as mitigating an exploitation flow
when it does not. This means our results can be interpreted as conservative,
and the real world may be even more worrying.

7. Related Work

Large-scale Firmware Analysis. Possemato et al. [44] investigated
compliance with Android’s compatibility guidelines and found customiza-
tions as security drawbacks. Subsequent work [23] has highlighted delays
in adopting critical patches. Other studies scanned ROMs for insecure
access policies [22, 45] or privacy-intruding apps [19, 23, 53]. For embedded
systems, researchers have uncovered vulnerabilities at a large scale [14, 18]
and revealed a reluctance to activate attack mitigations in Linux-based
IoT devices [65].

Android Security Patch Ecosystem. Prior works studied the deploy-
ment of security updates to Android systems. Wu et al. [58] noted that
most Android Security Bulletin (ASB) issues stem from native code.
Farhang et al. [17] found that CVEs in the kernel took the longest to
propagate to vendor ASBs, while other researchers [29, 68] reported weeks
to months of delay in deploying Android security updates.

Patch Detection. Researchers proposed strategies to detect patches in
kernel binaries. Zhang et al. [67] presented a detection approach by deriving
a signature from the mainstream version, which is then compared with
target kernels. PDiff [27] statically extracts the semantics of source-level
patches and uses a similarity-based measure to detect patches in compiled
kernels. Dynamic approaches [26, 69] automatically adapt existing PoC
exploits to different kernel variants.

Vulnerability Patching. Researchers have proposed solutions to ad-
dress the long delays in kernel patch deployment. Wang et al. [57] prevented
bugs discovered by a sanitizer from being triggered and, hence, exploited
till a patch is available. Talebi et al. [54] instrumented vulnerable syscall
implementations to undo harmful side-effects. Other researchers focused
on downstream Android kernels. Chen et al. [13] proposed hot-patching
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with Lua code to filter vulnerable function arguments. Xu et al. [62] ex-
tended this by suggesting automated binary hot patches from source-level
upstream fixes.

Zero-Day Analysis. Google Project Zero [9, 25, 47] and Threat Analysis
Group [51] hunt for zero-days in the wild. They release public findings
covering various entities, e.g., Android phones, significantly enhancing
system security.

8. Conclusion

This work conducted a one-day analysis of Android devices, combined with
an analysis of defense inclusion and effectiveness. Our findings unveiled
a significant gap between the current state of Android security and its
maximum potential. We discussed potential contributing factors and
offered recommendations for improvement, enhancing Android security.
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9. Appendix

9. Appendix

9.1. Detailed Statistics

9.1.1. Detailed Defense Detection of Kernels

Table 8.3 illustrates the comprehensive list of how we assess the state of
our identified defense mechanisms. We follow the procedure to identify
symbols of globally reachable functions within the kallsyms file. This
file contains all globally reachable functions and variable symbols used
in the kernel binary, e.g., marked with EXPORT SYMBOL. For instance, the
presence of list add valid in kallsyms indicates the status of the
CONFIG DEBUG LIST. As another example, the symbol cache random -

seq create indicates the presence of CONFIG SLAB FREELIST RANDOM. A
similar assessment stands true for detecting the other defenses. Addition-
ally, to identifying symbols kallsyms, our approach also detects defense
mechanisms which do not contain globally reachable symbols. For in-
stance, CONFIG SLAB FREELIST HARDENED only includes inline functions
and member variables. To detect the presence of this defense, our approach
analyzes the kernel binary, more specifically, the function where these
inline calls are executed, e.g., get random long within function kmem -

cache open. Executing the call indicates the presence of this defense.
To detect the presence of the KSMA protection, swapper pg dir and
tramp pg dir must also be mapped read-only. For instance, these pages
might be mapped between start rodata and init begin.

9.1.2. Statistical Results of Firmware Extraction

Table 8.4 illustrates the extractable firmwares. Our success rate of 58.5%
(with a collection and extraction rate of 65.3% and 89.6%) from produced
devices to extractable firmwares aligns with prior work [11, 14, 65]. The
two main reasons for extraction failure were that our approach did not
recognize the correct format or that part of the firmware was corrupted.
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Table 8.2: Mitigation of one-day exploits, using ✓ to indicate defenses that
prevent used exploitation techniques. Conversely, ✗ indicates ineffective
defenses (see Sections 5.2.3, 5.2.4 and 5.2.6). Samsungs’s defenses
✗/✶ are either ineffective or only effective in certain variants (see
Section 5.2.5).

CVE ² � � ⋔ / ® � � Ó �

CVE-2019-2215 ✓ ✗ ✓ ✓

CVE-2019-2025 ✓ ✓

CVE-2020-0030 ✓ ✗ ✓ ✓

CVE-2021-1968,-1969,-1940 ✓ ✓ ✗

CVE-2021-0920 ✓ ✓

CVE-2021-1905 ✓ ✓ ✗

CVE-2022-22265 ✓

CVE-2021-25369,-25370 ✗ ✓ ✗ ✗ ✓

CVE-2016-3809,-2021-0399 ✓ ✓ ✓ ✗

CVE-2022-20409 ✓

CVE-2023-21400 ✓ ✶ ✗

CVE-2022-28350 ✶ ✗

CVE-2020-29661 ✶ ✗

CVE-2021-22600 ✓

CVE-2020-0423 ✓ ✗ ✓ ✓

CVE-2022-22057 ✓ ✗ ✓ ✓

CVE-2023-26083,-0266 ✗ ✗

CVE-2020-0041 ✓ ✓

CVE-2019-2205 ✓ ✓

CVE-2019-2025 ✓ ✓ ✗ ✓ ✓

CVE-2020-3680 ✓ ✓ ✗ ✓ ✓

CVE-2022-20421 ✓

CVE-2022-0847 ✓

CVE-2021-4154
CVE-2021-38001 ✓ ✓ ✗

NO NUMBER (∼2021) ✓ ✓
² DM1: CONFIG DEBUG LIST � DM2: CONFIG ARM64 UAO � DM3: kmalloc-cg-*

⋔ DM4: CONFIG CFI CLANG / DM5: CONFIG BPF JIT ALWAYS ON

® DM6: CONFIG SLAB FREELIST HARDENED � DM7: CONFIG INIT ON ALLOC DEFAULT ON

� DM8: KSMA protection Ó DM9: Samsung RKP � DM10: Huawei HKIP
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Table 8.4: Statistical results of firmware extraction and kernel code collection.

Vendors Firmware Extraction Kernel Code
#devices #available #extracted #collected

Samsung 197 190 164 654
Xiaomi 278 151 143 188
Oppo 229 145 114 29
Vivo 307 178 144 30
Realme 307 137 135 135
Huawei 182 121 119 218
Motorola 115 112 104 246
Google 26 26 26 9
OnePlus 54 46 42 21
Fairphone 3 3 3 3

Total 1698 1109 994 1533

Table 8.5: Included defenses averaged over all firmwares for each vendor. ✶
inidcates that it is ineffective while ✩ indicates that it is ineffective
for kernels <v5.11.

Vendor ² / ⋔ � � �✩ ® �✶ � ¥ © ç  Ó �

Samsung 60 49 26 8 63 96 25 5 84 100 91 27 16 39

Xiaomi 89 94 74 0 93 98 10 1 97 100 97 10 83

Oppo 50 49 19 0 44 95 37 13 91 100 95 49 14

Vivo 69 65 27 5 67 96 44 22 95 98 88 73 22

Realme 91 91 34 2 89 100 36 22 100 100 99 47 44

Huawei 15 18 67 0 20 92 12 13 97 100 79 87 14 62

Motorola 62 58 34 1 59 90 44 29 89 100 79 58 31

Google 88 88 100 8 88 100 65 65 100 100 100 77 65

Oneplus 83 83 52 10 83 100 69 55 100 100 100 90 55

Fairphone 67 67 33 0 67 100 33 33 100 100 100 67 33

² CONFIG DEBUG LIST / CONFIG BPF JIT ALWAYS ON ⋔ CONFIG CFI CLANG � kmalloc-cg-*

� CONFIG INIT ON ALLOC DEFAULT ON � CONFIG ARM64 UAO ® CONFIG SLAB FREELIST HARDENED

� KSMA protection � CONFIG RANDOMIZE BASE ¥ CONFIG STRICT KERNEL RWX

© CONFIG ARM64 (SW TTBR0 )PAN ç CONFIG SLAB FREELIST RANDOM  CONFIG UNMAP KERNEL AT EL0

Ó Samsung RKP � Huawei HKIP

304



9. Appendix

Table 8.6: ✓ indicates defenses available for mainline Android kernel from v3.10
to v6.1, while ✗ indicates that the defense is not required for the
specific version.

Kernel ² / ⋔ � � � ® � � ¥ © ç 

v3.10 ✓ ✗ ✓

v3.18 ✓ ✓ ✓ ✓ ✓ ✓

v4.4 ✓ ✓ ✓ ✓ ✓ ✓ ✓

v4.9 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

v4.14 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

v4.19 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

v5.4 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

v5.10 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

v5.15 ✓ ✓ ✓ ✓ ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✓ ✓

v6.1 ✓ ✓ ✓ ✓ ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✓ ✓
² CONFIG DEBUG LIST / CONFIG BPF JIT ALWAYS ON ⋔ CONFIG CFI CLANG � kmalloc-cg-*

� CONFIG INIT ON ALLOC DEFAULT ON � CONFIG ARM64 UAO ® CONFIG SLAB FREELIST HARDENED

� KSMA protection � CONFIG RANDOMIZE BASE ¥ CONFIG STRICT KERNEL RWX

© CONFIG ARM64 (SW TTBR0 )PAN ç CONFIG SLAB FREELIST RANDOM  CONFIG UNMAP KERNEL AT EL0

Table 8.7: The susceptibility reduction (i.e., Susc Reduc) against one-days of
high-end to low-end devices.

Vendor Low-End High-End Susc Reduc
Devices Susc Devices Susc in %

Samsung Galaxy A(1,2,3,5)4 5.5 Galaxy S23.* 4.5 18.2
Xiaomi Redmi 12.* 12.0 13T.* 12.0 0.0
Oppo A(3,9)8 12.0 Find X2.* 10.0 16.7
Vivo Y(100,27) 11.0 X100.* 4.0 63.6
Realme C(33,53,55) 10.7 Neo 5.* 10.0 6.2
Huawei Nova 11.* 15.5 P60.* 10.0 35.5
Motorola G(1,5,8)4.* 10.7 Edge 40.* 8.5 20.3
OnePlus Nord 3.* 10.0 11.* 7.0 30.0

Mean 23.8
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KernelSnitch: Side-Channel Attacks on Kernel
Data Structures

Lukas Maar Jonas Juffinger Thomas Steinbauer Daniel Gruss
Stefan Mangard

Graz University of Technology

Abstract

The sharing of hardware elements, such as caches, is known to introduce
microarchitectural side-channel leakage. One approach to eliminate this
leakage is to not share hardware elements across security domains. However,
even under the assumption of leakage-free hardware, it is unclear whether
other critical system components, like the operating system, introduce
software-caused side-channel leakage.

In this paper, we present a novel generic software side-channel attack,
KernelSnitch, targeting kernel data structures such as hash tables and
trees. These structures are commonly used to store both kernel and user
information, e.g., metadata for user-space locks. KernelSnitch exploits
that these data structures are variable in size, ranging from an empty
state to a theoretically arbitrary amount of elements. Accessing these
structures requires a variable amount of time depending on the number
of elements, i.e., the occupancy level. This variance constitutes a timing
side channel, observable from user space by an unprivileged, isolated
attacker. While the timing differences are very low compared to the syscall
runtime, we demonstrate and evaluate methods to amplify these timing
differences reliably. In three case studies, we show that KernelSnitch allows
unprivileged and isolated attackers to leak sensitive information from the
kernel and activities in other processes. First, we demonstrate covert

channels with transmission rates up to 580 kbit
s . Second, we perform a

kernel heap pointer leak in less than 65 s by exploiting the specific indexing
that Linux is using in hash tables. Third, we demonstrate a website
fingerprinting attack, achieving an F1 score of more than 89%, showing
that activity in other user programs can be observed using KernelSnitch.
Finally, we discuss mitigations for our hardware-agnostic attacks.
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9. KernelSnitch

1. Introduction

The performance of modern computer systems crucially depends on the
efficiency of hardware and software. On the hardware level, numerous
optimizations, such as caching, contribute significantly to hardware per-
formance. Instead of always taking the slow path to the main memory,
caches offer a shortcut by providing a local copy of the data. Inherently,
this introduces a timing difference. Side-channel attacks exploit specif-
ically such timing differences [37], allowing an attacker to infer secret
information and, e.g., covertly transmit data [46], break Address Space
Layout Randomization (ASLR) [28], leak cryptographic keys [69], or spy
on user input [24]. Besides caches, numerous other optimizations have
been discovered to leak information through timing, e.g., contention of
execution ports [2] or execution unit schedulers [18, 19]. An intuitive ap-
proach to eliminate all microarchitectural side-channel attacks, commonly
considered a last resort, is to not share hardware elements across security
domains anymore.

However, even under the assumption of leakage-free hardware, the software
can also introduce timing side channels for the same reason: improving
efficiency. The exploitation of timing differences has been studied on
algorithms designed for security contexts, e.g., in weak cryptographic
implementations [49], as well as on algorithms that were not primarily
designed for security contexts but used in them [6, 21, 33, 54, 56]. Timing
differences can also be introduced generically at the system level: For
instance, the software also has different types of caches that leak informa-
tion [16, 22, 64], in-kernel allocators or synchronization primitives [41, 43,
57], interrupts [15, 60] or variation in the instruction or memory access
sequence [63, 69]. Although the concept of constant-time code [37] is
well-understood, its general-purpose application is impractical [55]. In
particular, leakage introduced on the operating system level [22, 41, 43,
57, 60] is critical, as this leakage is not visible in the user-level source code
and is not mitigated by constant-time code in the user application. Hence,
it is unclear whether, despite leakage-free hardware and hardened security-
critical algorithms, other critical system components, like the operating
system, introduce generic software-observable side-channel leakage.

Recent research highlights leakage from system components:
Gruss et al. [22] showed that the operating system page cache can be ex-
ploited like hardware caches. Patel et al. [50] demonstrated a performance-
degrading attack exploiting intra-kernel resource contention. Lee et al. [41]
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1. Introduction

and Maar et al. [43] presented timing side channels in the Linux slab
allocator to infer when a new slab is created. Shen et al. [57] presented a
covert channel based on mutual exclusion primitives. These works moti-
vate further research on side channels introduced by the operating system
architecture to understand whether more security- and privacy-critical
attacks are possible.

In this paper, we present a novel generic side-channel attack, KernelSnitch,
that targets data container structures inside the kernel. We present attacks
on four types of data structures in the kernel: fixed-size hash tables,
dynamically resizable hash tables, radix trees, and red-black trees, all
commonly used data structures in the Linux kernel. KernelSnitch exploits
that these data structures have a variable size, ranging from an empty
state to a theoretically arbitrary amount of elements. Accessing these data
structures requires operations that depend on the amount of elements
in the data structure, i.e., the occupancy level. This variance in the
operations, which depends on the occupancy level, constitutes a timing
side channel an unprivileged user can observe to leak information about
other processes or privileged information from the kernel.

One challenge for KernelSnitch is amplification: Timing differences between
occupancy levels of the victim workload can be very low, e.g., 8 additional
instructions. Compared to the syscall overhead, distinguishing the timing
of these extra instructions is challenging. We demonstrate two approaches
to address this challenge by increasing the timing difference and, thereby,
amplifying the leakage: First, we degrade the performance of the system
with memory thrashing. Second, we manipulate the data structures with
additional elements. We evaluate the KernelSnitch’s leakage to distinguish
occupancy levels with and without amplification and with different noise
floors. We mainly evaluate on an Intel i7-1260P, with other processors
and another architecture yielding similar results for the same evaluation
programs, demonstrating hardware independence. We show that we can
distinguish the occupancy level with an accuracy of better than 99.9%
on an idle system and better than 98.5% on a noisy system up to 3/4 full
load.

We evaluate KernelSnitch in three case studies, showing that KernelSnitch
can leak sensitive information from the kernel and activity in other user
processes. Our evaluation works from unprivileged, isolated processes on
the same system, e.g., within a sandbox. In our first case study, we measure
the capacity of the side channel in a covert-channel scenario, achieving a
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9. KernelSnitch

true capacity of 580 kbit
s at an error rate of 2.8%. In our second case study,

we exploit the specific indexing of Linux for hash tables. To randomize
the indices, the kernel generates the index by combining user-controlled
information and kernel-controlled secret information. Using KernelSnitch,
an attacker can infer the secret information that the kernel uses as input.
This allows us to leak the locations of targeted kernel objects (i.e., mm -

struct and msg msg) in less than 65 s. We refer to this as a kernel heap
pointer leak. While prior side-channel research [9, 23, 28, 29, 36] leaked
Kernel ASLR (KASLR), e.g., the start of the text section or physical
mapping, we are the first to perform a kernel heap pointer leak using a
side channel1. In our third case study, we show the activity leakage of
other user programs, e.g., Firefox. In particular, we perform a website
fingerprinting attack on the Ahrefs Top 100 [1], achieving an F1 score of
89.5%.

Finally, we discuss defenses against the hardware-agnostic KernelSnitch
attack. We identify challenges for efficient mitigation, such as the theo-
retically unbounded worst-case execution time and eliminating constant
time as a viable solution.

Contributions. The main contributions of our work are:

1. Identification of Critical Timing Side Channels in the Kernel:
We analyze the security properties of kernel data container structures,
presenting a new side channel, KernelSnitch, exploiting the kernel’s
internal architecture to leak sensitive information to unprivileged users.

2. Leakage Amplification and Evaluation: We demonstrate infor-
mation leakage amplification approaches and evaluate the leakage for
multiple data container structures.

3. Side-Channel Attacks: We demonstrate three attack case studies:
A covert channel with up to 580 kbit

s , a kernel heap pointer leak in
less than 65 s, and a website fingerprinting attack with an F1 score of
more than 89%.

Disclosure. We have disclosed our KernelSnitch attack to the Linux
kernel security team.

1As Linus Torvalds and Kees Cook noted during our disclosure, KASLR is broken
against local attackers, but leaking kernel heap pointers is not.
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Hash Table:
0: empty

1: empty

2: empty

3: empty

4: empty

5: empty

6: empty

7: empty

2: mem[obj0]

4: mem[obj3]

5: mem[obj4]

obj4

nextkey4

obj5

nextkey5

obj0

nextkey0

obj1

nextkey1

obj2

nextkey2

obj3

nextkey3 Hash bucket
Object

Next pointer

Key

Figure 9.1: Visual representation of a Linux kernel’s hash table.

Opensource. We provide open-source implementations of our timing
side-channel attack, which leaks the occupancy level of data structures
discussed in the paper. The code is available at https://doi.org/10.5
281/zenodo.14249716.

Outline. Section 2 provides background information. Section 3 presents
an overview of KernelSnitch. Section 4 presents a root cause analysis.
Section 5 details how we amplify the leakage. Section 6 presents three
attack case studies. Section 7 discusses related work, and Section 8 discusses
mitigations. Section 9 concludes our work.

2. Background

In this section, we provide background on Linux kernel data container
structures, including hash tables and trees.

2.1. Container Structures in the Linux Kernel

The C language used in Linux has no container structures like C++ (e.g.,
vector). Hence, several containers are explicitly written for Linux and
optimized for their use in the kernel.

Double-Linked Lists. Linux provides a generic double-linked list, i.e.,
list head, which is extensively used throughout the kernel. The list -

head struct consists of next and prev pointers and is commonly used
to organize lists, e.g., for the mm struct or task struct lists. Insertion
and deletion work by re-linking pointers correspondingly, with a constant
runtime. In the worst case, an object lookup requires iterating through
the entire list, with a runtime linear in length.
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key:
0x000x3d0x00

root:

...

... ... ...

... ... ... ...

next pointer

index
... tree node

accessed object
object

Figure 9.2: Visual representation of a three-level radix tree, with key referencing
this tree to index the hatched object.

Hash Tables. In the Linux kernel, hash tables use a hash function to
compute the index in an array of buckets. In each bucket, objects are
typically stored in a linked list (see Figure 9.1). To access the object with
key key1, the kernel computes its hash value to determine the hash bucket,
resulting in bucket 2. It then iterates through the linked list within bucket
2, comparing the keys of stored objects until it finds a match with the key
from obj1. While all hash tables in the Linux kernel use this approach to
access objects by their keys, there are variations between fixed-size and
dynamically resizable hash tables: Fixed-size hash tables have an array
with a predetermined number of buckets, e.g., the plist head object for
the buckets, using list head internally. Dynamically resizable hash tables,
e.g., rhashtable, adjust their bucket sizes based on the occupancy level
of the buckets.

Trees. Linux supports multiple trees, including two widely-used ones,
i.e., radix tree [11] and red-black tree [12].

The radix tree associates a pointer value with an integer key, offering
efficient memory usage and quick lookups [11]. Figure 9.2 illustrates a
three-level radix tree example. In general, each tree node contains multiple
slots (typically 6 bit), each pointing to NULL, a child tree node, or a stored
object. These slots are indexed by parts of the integer key. During a
key lookup, the kernel uses the most significant bit block to find the
corresponding slot in the root node, followed by subsequent bit blocks for
lower-level tree nodes. In the example of Figure 9.2, with the key having
three bit blocks, a single tree lookup uses the most significant bit block
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3. High-level Overview

root: 12

9 18

4 10 14 21

7 13 17

NULL NULL NULL NULL NULL

NULL NULL NULL NULL NULL NULL

black tree node

red tree node

leaf node pointer

Figure 9.3: Visual representation of a red-black tree, which stores items with an
increasing order.

(i.e., 0x00) for the third level (i.e., root node), the middle bit block (i.e.,
0x3d) for the second level, and the least significant bit block (i.e., 0x00)
for the first level, referencing the accessed object pointer.

The red-black tree is a variant of a semi-balanced binary tree. Each
tree node contains a value and up to two references to child nodes. All
child nodes on the left branch are smaller, while all child nodes on the
right branch are greater than the current tree node. Hence, nodes are
ordered from lowest to highest (see Figure 9.3 with values 4 to 21). Each
tree node is colored either red or black, with the root node being black.
Insertion and deletion operations involve re-coloring tree nodes to ensure
an approximation of the tree balance [12]. Consequently, due to this re-
balancing, the red-black tree has a logarithmic worst-case execution time
for lookups [12].

3. High-level Overview

This section provides an overview of KernelSnitch, a timing attack on kernel
container structures to leak sensitive information. At its core, KernelSnitch
observes the occupancy level of data container structures in the kernel and
deduces sensitive information from it through the following process, as
shown in Figure 9.4: KernelSnitch measures the timing of accesses to data
container structures shared between processes (see Figure 9.4a), by timing
the syscall that accesses the kernel structure. Depending on the occupancy
level, the timing of this access syscall varies. KernelSnitch then deduces
the occupancy level from the obtained timing. The measured timing of
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User space

Process 1 Process 2

Kernel space

access

Data
container
structure

(a) Process 1 accesses (fast) a kernel data container structure via the syscall
interface.

User space

Process 1 Process 2

Kernel space

append

Data
container
structure

(b) Process 2 appends data to the data container structure via the syscall interface.

User space

Process 1 Process 2

Kernel space

access

Data
container
structure

(c) Processes 1 re-accesses the data container structure which is now slower.

Figure 9.4: High-level of exploiting a kernel data container structure for a side
channel.

accessing the data structure by process 1 indicates a fast operation, letting
KernelSnitch infer a low occupancy (see Figure 9.4a). The occupancy
level increases when additional data is appended to the structure (see
Figure 9.4b). For example, appending data to a list increases its size,
requiring additional iterations to access all elements. When KernelSnitch
re-accesses the structure via a syscall, e.g., iterates through the entire
list, it observes a slower syscall timing than on the initial access (see
Figure 9.4c).

We perform three case study attacks by setting and observing the data
structure occupancy level. First, we perform a covert channel attack by
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3. High-level Overview

controlling two processes, such as processes 1 and 2 from Figure 9.4. One
process sets the occupancy level of a data structure to either low or high,
while the other process measures its occupancy level. Second, using hash
tables as data structures that use kernel heap addresses as part of the
keys, KernelSnitch deduces hash collisions from setting and observing the
occupancy level of hash buckets. This allows us to reconstruct kernel heap
addresses from user space, i.e., leaking kernel heap pointers. Third, if an
attacker controls process 1 while process 2 is a victim, KernelSnitch can
deduce the activity of the victim, e.g., Firefox, from the occupancy level
of data container structures. This activity deduction allows us to perform
a website fingerprinting attack.

Several technical challenges have to be addressed to perform these three
attacks. The following briefly describes these challenges, while subsequent
sections discuss our solutions.

Occupancy Level Leakage of Data Structures. We measure the
timing of syscalls that access kernel data container structures. While
this timing depends on the occupancy level of these structures, we need
to study this dependency in close detail, taking the numerous operations
performed as part of a syscall into account. In Section 4, we address this
and successfully determine the occupancy level for various data structures
via timing measurements. We demonstrate the side channel in particular
on fixed-size hash tables, dynamically resizable hash tables, radix trees,
and red-black trees.

Amplification of the Information Leakage. Distinguishing lower
and higher-level occupancy from user space is challenging. In some cases,
the difference is only a few additional executed instructions, which we
require to distinguish from user space. To overcome this, we demonstrate
information leakage amplification methods in Section 5. These methods are
classified as structure-agnostic and hardware-agnostic. We demonstrate
that with these methods, we can reliably distinguish the occupancy level
of data structures in idle and noisy systems. We also demonstrate that
occupancy leakage and amplification are independent of the structures’
allocation addresses and are consistent between reboots.

Attack Specifics. We perform three case studies of KernelSnitch attacks:
covert channel, kernel heap pointer leak, and website fingerprinting, each
of which has its sub-challenges. For instance, the covert channel relies on
identifying a channel of the structure for communication. Consider a hash
table, this involves identifying a shared bucket known to both processes.

317



9. KernelSnitch

In Section 6, we detail solutions for overcoming these sub-challenges and
show how we leverage occupancy-level leakage to execute each attack. We

demonstrate a covert channel with up to 580 kbit
s , a kernel heap pointer

leak in less than 65 s, and website fingerprinting with an F1 of score more
than 89%.

4. Root Cause Analysis

We analyze the security properties of data container structures, reveal-
ing a novel timing side channel, KernelSnitch, in the kernel that leaks
sensitive information to unprivileged and isolated users. We showcase leak-
age from fixed-size hash tables (i.e., hlist head[] and plist head[]),
a dynamically resizable hash table (i.e., rhashtable), a radix tree (i.e.,
radix tree root), and a red-black tree (i.e., rb root). KernelSnitch de-
duces the occupancy level by measuring the timing of syscalls that access
these structures from user space.

4.1. Leaking Occupancy Levels of Hash Tables

Hash tables in Linux consist of an array of key-indexed buckets, each
containing a linked list of objects (see Section 2.1). When performing a
hash table lookup, the kernel computes the bucket index by applying a
hash function to the key. It then iterates through the linked list to find
the corresponding object. As this iteration through the linked list takes
time, it leaks the occupancy level of the iterated hash bucket through
the required access timing. While this approach is generically applicable,
we describe the occupancy leakage using the futex hash table (or -

futex data.queues) as an illustrative example (see Figure 9.5).

Futex Hash Table. Linux supports futexes [34] as fast user-space lock-
ing mechanisms, which mainly operates in user space and invokes syscalls
for sleeping and waking otherwise. We exploit sys futex wait/wake as
primitives to probe and alter the occupancy level of hash buckets within
futex hash table. The wait operation (i.e., futex syscall with FUTEX -

WAIT PRIVATE), or sys futex wait in Figure 9.5, is a syscall, during which
a local futex queue object (i.e., futex q) is created and placed in the futex
hash table (i.e., futex hash table). Storing in the hash table involves
computing the hash using futex hash with the current mm struct’s kernel
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9. KernelSnitch

address and user-space address uaddr, which holds the user-space address
of its futex structure.

We use the wait operation to increase the occupancy level of specific hash
buckets in the futex hash table. In particular, we create a thread that
subsequently executes sys futex wait, increasing the occupancy level.
There are two ways to fill hash buckets. First, using the same uaddr within
the same process (same mm struct), KernelSnitch increases the occupancy
of the same hash bucket. Second, using a different uaddr or a different
process, KernelSnitch increases the occupancy of (most likely) different
hash buckets. We use the wake operation with a mismatched identifier
to probe the occupancy level of hash buckets. This syscall, simplified
as sys futex wake in Figure 9.5, first computes the hash of the current
mm struct and the input uaddr. It then iterates through all futex queues
linked to the corresponding hash bucket. Since we provide an uaddr that
does not match any futex queue, the kernel iterates through the entire
list, leaking the occupancy level of the hash bucket with the hash index
futex hash(uaddr, mm) through the wake syscall’s execution time. To
remove a futex queue from the futex hash table, we perform the wake
operation on the sleeping thread.

The manipulation and observation of occupancy levels are detailed in
Figure 9.5. The initial futex hash table ❶ contains fqueueA/B for hash
buckets 2 and 5, respectively. We perform sys futex wake with a mis-
matched address (i.e., uaddrY), which, in combination with the current
mm struct, maps to bucket 0. Thus, KernelSnitch observes a fast time
measurement corresponding to a low occupancy level. Similarly, repeating
this process with the mismatched uaddrZ address associated with bucket
2 reveals a moderate occupancy level, indicating the presence of a single
queue element. Furthermore, the execution of sys futex wait ❷ with the
address uaddrC associated with bucket 2 allows KernelSnitch to increase
the occupancy level of bucket 2. Consequently, performing sys futex -

wake with the mismatched address uaddrZ, corresponding to bucket 2,
will have an even slower access time, leaking an increase in its occupancy
level.

Vulnerable Hash Tables. We extend our analysis, showing that Ker-
nelSnitch is a generic attack, also leaking from other hash table imple-
mentations. These include hlist head[] (i.e., posix timers hashtable)
and rhashtable (i.e., ipc ids.key ht), which consist of fixed-size hash
buckets and dynamically resizable hash tables, respectively.
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4. Root Cause Analysis

The posix timers hashtable serves as a hash table to store POSIX
interval timers, i.e., k itimer. Linux has various timer-related syscalls,
including sys timer create and sys clock gettime (see Listings 9.3
and 9.4 in Section 10.1), designed for creating timers and retrieving timer
information. We demonstrate that these syscalls can be exploited to alter
and probe the occupancy level of hash buckets within the timer hash table,
which is similar to the futex hash table. In this implementation, the hash
value is computed using timer hash with the current signal struct’s
kernel address and the unique timer identifier id. Based on this hash
value, these syscalls access the corresponding hash bucket, adding a new
timer or iterating through existing timers to retrieve information about
the matching timer. To remove a timer from the hash table, a close syscall
can be performed.

The ipc ids.key ht is a dynamically resizable hash table which stores
kern ipc perm (short ipcp) objects that contain metadata used for user-
space Inter-Process Communication (IPC). Specifically, ipcp objects are
inherited by objects such as the msg queue struct, which are intended for
msg communication. The same applies to other IPC mechanisms, such
as shm and sem. Linux provides syscalls for interacting with these parent
objects, e.g., sys msgcreate/msgget for the msg IPC mechanism (see
Listings 9.5 and 9.6). KernelSnitch similarly exploits these syscalls as with
the previous instances.

4.2. Leaking Occupancy Levels of Trees

This section demonstrates that trees are also vulnerable.

Radix Tree. This tree associates a pointer value with an integer key [11].
Each tree node contains multiple slots (typically 6 bit in size) pointing to
NULL, child nodes, or stored objects. These slots are indexed by bit blocks
of the key. During a key lookup, the kernel uses the most significant index
to locate the corresponding slot in the root node, followed by subsequent
indexes for lower-level nodes. The timing of a lookup depends on the
tree’s level, allowing for the leakage of its internal occupancy level through
timing measurements.

One instance is the ipc ids.ipcs idr.root rt radix tree, storing ipcp

objects identified by unique key identifiers. Linux provides various syscalls
to interact with this tree, such as sys msgcreate/msgstat, used for ap-
pending ipcp objects to the tree or obtaining information from its parent
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4. Root Cause Analysis

object msg queue. Similar to our approach with hash tables, we exploit
these syscalls to alter and leak the occupancy level of the radix tree. The
scenario depicted in Figure 9.6 illustrates how KernelSnitch exploits the
ipc ids.ipcs idr.root rt to leak its occupancy level. The radix tree
initially consists of one level ❶, with the tree node having 64 slots. In the
lookup of valid key within sys msgstat, the kernel uses the least signif-
icant 6 bits to access the 0x1 slot of the root node, retrieving the ipcp1
object. Since only one tree node is accessed during this lookup, the syscall
runtime is moderate. By performing sys msgstat(probe key), the kernel
does not access any tree node as the second 6-bit index 0x3f requires a
second tree level which is not present. Thus, the access time is fast as no
tree node is accessed. When adding append key with sys msgcreate ❷,
the kernel inserts a second level and another first-level node, replacing
the root node with the newly inserted second level. When re-accessing
the radix tree with valid key and probe key using sys msgstat ❸, their
lookup and, consequently, execution time change. For valid key, the
kernel first fetches the 0x00 slot from the new root node, followed by
fetching the 0x01 slot. Since a lookup for valid key now accesses two
tree nodes, the runtime is increased. For probe key, the kernel initially
fetches the 0x3f slot similarly the previous lookup. However, since this slot
contains no valid next child node, the lookup yields an invalid reference.
The lookup time, now accessing one node, increases compared to no node
access.

Red-Black Tree. Linux uses red-black trees as key-sorted data struc-
tures [12], e.g., hrtimer bases.clock base.active which manages active
high-resolution timers, sorting timer events by how close they are to their
firing time.

Linux supports syscalls to interact with high-resolution timers, two of
which are: sys timerfd create to create a timer and sys timerfd -

settime to activate it. Upon activation, the timer is enqueued to the
hrtimer bases.clock base.active red-black tree. Considering the sce-
nario in Figure 9.7, initially, the tree ❶ includes 4 timers sorted by time
values ranging from 9 to 18. By calling sys timerfd create, the kernel
creates two timers identified as fd0/1, which are not yet enqueued to the
tree. Upon activating the timer identified with fd0 using sys timerfd -

settime ❷, the corresponding hrtimer is inserted at the tail of the tree
since its value is 1000 larger than 18. This insertion requires two tree
node accesses, resulting in a moderate enqueue time and indicating a
moderate occupancy level. Activating fd1 using sys timerfd settime
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❸ involves three node accesses, resulting in higher execution time and
suggesting a higher occupancy level compared to the previous enqueuing.
Although enqueuing fd1 triggers a tree rebalancing, this does not impact
the structure’s exploitability (see Section 5.2).

5. Amplification and Evaluation

KernelSnitch distinguishes lower and higher-level occupancy from user
space. For instance, for the POSIX timer hash table, KernelSnitch needs
to distinguish as few as 8 extra instructions executed based on time
measurements from user space. We demonstrate in Section 5.1 how to
amplify the information leakage in KernelSnitch attacks to a degree where
these few extra instructions can be distinguished. We then evaluate the
leakage without and with our amplification methods in Section 5.2, as
well as with different noise floors.

5.1. Leakage Amplification

The amplification methods make the difference in occupancy of data
container structures between lower and upper levels distinguishable from
user space. We categorize these methods into structure-agnostic and
hardware-agnostic.

Structure-Agnostic Amplification. Our structure-agnostic amplifica-
tion mechanism extends the execution time of the instructions executed
for each additional element. For example, the hash table posix timers -

hashtable iterates over the linked list of a hash bucket (see Listing 9.4 in
Section 10.1). For each iteration, 8 additional instructions are executed
(see Listings 9.1 and 9.2). They are two memory loads, three compares, and
three jumps. Flushing targets of memory loads is a known technique [3,
24, 52], exploiting that cache hits are faster than misses [69]. As we can-
not use Flush+Reload due to the lack of shared memory, we use cache
eviction from user space. Since we do not assume to know the allocation
addresses of the container structures nor any low-level information about
the hardware caches, our eviction set consists of an array equal or larger
to the Last Level Cache (LLC). Eviction is performed by accessing the
entire array, essentially thrashing the LLC. This approach ensures that the
targeted memory loads cause cache misses, thereby increasing the timing
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9. KernelSnitch

difference between low and high occupancy. This amplification is agnostic
to specific container structures and can be applied to any structures.

Hardware-Agnostic Amplification. We can also modify the state of
the data container structure to increase the access time to a particular hash
bucket by appending additional elements. For example, for the futex -

hash table, instead of appending one futex queue object to a specific
hash bucket, we append multiple futex queues. We do this via the sys -

futex wait syscall, using the same user-space address uaddr within the
same process, and, therefore, the same mm struct. Since both the uaddr
and mm are identical, their hash value h0 = futex hash(uaddr,mm) also
matches. Consequently, these futex queues are appended to the same hash
bucket’s linked list. Next, we invoke the probe syscall sys futex wake

with a different user-space futex address uaddr’ but the same mm. The
syscall iterates through the futex queues within the hash bucket matching
hash h1 = futex hash(uaddr’,mm). If h0 and h1 match, the measured
time becomes a function of the futex queues appended in the first stage.
With more objects in the linked list of the hash bucket, the lookup time
increases, significantly improving the detection of hash collisions. This
generic approach works for all data containers that can contain linked
data structures, i.e., other hash tables and the red-black tree.

For the radix tree, the amplification process works differently. Considering
ipc ids.ipcs idr.root rt, we aim to maximize the timing difference
of the sys msgstat syscall between scenario ❶ and ❸ in Figure 9.6.
To achieve this, we append a specific ipcp object to the radix tree,
introducing a new tree level. This operation is exemplified by the sys -

msgcreate(append key) action in scenario ❷, while we use sys msgstat

with probe key to probe the internal state of the tree. However, to insert
the new tree level, we need to occupy all slots in the first tree level
beforehand. Hence, we initially append 64 ipcp objects. With the first
level occupied, we alternate between insertion and removal of append key

to append or remove the second tree node, respectively. Hence, we obtain
a notable timing difference between scenario ❶ and ❸, i.e., the insertion
or removal of just one key.

5.2. Evaluation

We evaluate the KernelSnitch leakage with and without amplification and
its noise resilience on each container structure. We then show the hardware
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Figure 9.8: Information leakage of posix timers hashtable with and without
amplification. We can see that the timings spread over a wider range
with the amplification.

independence of our evaluation by running it on 4 different systems with
the same source code. Crucially, the results do not depend on the allocation
addresses of the structures and remain consistent between reboots.

We developed a helper kernel module to obtain the ground truth, e.g.,
the occupancy of a specific hash bucket. We then fill the data container
with objects, modifying its occupancy level. We measure time using rdtsc

before and after the syscall, storing the difference between these two times-
tamps. Using ground truth and KernelSnitch-deduced occupancies, we
determine the False-Positive Rate (FPR) and False-Negative Rate (FNR).
We run the evaluation with and without our amplifications for comparison
(see Table 9.1). For consistent timing results, we filter outliers and focus
on the ones not influenced by noise. Noise can only increase the timing
and, hence, we average the lowest 8 values over 512 measurements. We
evaluate on an Intel i7-1260P, with an Ubuntu 22.04.4 and kernel v6.5.
We obtain similar results on 3 other processors with the same evaluation
code (see Table 9.1); one even runs with kernel v5.15. We also evaluated
on AArch64 (i.e., Raspberry Pi 4) with the same code except for using
clock gettime instead of rdtsc, showing similar results.

All operations performed, including syscalls and instructions, are available
to unprivileged users and require no extra capabilities. Our side channel
also does not rely on CPU frequency pining, as it is a privileged operation.
In fact, as we show in our stress evaluation, the most dominant noise
factor is the frequency fluctuation as we do not pin the frequency.
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Figure 9.9: Information leakage of futex hash table.

POSIX Timer Hash Tables. We populate the posix timers hash

table with 4096 timers using sys timer create to increase the occupancy
of one randomly selected hash bucket out of 512. After appending each
timer, we measure the time of the sys clock gettime syscall with a
randomly selected, invalid id. We then compare the KernelSnitch-deduced
occupancy of specific hash buckets with the ground truth. The measured
timing is shown in Figure 9.8 without (distinguishing 1 and 0 timers,
i.e., 1 to 0) and with (i.e., 3 to 0) hardware-agnostic amplification as
well as without and with our structure-agnostic amplification (i.e., cache
flushing). We compute the FPR and FNR using a threshold value between
the medians of both histograms, e.g., 164 to distinguish 1 and 0 timers.
We obtain 1.8% (FPR) and 10.0% (FNR) for distinguishing 1 and 0
timers. For distinguishing 3 and 0 timers, we obtain 0% (FPR) and 9.4%
(FNR), showing the efficacy of the hardware-agnostic amplification. With
structure-agnostic amplification, the FPR and FNR decrease to 0%. The
elimination of FNR and FPR yields an accuracy of 100%.

Futex Hash Tables. We conduct a similar evaluation with futex -

hash table, using sys futex wait to append 8192 futex queue objects
to the hash table, which consists of 4096 hash buckets on our default
system2. The access timing was measured using sys futex wake. The
evaluation results are illustrated in Figure 9.9. In contrast to the POSIX
timer hash table results, the distinction between no elements within the
hash buckets and one is more significant, while distinguishing multiple
elements becomes less significant. One possible reason for this disparity

2Its size is computed as 256 · nr cores, where our system has 16 cores.

328



5. Amplification and Evaluation

185 190 195 200 205 210 215 220
0

500
1,000
1,500

W
/
o
st
ru
ct
-

a
g
n
o
st
ic

am
p

0 ipcps 1 ipcp

2 ipcps 3 ipcps

230 235 240 245 250 255 260 265
0

500
1,000
1,500

Access time [timestamps]

W
st
ru
ct
-

ag
n
os
ti
c
am

p

Figure 9.10: Information leakage of ipc ids.key ht.

lies in the differences in the lookup loop and the object’s structure, i.e.,
futex hash table exhibits an early exit on lookup if no element is present.
This characteristic renders the time difference between no elements and
any element significant, shown in both with and without structure-agnostic
amplification. When distinguishing between multiple elements, we suspect
only one cache miss occurs in each iteration, where with k itimer two
misses occur. This results in a less significant timing difference for multiple
elements.

IPC Hash Tables. For the ipc ids.key ht, we exploit sys timer -

create to populate data objects into pseudo-random hash buckets. We
then exploit sys clock gettime to probe pseudo-randomly selected buck-
ets. In total, we populate 4096 objects, probing the hash buckets after
each insertion, and obtained the ground truth using our helper mod-
ule. Figure 9.10 illustrates the results of this evaluation, with Table 9.1
summarizing the FPR and FNR, along with the improvements achieved
in both leakage amplifications. Both figures show that this hash table
primarily comprises hash buckets with low occupancy levels. This char-
acteristic stems from the hash table’s dynamically resizable property. If
the occupancy level of multiple buckets becomes too high, the hash table
automatically resizes its bucket array and restructures objects within the
buckets. Importantly, as demonstrated in Section 6, although this dynamic
resizing property may complicate exploitation, KernelSnitch still leaks
information from these hash tables.

Radix Tree. For ipc ids.ipcs idr.root rt, our evaluation was as
follows: We begin by inserting ipcp objects to the radix tree using sys -
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Figure 9.11: ipc ids.ipcs idr.root rt information leakage.

0 200 400 600 800 1,000

500

600

Occupancy Level

E
n
q
u
eu
in
g
ti
m
e

W amp

W/o amp

Figure 9.12: Leakage of hrtimer bases.clock base.active.

msgcreate until the entire first tree level is filled with valid slots (i.e., 64
slots). We then alternatively insert and remove an ipcp. This prompts
the kernel to either append a new tree level, as depicted in scenario ❷

of Figure 9.6, or remove the just-appended level. After every insertion
and deletion, we perform a radix tree lookup with the probe syscall sys -

msgstat using an invalid key, where we do 1024 in total. Depending
on whether the radix tree consists of one level ❶ or two levels ❸, the
lookup timing varies. Figure 9.11 illustrates the histograms of access times
with no structure-agnostic amplification, depending on whether the radix
tree has one or two levels, as well as with amplification, increasing the
distinguishable between these histograms. While KernelSnitch without
the amplification resulted in FPR and FNR of 1.7% and 3.9%, the
amplification eliminated all of them.

Red-Black Tree. Contrary to the prior evaluations, we conduct a slightly
different one for the hrtimer bases.clock base.active red-black tree.
In this evaluation, we aim to demonstrate how the enqueuing time de-
pends on the occupancy level. As the tree maintains self-balancing, we
anticipate that the enqueuing time follows a logarithmic function depend-
ing on the occupancy level. We enqueue 1024 high-resolution timers and
simultaneously measure the enqueuing time and obtain the ground truth
using our helper kernel module after each enqueue operation. Figure 9.12
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Figure 9.13: Noise evaluation results without and with amplification methods as
a function of the stress cores (i.e., 1 to 16).

depicts the enqueuing time relative to the tree’s occupancy level with
and without structure-agnostic amplification. Both functions exhibit a
logarithmic dependency on the actual occupancy level. Our amplification
increases the enqueuing time by over 347%. The occupancy level does not
start at 0 timers, as the system always has default timers enqueued, e.g.,
tick sched timer.

External Noise. We introduce noise either through stress evaluation
or directly into data structures. We show that the most dominant noise
factor is the CPU frequency fluctuation and the noise resilience of our
KernelSnitch side channel.

For the stress evaluation, we vary the number of workload threads of
stress-ng [41, 43, 53], ranging from 1 to 16, i.e., the number of logical
cores for the evaluated Intel i7-1260P. These workloads stress the CPU
cores on which the workload is running. We separately evaluate structure-
(i.e., distinguishing between 3 and 0 elements) and hardware-agnostic
amplification (i.e., flushing CPU caches), as well as their combination.
Figure 9.13 illustrates the error ratio observed in the stress evaluation,
relative to the number of CPU cores experiencing stress. The error ratio
represents the proportion of incorrectly deduced elements compared to
the total evaluated (i.e., FPR+FNR). We note a rise in the error ratio
when stress is introduced to an equal or greater number of physical cores
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(i.e., 12 cores). However, with both amplifications applied, we observe
a negligible error ratio below 1.5% if stress is applied to fewer than 12
cores. This yields an accuracy of more than 98.5% until 3/4 of the full load.
Concurrent measurement of the CPU frequency shows that frequency
fluctuation caused by adaptive power management are the dominant noise
factor for the stress evaluation. These fluctuations result in varying syscall
execution times, perceived as noise for the attacker.

We also stress the Intel Xeon Gold 6530 (i.e., 64 cores) with workload
threads ranging from 16 to 63. Specifically, we evaluate the POSIX timer
hash table, observing no error ratio across all tests with both amplifications
applied. By simultaneously measuring the CPU frequency, we observed it
to be almost constant throughout the evaluation, as this is a desktop CPU
with powerful cooling. This underscores the finding that the dominant
noise factor is frequency fluctuation, most prevalent in laptop CPUs, e.g.,
Intel i7-1260P.

For introducing noise directly into the data structure, we found that
Phoronix’s Apache benchmark with 1 000 concurrent requests introduces
the most noise into the futex hash table compared to other benchmarks.
It introduces noise in the form of 55 000 (up to 100 000) hash bucket
changes per second. We applied both amplifications and evaluated on an
Intel i7-1260P, resulting in an error ratio less than 1%. The simultaneous
measurement of the CPU frequency shows that noise due to frequency
fluctuations is predominant.

6. Attack Case Studies

In this section, we demonstrate the practicality of KernelSnitch attacks in
three side-channel case studies: a covert channel, a kernel heap pointer
leak, and a website fingerprinting attack. We run the experiments on an
Intel i7-1260P with Ubuntu 22.04.4 and a Linux kernel v6.5. Our attacks
have an automated calibration phase directly at the start of the exploit to
determine the threshold between a low and high occupancy levels. These
thresholds remain consistent for the specific data container structures and
do not depend on the allocation addresses of the structures as shown in
Section 5.2.
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Figure 9.14: KernelSnitch covert channel’s overview, where the sender alters and
the receiver probes the occupancy level of a data structure in fixed
time slices.

6.1. Covert Channel

We demonstrate that all container structures analyzed can be used to
establish a covert channel. Our covert channel uses time slicing on the
occupancy side channel to transmit data.

Threat Model. We assume that the sender and receiver run co-located
on the same system. The sender has access to sensitive data but is strictly
isolated and has no network access, e.g., within a sandbox. The receiver
has no access to sensitive data but network-access permission, e.g., to a
remote server to exfiltrate data. The sender and receiver have no shared
memory or other resources shared besides the kernel itself.

Overview. We transmit data as a binary signal, e.g., in Figure 9.14 a bit
sequence of ‘0101’. We transmit a ‘1’ by increasing the occupancy level by
appending one or more objects and a ‘0’ by reducing the occupancy level by
removing one or more objects. This results in a higher or lower probe syscall
time, which is what we build our channel on. We synchronize our covert
channel with a shared timer, e.g., rdtsc on x86 64. The transmission
starts at a coarse-grained predetermined time offset (e.g., the last 38
bits wrap around at a full minute), while bits are transmitted in short
predetermined time slices. For each time slice, KernelSnitch adjusts the
occupancy based on the data being transmitted. The receiver process
continuously probes the occupancy throughout the time slice, using the
minimum probe value as a result, minimizing noise.

Design for Hash Tables. We initially identify a hash bucket for com-
munication. The sender process uses hardware-agnostic amplification and
populates one hash bucket with many elements. Subsequently, the receiver
process iterates through the hash table, probing each bucket to determine
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if it contains a substantial number of elements. When it identifies the
bucket, the receiver knows the bucket that will serve as the shared channel.
With this stage complete, the transfer starts.

We build two covert channels. The first covert channel is based on fixed-
size hash tables, leveraging futex hash table. A similar principle can
be applied to other hash tables with a fixed size, e.g., posix timers -

hashtable. The second covert channel is based on dynamically-sized
hash tables, leveraging ipc ids.key ht. For the fixed-size futex hash
table, the sender initially populates the hash bucket with 64 futex queues.
Subsequently, the receiver finds this hash bucket, as described above. For
the transmission, a single appended futex queue is enough to transmit
a ‘1’ bit, while the absence of this futex queue transmits a ‘0’ bit. For
the dynamically-sized hash table, ipc ids.key ht, we initially populate
it with 16 keys to find the shared bucket and then transmit data with
occupancy differences of one key.

Design for a Radix Tree. The sender transmits ‘1’ with the tree occu-
pancy level 2 and a ‘0’ with tree level 1. The tree level is manipulated by
appending a specific key requiring an additional level (see append key in
Figure 9.6) or removing this key again. The receiver probes the radix tree
occupancy, where higher probe times indicate a ‘1’ and lower times a ‘0’.

Design for a Red-Black Tree. Appending 16 timers is sufficient to
create a distinct probe timing difference (see Section 5). Hence, the sender
appends 16 timers at the tree’s tail by setting a very high initial value,
causing the red-black tree to insert multiple levels. The sender and receiver
encode the data in timings: a lower timing corresponds to fewer levels,
i.e., a ’0’ bit; a higher timing indicates a ’1’ bit.

Evaluation. We evaluate all four data container structures (i.e., fixed-
size and resizable hash tables, radix tree, and red-black tree). For each
structure, we evaluate different time slice lengths and record the channel’s
raw capacity – the maximum potential data rate – and bit-error ratio.
Shorter time slices yield a higher transmission rate but reduce the receiver’s
ability to probe the occupancy level reliably, e.g., the measurement may
be more noisy. Consequently, while the raw capacity increases with shorter
time slice lengths, the true channel capacity might decrease due to a higher
bit-error ratio. To represent our channels’ effectiveness, we compute the
true capacity3 based on the raw capacity and the bit-error ratio.

3We use Shannon’s theorem: T = C · (1 + ((1− p) · ld(1− p) + p · ld(p))).
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Figure 9.15: KernelSnitch covert channel’s raw capacity, bit-error ratio, and true

capacity, ranging between 35 kbit
s to 580 kbit

s .

Figure 9.15 shows the true capacity as a function of the raw capacity
and bit-error ratio for all four structures. For the fixed-size futex hash -

table (see Figure 9.15a), the bit-error ratio is below 7% until the raw

capacity reaches 781 kbit
s . Beyond this point, the slice length becomes

so short that the receiver can only execute a maximum of 3 probing
syscalls to deduce the occupancy level. We observe that with at most 3
probing syscall, there is a steady increase in the bit-error ratio, reducing
the actual capacity. For the futex table, the optimal true capacity of

580 kbit
s is achieved at a raw capacity of 714 kbit

s and a bit-error ratio
of 2.8%. We observe a similar behavior for both the dynamically-sized
hash table (see Figure 9.15b) and the radix tree (see Figure 9.15c). The
point of a steady increase in the bit-error ratio occurs at a raw capacity

of 963 kbit
s and 1 003 kbit

s , respectively. Their optimal true capacity is

reached with 528 kbit
s and 483 kbit

s . As both data structures are used
for IPC communication, Linux isolates them within the IPC namespace.
Hence, this channel is restricted to the sender and receiver sharing the
same IPC namespace, prevented by sandboxes, e.g., Docker or browsers.
For the red-black tree (see Figure 9.15d), we observe that the optimal true

capacity is 35 kbit
s , achieved at a raw capacity of 100 kbit

s with a 16.5%
bit-error ratio. This capacity is the lowest of the four structures, primarily
due to the extended time required for appending and probing operations.
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6.2. Kernel Heap Pointer Leak

Linux uses kernel heap addresses of objects such as mm struct in the
indices for hash table lookups. We demonstrate that we can leak these
kernel heap addresses used to index hash table lookups using KernelSnitch
to observe hash collisions from user space. We then demonstrate that by
performing a cross-cache reuse [43, 66, 68], we can place other objects,
such as the security-critical msg msg [14, 30, 72], at this leaked address,
thereby obtaining the location of other objects.

Threat Model. We assume an attacker has no privilege to access in-
formation about kernel addresses, and the attacker has an exploit that
only works if a targeted kernel heap pointer is known, e.g., for multiple
exploits [5, 14, 25, 30, 72].

Design. Our kernel heap pointer leak consists of two steps: First, we
detect hash collisions of hash table entries with the same kernel address
but different user identifiers. Second, we enumerate all possible kernel
addresses to match the detected collisions for the user identifiers used,
resulting in the kernel address used for indexing being leaked. Using the
futex hash table as an example, we aim to leak the mm struct address,
which is used with the user identifier uaddr for indexing.

To detect hash collisions, we exploit the KernelSnitch side channel as
follows: Initially, we append one futex queue to a hash bucket, such as
fqueueA with uaddrA and mmA to bucket 2 as futex hash(uaddrA,mmA) =
2. This state is depicted with ❶ of Figure 9.5, where fqueueB represents a
queue in another bucket. We then apply structure-agnostic amplification,
appending multiple queues to the hash bucket 2 using the same uaddrA

and mmA. With hardware-agnostic amplification, we observe the occupancy
level of the hash bucket using the same mm struct (as the same user
process) but with different and invalid user identifiers, i.e., uaddrs. A low
occupancy level, such as for the user identifier uaddrY, indicates a different
hash bucket. Conversely, a higher occupancy level, e.g., uaddrZ, means
that the values futex hash(uaddrA,mmA) and futex hash(uaddrZ,mmA)

match. We denote this as a hash collision of the user identifiers uaddrA
and uaddrZ using the same mm struct. We repeat this process until a
sufficient number of hash collisions are found.

We now have a list of known user identifiers (i.e., uaddrs) that, combined
with one unknown kernel heap address (i.e., mm struct), results in the
same hash value. With the hash function known (i.e., jhash2 for the futex
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Figure 9.16: The kernel memory layout on x86 64 illustrates the kernel heap is
accessible directly via the DPM, showcasing how the heap-allocated
mm struct object is located.

hash table), we enumerate all possible kernel addresses together with the
known user identifiers in an offline phase to determine hash collisions. As
described in the next paragraph, the search space for all possible heap
addresses of a specific mm struct can be reduced to ≈ 235.5. If we find
the address that, combined with all user identifiers, results in the same
hash, we leak the mm struct heap address. In the simplified example of
Figure 9.5, we leak mmA as it results in the same hash value when combined
with the identifiers uaddrA and uaddrZ.

Since the kernel heap is directly accessed via the Direct Physical Map-
ping (DPM) [45] (see Figure 9.16), the search space is the DPM offset by
the randomized page offset base. The DPM serves as a virtual mem-
ory mapping of, typically, the physical memory range and spans over a
significant part of the kernel address space. For instance, on x86 64, it
ranges between 0xffff888000000000 and 0xffffc87fffffffff, repre-
senting a search space of 246 (when considering 8B kernel heap alignment,
it results in an entropy of 43 bit). To reduce the search space, we consider
the alignment constraints of mm struct, enforced by the page and slab
allocator4. The page allocator guarantees the outer alignment, ensuring
that the memory chunk (also called slab) from which mm struct objects
are allocated is aligned to 8 pages. The slab allocator sits on top of the
page allocator and ensures that objects within these slabs are aligned to

4These details can be obtained from /sys/kernel/slab/mm struct and remain con-
sistent across the same kernel binary.
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Figure 9.17: Cross-cache reuse which frees the leaked mm struct (and all of its
slab) and reallocate its memory chunk as msg msgs, thereby obtaining
the location of these msg msgs.

object size (and usually also to the cache line size). Using these insights
allows us to substantially reduce the search space for possible mm struct

addresses as follows: On our experimental system using Linux v6.5 x86 64
with the default, generic configuration, the mm struct has a size of 1 360B.
Considering the alignment of the cache lines (rounded up to 1 408B), 23
locations are possible within the 8 slab page. Hence, the search space is
246−12−3 · 23 ≈ 235.5, with 12 bits representing the page size and 3 bits
representing the mm struct slab size. Given a complexity of ≈ 235.5, we
iteratively examine all possible addresses and try to match them with
previously leaked hash collisions produced with different user identifiers.
Subsequently, we reconstruct the key corresponding to these hash colli-
sions. As the kernel heap address is one of the key’s inputs, we successfully
obtain this address, consequently leaking heap pointers.

Cross-Cache Reuse. We perform a cross-cache reuse [43, 66, 68], which
frees the leaked mm struct object (including all objects of its slab) and
reallocates the freed (and leaked) memory chunk for other objects. This
allows us to leak the location of objects other than those directly leaked
via KernelSnitch. Below, we demonstrate that by using this approach, we
can leak the address of the security-critical msg msg, used in several kernel
exploits [14, 30, 72]. While msg msg is an example, we can also leak the
address of other objects.

Figure 9.17 shows the high-level overview, where Figure 9.20 provides
more details. The state ① represents the leaked mm struct address within
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its slab. From this mm struct address, we derive the base address of its
slab, which is done by applying a bitmask of the 8 page memory chunk
(i.e., ((1<<15)-1)) to the address. Next, we deallocate all mm structs
within this slab ②, causing the kernel to recycle the leaked 8 page free
memory chunk. We then allocate multiple objects ③ of the targeted type
(i.e., msg msg with size 4 048) to reclaim the 8 page memory chunk. Using
the alignment information of the allocator cache of msg msg with size 4 048
(i.e., kmalloc-cg-4096), we deduce all possible object locations within
this chunk. This results in 8 locations of n · 4 096 + slab base where n is
between 0 and 7.

We reclaim the leaked slab previously used for mm structs as msg msgs
with size 4 048, as both objects use the same size per-CPU page free list
order of 3 (i.e., 23 page memory chunk). These per-CPU page free lists act
as a first-level allocator cache of the page allocator. If we want to reclaim
the leaked 8 page memory chunk as a different page size chunk, such as
kmalloc-cg-512 (which uses the per-CPU page free list of order 2), we
must first drain the page free list of order 2. Prior work [66] has presented
appropriate techniques to reliably perform this cross-page free-list reuse.

Evaluation. We implement our KernelSnitch kernel heap leak in an
architecture-agnostic manner. Architecture-specific information is required
to reconstruct the mm struct address from hash collisions due to variations
in the DPM across different architectures. We implement KernelSnitch to
leak the kernel heap address for x86 64, AArch64, and RISC-V architec-
tures. In our experiments, we successfully perform this attack natively with
our x86 64 experimental setup as well as in QEMU for AArch64 and RISC-
V architectures. For the native experiment, we repeat the hash-collision
leaking attack 10 times, with a leak time between 1.7 s to 2.1 s. Using
these collisions, we recover the correct mm struct address in 2 s to 61.5 s
(iterating through 1.8% to 28.5% of the possible kernel addresses) on a
24-core AMD EPYC 7443 processor. Consequently, KernelSnitch requires
between 3.7 s to 63.6 s for a kernel heap leak. In addition to leaking the
mm struct, we implement the cross-cache reuse described above for our
native x86 64 system. We successfully reclaimed the leaked mm struct

slab for the kmalloc-cg-4096 slab cache, leaking the address of the 8
msg msg objects it contains. Similar to the above, we performed 10 suc-
cessful cross-cache reuses on our native system. They took between 0.847 s
to 0.901 s, resulting in a total time of under 65 s for leaking a msg msg.

We also exploit the POSIX timer hash table, reducing potential k itimer

addresses from 238 to 29. While it only led to a partial kernel heap address
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leak, it advances understanding system vulnerabilities. The POSIX timer’s
hash function lacks uniform output distribution, preventing determination
of the linearly mapped input-to-output part (i.e., 9 bits). In contrast, the
futex hash table, using jhash, ensures uniform distribution, enabling of
the leakage the entire kernel heap address.

6.3. Website Fingerprinting

This section presents a website fingerprinting attack, showing its capability
to determine when a user accesses a website from the Ahrefs top 100 [1]
with an F1 score of 89.3%.

Threat Model. We assume the attacker executes code on the same
machine as the victim but is isolated by the web browser’s sandbox.
Since we assume a sandboxing isolation (e.g., for the mount and network
namespace), approaches such as calling netcat to leak browser activity
cannot be used.

Design. Web browsers like Firefox rely on user-space locks, i.e., futexes,
to handle transmitted and received data. During website access, the
browser acquires and releases these locks and interacts with the futex
hash table. This behavior creates a unique occupancy level fingerprint in
the futex hash table. We leverage KernelSnitch to leak the futex hash
table’s occupancy level in this side-channel attack. We use a Convolutional
Neural Network (CNN) to classify these occupancy level fingerprints of
the Ahrefs top 100 websites [1].

We use the occupancy-level side channel of the futex hash table to obtain
website traces in two stages: First, we find for each hash bucket a unique
user-space address, allowing us to leak the occupancy level of each bucket
with sys futex wake, as represented in Figure 9.5. To achieve this, we
leverage the hardware-agnostic leakage amplification by appending a
significant number of futex queues to a hash bucket. Using structure-
agnostic leakage amplification, we probe all buckets with incremental
user-space addresses to identify a bucket with a significant number of
queues appended. Upon discovering a significant hash bucket, we validate
that this user-space address does not cause a collision with a previously
found user-space address. This appending and probing routine is repeated
for all buckets. As a result of this initial stage, we have a set of user-space
addresses indexing all hash buckets, which we refer to as our probe set.
Second, we use our probe set to determine the access times of each hash
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Figure 9.18: Traces of 4 famous websites, showing the delay of all bucket mea-
surements on the y axis while website loading.

bucket with 20 samples per second. For probing, we first iterate over all
hash buckets and then repeat this process for the entire sample timeframe
(i.e., 50ms). This way, we have structure-agnostic amplification without
explicitly flushing the CPU caches. Subsequently, we take the minimum
probe value for each hash bucket within a timeframe. This is repeated
during loading a website (i.e., 15 s), creating a two-dimensional trace,
consisting of the access times of all buckets at 300 timestamps. Finally,
we create a histogram, rounding all bucket delays to the nearest integer
and summing all up. Figure 9.18 shows four website traces. The x-axis
is the time axis, and the y-axis shows the bucket delays, with the color
darkness representing the number of buckets with each delay.

Our attack consists of an online and offline phase for data collection and
evaluation of website traces. In the online phase, a user-space process runs
KernelSnitch on the system within a sandbox, probing all hash buckets
of the futex hash table, resulting in a website accessing trace. The offline
phase consists of analyzing and classifying the collected traces. To classify
the traces, we use a CNN with nine convolutional layers in three different
sizes. The two-dimensional histograms, as shown in Figure 9.18, are the
inputs to the CNN.

Evaluation. We record 100 traces for each of the 100 websites on Firefox
(Chrome results in similar traces). We split the traces into 80% training
and 20% test sets. Of the training set, we use 10% for the validation
used set while training. We perform a 5-fold cross validation by training
the CNN with five randomly selected sets. Over the five validations, we
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achieve an average F1 score of 89.3%. Figure 9.21 shows the confusion
matrix with an F1 score of 89.5%.

7. Related Work

Numerous physical properties carry an information signal that is often
tied to the specific implementation of a system or algorithm. These include
power, radiation, temperature, sound, light emission, and time, with time
being the most commonly used. More recent software side channels also
extract information through timing differences induced by other physical
properties [47, 65]. Lampson already reported in 1973 that timing differ-
ences could be exploited to transmit or extract information covertly [40].
In 1996, Kocher [37] presented the first timing side-channel attack on a
cryptographic algorithm. Following the numerous timing-based attacks
on cryptographic algorithms [7, 61], Osvik et al. [49] generalized the
approaches into two generic techniques, Evict+Time and Prime+Probe.
A decade later, Yarom et al. [69] presented Flush+Reload, monitoring
cache-lines’ state by removing them from the cache and timing a reload to
the corresponding memory location. The timing depends on if the victim
has accessed the cache line in between. Flush+Reload has virtually no
false results and is frequently used by other attacks [38, 42].

Software-observable timing differences can be induced by caches and any
behavioral difference on the software or instruction level, e.g., software
caches [16, 22, 43, 64], page-fault interrupts [60], other interrupts [15],
compression algorithms [6, 21, 33, 54, 56], differences in instruction or
memory lookup sequences [63, 69], and many others. While the concept of
constant-time [37] implementations has found wide adoption for crypto-
graphic algorithms, the situation is much more difficult for general-purpose
code [55]. Gao et al. [17] presented information leakage of files not fully
namespaced allowing for covert channels. Gruss et al. [22] found that
the operating system page cache can be exploited similarly to hardware
caches. Their insights show that microarchitectural buffers and caches
similarly exist in operating systems, again with caches, indicating an
architectural interface is also applicable to the operating system. More
recently, Patel et al. [50] presented a novel performance-degrading attack
that exploits intra-kernel contention of locked kernel resources. While not
a side channel, their result indicates that more architectural elements
in the kernel may be exploited. Jiang et al. [31] showed that file system
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sync operations affect each other’s timing and can be used to build a

covert channel, achieving transmissions of up to 20 kbit
s with an error

rate 0.4%. Chen et al. [10] showed that a similar timing influence also
exists with write buffers for shared files. By filling or not filling the write

buffer, they can covertly transmit up to 10 kbit
s with a 0.004% error rate.

Lee et al. [41] and Maar et al. [43] discovered timing side channels in the
Linux slab allocator, inferring whether a new slab is created. This leakage
increases the success rate for heap spraying [41] or cross-cache attacks [43].
Shen et al. [57] presented a covert channel based on mutual exclusion
primitives [71], achieving transmission rates of up to 13.1 kbit/s with a
0.65% error rate.

The concept of software-induced timing side channels is also related to
the research problem of algorithmic complexity attacks [13]. Algorithmic
complexity attacks try to provide systems with input that triggers the
algorithmic worst case, e.g., a bucket with a long linked list instead of a flat
hash table. The goal in these attacks is often denial of service [13, 58], dete-
riorating the runtime. Several works, therefore, discuss mitigations against
denial-of-service algorithmic complexity attacks [4, 35]. Petsios et al. [51]
presented a fuzzer to find algorithmic worst cases, including compression al-
gorithms, for algorithmic complexity attacks. Schwarzl et al. [56] similarly
built a fuzzer to find algorithmic worst cases in compression algorithms to
build a new side-channel attack, showing the close relation between these
two strands of research. Sun et al. [59] showed that algorithmic complexity
attacks can also be used to build covert channels. Cai et al. [8] exploited
algorithmic complexity attacks when exploiting race conditions on Unix
file systems.

8. Mitigations

Our work extends prior research on software-induced timing side channels,
showing that varying access timings of any shared kernel resource can also
introduce a timing side channel, which, given the kernel interfaces, can
potentially be exploitable from user space. Thus, the operating system
level introduces exploitable leakage even when eliminating all hardware
side channels and following all best practices for user software. Mitigating
KernelSnitch has to be evaluated with performance and user experience,
similar to other side channels [26, 48]. The key factors that enable Ker-
nelSnitch are the sharing of data container structures, the combination
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of privileged and unprivileged information in the same shared element,
the runtime variance depending on a secret state, and the possibility
to measure the runtime. Eliminating any of these can fully or partially
mitigate KernelSnitch.

Measuring Time. Prior work studied the removal of precise timing
measurements as a defense against side-channel attacks [27, 39]. However,
other works also showed how attackers can resort to alternative timing
methods or mount attacks entirely without timing [52, 64, 67, 70]. In our
threat model, multiple timing sources are available for legitimate reasons,
and removing them would be a highly disruptive change for software
developers and require hardware changes.

Combining Privileged and Unprivileged Information. The aggre-
gation of privileged and unprivileged information in shared elements
has already been identified to introduce security issues on the hardware
level [23, 62]. For KernelSnitch, we also exploit that unprivileged (i.e.,
user identifiers) are combined with privileged information (i.e., kernel
addresses). However, eliminating this only prevents the kernel heap leak.

Runtime Variance. A constant-time approach [7, 37] is not directly
possible against KernelSnitch as the container structures are, in principle,
only bounded by the available memory. However, KernelSnitch could
be mitigated by using a watermark constant-time approach: Instead of
always resorting to a (hypothetical) worst-case execution time, it may be
a viable approach to maintain a watermark level of the maximum number
of elements to be iterated through. Syscalls iterating through structures
will consequently wait until the watermark execution time is reached,
eliminating the secret-dependent runtime variance. Further security can
be gained by increasing the watermark level in a coarse step size.

Sharing of Container Structures. Another mitigation is to eliminate
the sharing of the kernel data container structures, e.g., isolating kernel
data container structures within namespaces. However, this involves signif-
icant reworking and notable performance and memory overheads for the
kernel. Future work needs to investigate the practicality of such isolation.
For instance, the red-black tree that organizes global timers by their firing
order poses a challenge.
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9. Conclusion

In this paper, we presented KernelSnitch, a novel generic side-channel
attack targeting kernel data container structures. We demonstrated and
evaluated leakage amplification to make this side channel exploitable from
user space. We performed three case study side-channel attacks: covert
channel, kernel heap pointer leak, and website fingerprinting. Finally, we
discussed potential mitigations and highlighted challenges.
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1 struct signal_struct;
2 struct list_head {
3 struct list_head *next, *prev;
4 };
5 struct hlist_head {
6 struct hlist_node *first;
7 };
8 struct hlist_node {
9 struct hlist_node *next, **pprev;

10 };
11 struct k_itimer {
12 ...
13 u32 it_id;
14 struct hlist_node t_hash;
15 struct signal_struct *it_signal;
16 ...
17 };
18 DEFINE_HASHTABLE(posix_timers_hashtable, 9);
19

20 // Calculates hash for hash table
21 int hash(struct signal_struct *sig, unsigned int nr) {
22 return hash_32(hash32_ptr(sig) ^ nr, 9);
23 }
24

25 // Iterates throught the bucket’s linked list to find
26 // k_timer matching sig and id
27 struct k_itimer *__posix_timers_find(
28 struct hlist_head *head,
29 struct signal_struct *sig,
30 u32 id) {
31 struct k_itimer *tim;
32

33 hlist_for_each_entry(tim, head, t_hash) {
34 if ((tim->it_signal == sig) && (tim->it_id == id))
35 return tim;
36 }
37 return NULL;
38 }
39

40 // k_timer lookup with id
41 struct k_itimer *posix_timer_by_id(u32 id) {
42 struct hlist_head *head;
43 struct signal_struct *sig = current->signal;
44

45 head = &posix_timers_hashtable[hash(sig, id)];
46 return __posix_timers_find(head, sig, id);
47 }

Listing 9.1 Simplified C equivalent for a timer lookup.
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1 posix_timer_by_id:
2 push rbp
3 push r13
4 push rbx
5 // sign = current->signal
6 mov gs:0x32880, rax
7 mov 0xbf0(rax), rdx
8 mov rdx, rax
9 // h = hash(sign, id)

10 shr $0x20, rax
11 xor rdx, rax
12 xor r13d, eax
13 imul $0x61c88647, eax, eax
14 shr $0x17, eax
15 // head = &posix_timers_hashtable[h]
16 mov posix_timers_hashtable(, rax, 8), rbx
17 // node = (hlist_node *)head
18 0x50:
19 // tim = (k_itimer *)container_of(node,k_itimer,t_hash)
20 sub $0x10, rbx
21 test rbx, rbx
22 je <posix_timer_by_id+0x6b>
23 // (tim->it_signal == sig)
24 mov 0x60(rbx), rax
25 cmp rax, rdx
26 je <posix_timer_by_id+0x86>
27 0x62:
28 // tim = (k_itimer *)tim->t_hash.next
29 mov 0x10(rbx), rbx
30 test rbx, rbx
31 jne <posix_timer_by_id+0x50>
32 0x6b:
33 // return NULL
34 xor ebx, ebx
35 mov rbx, rax
36 pop rbx
37 pop r13
38 pop rbp
39 jmp __x86_return_thunk
40 0x86:
41 // (tim->it_id == id)
42 cmp 0x34(rbx), r13d
43 jne <posix_timer_by_id+0x62>
44 // return tim
45 mov rbx, rax
46 pop rbx
47 pop r13
48 pop rbp
49 jmp <__x86_return_thunk>

Listing 9.2 ASM instructions executed for the lookup.

Figure 9.19: POSIX timer lookup from the timer’s hash table using the function
posix timer by id. The instructions in blue represent the instruc-
tions executed for each element contained in the linked list of the
hash bucket.
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sys_timer_create():
sign = current.signal
id = sign.next_id++
tim = k_itimer(sign, id)
h = timer_hash(id, sign)
hbucket =
posix_timers_hashtable[h]
hbucket.append(tim)
return id

Listing 9.3: Alter occupancy
of POSIX timer’s hash
table.

sys_clock_gettime(id):
sign = current.signal
h = timer_hash(id, sign)
hbucket =
posix_timers_hashtable[h]

for tim in hbucket:
if tim.sign == sign and

tim.id == id:
return tim.get_time()

return ERROR

Listing 9.4: Probe occupancy of POSIX
timer’s hash table.

sys_msgcreate(key):
ipc_ns = current.ipc_ns
ipc_ids = ipc_ns.get_ids()
msgq = msg_queue(key)
h = ipc_ids_hash(key)
ipc_ids[h].append(
msgq.ipcp)

return msgq.ipcp.id

Listing 9.5: Alter occupancy of IPC
key’s hash table.

sys_msgget(key):
ipc_ns = current.ipc_ns
ipc_ids = ipc_ns.get_ids()
h = ipc_ids_hash(key)
hbucket = ipc_ids[h]
for ipcp in hbucket:

if ipcp.key == key:
return ipcp.id

return ERROR

Listing 9.6: Probe occupancy of IPC
key’s hash table.
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Drain mm struct slab cache
Drain msg msg slab cache

①

Allocate (obj per slab · (min partials+ 1))
mm struct objects

②

Execute fork & exec to spawn
KernelSnitch process

③

Allocate (obj per slab · (min partials+ 1))
mm struct objects

④
Use KernelSnitch to observe hash collisions
(requires about 2 s)

⑤

Free 2 · (obj per slab · (min partials+ 1)) mm struct objects from ② and ④ as well as the
mm struct object from the KernelSnitch process ⑤

⑥

Allocate (obj per slab · (min partials+ 1))
msg msg objects

⑦

Leaks the mm struct address from ⑤, where its
23 page slab now reused for msg msg objects

⑧

Call execve with a user address for argv that causes
the syscall to stall after mm struct alloc but before
the free (e.g., via FUSE [20], userfaultfd, or slow
page fault [32]).

Call msgsnd with a valid queue id (i.e., msqid) and
message size (i.e., msgsz) of 4 048 to allocmsg msg

objects from kmalloc-cg-4096.

Similar to ① call execve and stall after mm struct

alloc but before the free.

Kill process ⑤ and continue stall of ② and ④
to free all of these mm struct objects.

Similar to ① call msgsnd to alloc msg msg objects
from kmalloc-cg-4096.

Figure 9.20: Detailed workflow of the cross-cache reuse.
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10. Appendix

Figure 9.21: Confusion matrix of our KernelSnitch website fingerprinting attack
with an F1 score of 89.5%.
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1. Introduction

When Good Kernel Defenses Go Bad: Reliable
and Stable Kernel Exploits via Defense-Amplified

TLB Side-Channel Leaks

Lukas Maar Lukas Giner Daniel Gruss Stefan Mangard

Graz University of Technology

Abstract

Over the past decade, the Linux kernel has seen a significant number of
memory-safety vulnerabilities. However, exploiting these vulnerabilities
becomes substantially harder as defenses increase. A fundamental defense
of the Linux kernel is the randomization of memory locations for security-
critical objects, which greatly limits or prevents exploitation.

In this paper, we show that we can exploit side-channel leakage in defenses
to leak the locations of security-critical kernel objects. These location
disclosure attacks enable successful exploitations on the latest Linux kernel,
facilitating reliable and stable system compromise both with re-enabled
and new exploit techniques. To identify side-channel leakages of defenses,
we systematically analyze 127 defenses. Based on this analysis, we show
that enabling any of 3 defenses – enforcing strict memory permissions
or virtualizing the kernel heap or kernel stack – allows us to obtain fine-
grained TLB contention patterns via an Evict+Reload TLB side-channel
attack. We combine these patterns with kernel allocator massaging to
present location disclosure attacks, leaking the locations of kernel objects,
i.e., heap objects, page tables, and stacks. To demonstrate the practicality
of these attacks, we evaluate them on recent Intel CPUs and multiple
kernel versions, with a runtime of 0.3 s to 17.8 s and almost no false
positives. Since these attacks work due to side-channel leakage in defenses,
we argue that the virtual stack defense makes the system less secure.

1. Introduction

The security of modern systems relies on privilege levels. While user
programs have lower privileges, the operating system kernel has higher
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privileges and can typically access all system memory. Thus, the system’s
security depends directly on the security of the kernel. However, kernels –
such as Linux – are also complex, which often unintentionally introduces
software vulnerabilities, many of which remain unknown for years. To
generically limit the impact of these vulnerabilities, kernels employ several
defenses that limit what a bad actor can do after exploiting a software
bug. A fundamental defense in the Linux kernel is the randomization
of memory locations for security-critical objects. This strategy prevents
exploitation outright or forces the bad actor to locate these randomized
locations before achieving system compromise.

Side-channel attacks offer a promising approach to circumvent these
randomization-based defenses and have been studied extensively. Numer-
ous works [1, 14, 21, 31, 38, 42] have exploited a side channel in the
Translation Lookaside Buffer (TLB), a CPU buffer that stores virtual-to-
physical address translations. These TLB side channels have allowed partial
bypasses of Kernel Address Space Layout Randomization (KASLR) [11],
which randomizes parts of the kernel, e.g., the kernel code, module code,
and Direct-Physical Map (DPM). Specifically, these works break code
or physical KASLR, which refers to leaking the base address of random-
ized code sections or the DPM. Multiple kernel exploits have used these
KASLR breaks [12, 26, 41], including those from Google Project Zero and
Google’s bug bounty program.

However, existing techniques do not reveal the locations of security-critical
kernel objects, a requirement for many attacks to compromise the system.
At the same time, as defenses become more integrated – particularly in the
memory mapping subsystem – the risk increases that these protections,
while intended to enhance security, may unintentionally expose the system
to more precise leaks. As a result, it is unclear which, if any, of the defenses
actually allow more precise leakage.

In this paper, we show that while kernel defenses are valuable in mitigating
vulnerability exploitation, enabling any of 3 defenses allows for side-channel
attacks to deduce the locations of security-critical kernel objects in a way
that allows reliable and stable privilege escalation on modern Linux kernels.
We refer to these as location disclosure attacks.

To identify kernel defenses that allow these location disclosure attacks, we
perform a systematic side-channel analysis. We analyze all 127 defenses
recommended by the Kernel Self-Protection Project (KSPP) [61] or used
within Google’s KernelCTF [12] bug bounty program. These defenses
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include protection against various exploit techniques, such as cross-cache
reuses [33, 44, 65, 68] – that exploit the memory reuse by a kernel allocator
– and kernel code tampering attacks [10]. We classify these defenses into 5
categories. We then observe that from one category, 3 defenses – enforcing
strict memory permissions or virtualizing the kernel heap or kernel stack –
modify the memory mapping to create exploitable access patterns in the
TLB. These defenses change the mapping so that objects are accessed
with a fine-grained mapping of 4 kB instead of 2MB, which is how most
kernel memory is accessed. This results in using 4 kB TLB entries, with
contention patterns observable via a side channel.

We then present location disclosure attacks that leak the locations of
kernel objects. Combining strategic kernel allocator massaging with TLB
contention patterns allows the leak of page-aligned object locations and
consequently deduces all sub-page granular object locations, all attacker-
controlled. To perform these attacks, a bad actor must first load the
object’s address into the TLB. However, the kernel does not provide
a way to load only one target kernel address into the TLB, as even
the simplest syscall accesses and loads multiple addresses. Instead, we
use a so-called access primitive multiple times with different arguments,
which loads numerous addresses – including the target address – into the
TLB. This creates multiple TLB contention patterns, which we leak via
an Evict+Reload TLB side-channel attack using 2 known and 1 novel
distinguishing primitive, i.e., distinguish 2MB from 4 kB mappings. Due
to strategic prior massaging, we use these patterns to deduce the locations
of most security-critical kernel objects, i.e., pipe buffer, msg msg, cred,
file, seq file, page table (all levels), and kernel stack.

To demonstrate the practicality of these disclosure attacks, we leak object
locations on recent Intel CPUs ranging from the 8th to the 14th generation
and generic kernels ranging from v5.15 to v6.8. We evaluate on an idle
and stressed system. For an idle system, these attacks require between
0.3 s to 17.8 s with almost no false positives. For a stressed system, the
false positives increase to about 7% despite being close to full CPU load
with significant TLB pressure.

Using our disclosure attacks, we can perform privilege escalation on modern
kernels (e.g., v6.8) without crashes and nearly 100% reliability. We show 3
results: First, our disclosure attacks re-enable exploit techniques that have
been largely prevented. Second, disclosure attacks enable a new exploit
technique that was previously not possible due to the limited capabilities
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of most vulnerabilities. Third, we even argue that the virtual kernel stack
defense reduces security.

Finally, we discuss the security implications of our disclosure attacks, e.g.,
that the exploitation becomes substantially more reliable and stable with
already known security-critical kernel objects. We also discuss challenges
inherent in fully mitigating location disclosure attacks, e.g., preventing
the kernel from using 4 kB mappings for kernel objects.

Contributions. The main contributions of this work are:

(1) Side-Channel Analysis of Kernel Defenses: We systematically
analyze all 127 defenses recommended by the KSPP or used within
Google’s bug bounty program for their side-channel leakage, showing
that 3 leave fine-grained, exploitable TLB contention patterns.

(2) Location Disclosure Attacks: We present disclosure attacks comb-
ing allocator massaging with Evict+Reload-style TLB attacks to leak
these fine-grained patterns and deduce the locations of security-critical
kernel objects, i.e., heap objects, page tables, and stacks. We evaluate
our attacks on recent Intel CPUs and kernel versions.

(3) Reliable and Stable Kernel Exploitation: We show that our
disclosure attacks allow privilege escalation without crashes and nearly
100% reliability on modern systems, e.g., Linux kernels v6.8. They
re-enable a new exploit technique and previously prevented exploit
techniques.

Outline. Section 2 provides the background. Section 3 presents the
workflow. Section 4 discusses our side-channel analysis of the defenses.
Section 5 combines massaging with exploitation of these side-channel
leaks for disclosure attacks. Section 6 evaluates these attacks. Section 7
shows how the leakage can be used in kernel exploits. Section 8 provides a
discussion. Section 9 concludes our work.

2. Background

This section provides the necessary background for this work.

Kernel Allocators. The Linux kernel provides 3 allocators (i.e., page
allocator, slab allocator, and virtual memory allocator), where Figure 10.1
shows the memory areas used.
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vmemmap

DPM
used by
page and slab allocator

Code

Modules

vmalloc
used by virtual allocator

ffff888000000000

page offset base

vmalloc base

vmemmap base

No Mapping

4kB Mapping

2MB Mapping

Figure 10.1: Virtual memory layout of the x86 64 Linux kernel.

First, the page allocator [30] divides the Direct-Physical Map (DPM) [48]
– a linear virtual mapping of (typically) the entire physical memory – into
page-order memory chunks. This allocator combines memory allocation
with free memory coalescing. Simply put, it provides global and per-CPU
page-order free lists. Both free lists allow allocation of physically contiguous
page-order memory chunks, where the kernel first allocates/deallocates
chunks from the per-CPU lists. If the per-CPU lists are exhausted on
allocation or exceed a maximum capacity on deallocation, the kernel
resorts to the global lists.

Second, the slab allocator allocates page-order chunks – used as slabs –
from the page allocator, where the slabs cache free and available memory
slots [5, 29]. This allocator provides two types of caches, both of which use
slab pages for allocating and deallocating objects: dedicated and generic
caches. Dedicated caches are used for frequent object allocation with
kmem cache alloc. Generic caches are used for allocating less frequently
used objects and have multiple allocator caches matched to different sizes.
When allocating objects from a generic cache with kmalloc, the kernel
first matches the object size to one of these caches and then returns a free
and available memory slot from that cache.

Third, the virtual memory allocator uses vmalloc to provide a virtually
contiguous memory with a specific mapping.

SLUBStick. Maar et al. [44] introduced a timing side channel of the
slab allocator to detect new slab page allocations. It works by timing
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object allocations from user space. Fast allocations indicate that the
currently active slab page has returned the memory slot. Slow allocations
indicate a new slab page allocation by the page allocator that returns
a slot for the object. By grouping object allocations according to their
timing, SLUBStick determines all objects on a slab page.

Kernel Memory Mapping. Figure 10.1 shows the virtual memory
layout of the Linux kernel with 5 relevant areas for this work, all of which
are randomized due to KASLR [11].

Code andModules contain the instructions of the kernel binary and inserted
modules. The DPM is a virtual memory area of (typically) the entire physi-
cal memory, mostly mapped with 2MB pages. Crucially, the kernel heap al-
located by the slab allocator accesses the DPM directly. On x86 64 systems,
the kernel places the DPM at a random 1GB-aligned address – the page -

offset base – between ffff888000000000 and ffffc88000000000. The
vmalloc area (mapped with 4 kB pages) contains memory slots allocated
with the virtual allocator. This area is randomly located to a 1GB-aligned
address – the vmalloc base – between the DPM’s end and vmemmap’s
start. The vmemmap area is a virtual memory mapping that stores meta-
data for each physical page. More specifically, this virtual mapping is an
array of 64B page objects that store this metadata and is indexed by
the physical frame number. It is located at a 1GB-aligned address – the
vmemmap base – between vmalloc’s end and fffffffe0000000000.

Kernel Exploitation. Most kernel exploits that exploit memory-corrup-
tion vulnerabilities work similarly: A bad actor initially triggers the vulner-
ability, such as Out-Of-Bounds (OOB) or Use-After-Free (UAF), to falsely
put an object – often referred to as the victim object – in a free state. They
then reuse the victim’s memory slot for a different object. There are two
variants of reuse attacks: First, they perform an in-cache reuse and reuse
the victim object as another object from the same allocator cache, e.g.,
kmalloc-*. However, this limits reuse to objects with the same (or similar)
size and allocation properties, as heap separation prevents direct reuse of
the victim as a security-critical object. Second, they perform a cross-cache
reuse by freeing all memory slots on the slab page that contains the victim
object, causing page recycling. They then reclaim the page (typically) used
for a security-critical purpose, e.g., DirtyCred [35] as a credential reference,
CVE-2022-27666 [72] as a msg msg, DirtyPage [36]/CVE-2020-29660 [19]
as a pipe buffer, or Dirty PageTable [66]/SLUBStick [44] as a page table.
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Translation-Lookaside Buffer. The TLB is a per-core CPU cache
that stores virtual-to-physical address translations. When an address
translation is found in a TLB entry, it eliminates the need to perform
a page-table walk for memory access, resulting in a speedup. There are
typically two levels of TLBs, with the first level split between data (DTLB)
and instructions (ITLB), while the second level (STLB) is shared between
data and instructions. Each TLB is a set-associative cache, i.e., split into
sets and ways. For example, an Alder Lake CPU might feature two STLBs
of 128 sets with 8-way associativity each, one for 4 kB and 2MB/4MB
pages, and one for 4 kB and 1GB pages. When a virtual address is not
found in any TLB, a page-table walk is performed, and an existing entry
in the TLB is evicted to store the new translation.

3. High-Level Overview

Our work is based on 3 components, as shown in Figure 10.2.

First, we show that several kernel defenses leave exploitable, fine-grained
TLB contention patterns (see Section 4). Initially, we analyze all 127
defenses recommended by the KSPP [61] or used by KernelCTF [12],
which protects against techniques, e.g., code manipulation [10] and cross-
cache reuse [33, 44, 68]. We categorize them into 5 categories based on how
they improve security. We then analyze whether they change the memory
mapping to create fine-grained TLB patterns, resulting in 3 defenses of a
particular category.

Second, we show that combining kernel allocator massaging with these
patterns enables the leaking of the location of target objects (see Section 5).
To achieve this, we perform an Evict+Reload TLB side-channel attack
and obtain the leakage of each exploitable defense. Using these leaks, we
show that due to the prior massaging, we can deduce the location of most
security-critical objects, i.e., heap objects, page tables, and kernel stacks,
which are all popular exploitation targets such as msg msg [3, 9, 23, 40,
52, 72], pipe buffer [36, 53, 63], cred [16, 35], seq file [18, 27, 59],
file [35, 56, 64, 69], page table [44, 51, 65, 66], and kernel stack [26, 67,
70]. We demonstrate the practicality of these attacks on recent Intel CPUs
and multiple kernel versions (see Section 6).

Third, we show that by using our disclosure attacks, we can build reliable
and stable exploits (see Section 7): First, they re-enable exploit techniques
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that have been largely prevented. Second, they enable a new technique
that was not previously possible due to the limited capabilities of most
vulnerabilities in their initial state. Third, for one defense, we even argue
that the defense provides less security due to disclosure attacks. We then
discuss (see Section 8) the security implications of the disclosure attacks
and the challenges of full mitigation.

Threat Model. We assume an unprivileged user with code execution,
a typical scenario for the last stage of a full-chain exploit [58]. We also
consider the presence of an exploit primitive, such as kernel UAF or
OOB write, due to a kernel heap bug. We assume that all upstream
defenses available in v6.9 (i.e., the latest version when we started our
work) are enabled and exclude defenses that require paid subscriptions
(e.g., AUTOSLAB [33]), in line with prior work [16, 35, 44, 70]. In line
with our evaluation CPUs, while KPTI is included in the kernel binary, it
is disabled by the CPU.

4. Side-Channel Analysis of Kernel Defenses

In this section, we detail our systematic analysis of all 127 kernel defenses
recommended by the KSPP [61] or used within Google’s KernelCTF [12]
bug bounty program. We aim to determine which kernel defenses introduce
exploitable fine-grained TLB contention patterns. We first organize all
kernel defenses into 5 categories. We then show that 3 defenses of one
category introduce exploitable fine-grained leakage.

4.1. Requirements

There are two requirements for defenses to leave exploitable contention
patterns in the TLB. We first discuss these and then describe how kernel
defenses satisfy these requirements.

R1. The identified kernel defenses must produce different TLB contention
patterns when applied than when not applied. Thus, the first requirement
is that applying a defense must change the memory mapping. We refer to
a mapping change in where or how kernel objects are mapped, potentially
creating exploitable TLB contention patterns on object access.

R2. Since most of the accessed kernel memory is mapped as 2MB pages [7],
TLB contention patterns mainly occupy 2MB entries. Even if we leak
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which 2MB entries the target object occupies, the offset within that 2MB
page remains unknown. Thus, as a second requirement, the defense must
alter the mapping of objects from 2MB to 4 kB pages, creating contention
patterns in 4 kB TLB entries, so that we can leak the 4 kB location of
the object first and narrow it down to its sub-page granular locations
subsequently. This can be done either by statically switching from a 2MB
to a 4 kB mapped region or by dynamically changing the mapping.

Since defenses satisfying R2 are a subset of defenses satisfying R1, R1
helps to filter out defenses that do not satisfy R2, allowing for efficient
and accurate kernel defense analysis.

Unexploitability of 2MB Mappings. As we will show in Section 5,
our disclosure attacks require full control over the smallest memory granu-
larity leaked by TLBs. With 2MB mappings, adversaries must ensure all
controlled objects occupy and map exclusively to an entire 2MB memory
chunk, which is infeasible because: First, the largest slab size is 32 kB and,
second, slab adjacency to fill exclusively only to a 2MB memory chunk is
almost impossible, e.g., due to CONFIG SHUFFLE PAGE ALLOCATOR.

4.2. Classification of Kernel Defenses

From the 127 defenses, we filter out those that do not apply to any of
our evaluated kernels (i.e., v5.15, v6.5, v6.6, and v6.8), e.g., CONFIG -

RANDOM TRUST BOOTLOADER is not available in these versions. This leaves
us with 114 defenses (see Figure 10.3), which we divide into the Memory
Mapping Change, Reduce Attack Surface, Add Checks, Poisoning/Cleanup,
and Others categories. We then analyze whether these categories have
the potential to satisfy our requirements and find that Memory Mapping
Change satisfies R1. Finally, we show that multiple defenses within this
category satisfy R2, leaving exploitable contention patterns in 4 kB TLB
entries.

Non-Exploitable Categories. To filter the non-exploitable categories
from the Memory Mapping Change category that satisfy R1, we auto-
matically identify all files containing an #ifdef of a kernel defense. We
then automatically determine whether the file is directly responsible for
the memory mapping, e.g., vmlinux.lds.S, or is located in a directory
that handles mappings, e.g., arch/*/mm/. In these cases, we manually
analyze the files and determine whether they contribute to memory map-
ping changes. Several automatically identified defenses turned out as
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Figure 10.3: Our classification of kernel defenses shows the Memory Mapping
Change defenses inducing exploitable TLB contention patterns that
leak the precise location of objects.

false negatives on manual analysis, e.g., CONFIG STRICT DEVMEM includes
checks in arch/x86/mm/pat/memtype.c but does not contribute to map-
ping changes. After the analysis, we are left with 12 defenses contributing
to mapping changes.

For completeness, we briefly describe the other non-exploitable categories
Reduce Attack Surface, Add Checks, Poisoning/Cleanup, and Others, where
we use manual classification based on the following definitions: Reduce
Attack Surface limits the amount of kernel code accessible to an applica-
tion [20, 25], e.g., resetting CONFIG X86 VSYSCALL EMULATION removes vir-
tual syscalls handling. Add Checks defenses insert security checks, ensuring
the integrity of parts of the kernel, e.g., CONFIG SLAB FREELIST HARDENED

protects slab metadata. We classify defenses as Poisoning/Cleanup if they
poison or cleanup registers (e.g., CONFIG ZERO CALL USED REGS) or mem-
ory (e.g., CONFIG PAGE POISONING or CONFIG INIT ON FREE DEFAULT ON).
Finally, Others defenses do not fit in the other categories, e.g., CONFIG -

SCHED CORE permits core scheduling. To summarize, none of these cate-
gories contribute to memory mapping changes, and, thereby, they do not
satisfy R1.

Defenses that Change the Memory Mapping. Memory Mapping
Change defenses can be divided into those that change the object’s map-
ping to 4 kB pages (satisfying R2) and those that do not. For those that
do not, several of them change the object’s location by separating them
according to their security context. Examples include CONFIG KMALLOC -

CG with coarse-grained separation, CONFIG KMALLOC SPLIT VARSIZE to
separate elastic objects [3], and CONFIG RANDOM KMALLOC CACHES to ran-
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domly assign dedicated caches to allocation sites. Other defenses that
also do not change the mapping are CONFIG SHUFFLE PAGE ALLOCATOR

and CONFIG RANDSTRUCT FULL, which randomize page allocations or the
members within a struct. Another example is CONFIG STRICT KERNEL RWX,
which only sets code permissions on a 2MB granularity. Since none of
these defenses change the object’s mapping to 4 kB pages, they do not
satisfy R2.

This leaves 3 defenses that change the object’s mapping to 4 kB pages.
CONFIG STRICT MODULE RWX satisfies R2 as follows: It must set the per-
mission of the virtual memory and the DPM of the module code to
non-writable [10, 61]. To achieve permission settings in the DPM, this
defense splits the 2MB pages of the DPM into 4 kB, allowing legitimate
use of other pages from the former 2MB page, e.g., for the heap. CONFIG -

SLAB VIRTUAL and CONFIG VMAP STACK satisfy R2 as they use virtual
memory mapped with 4 kB pages.

Discussion. A false positive is when an identified defense leaves no
exploitable TLB contention patterns. However, all of our identified defenses
leave exploitable patterns that leak locations of target objects. A false
negative is when a defense allows location leakage, but we missed it. To
minimize false negatives, we strictly defined our requirements R1 and R2
and systematically analyzed the defenses. We also performed a bottom-
up approach and tried to find defenses that include mapping changing
functions such as set memory ro.

We reveal 3 exploitable and 124 non-exploitable defenses. This provides
encouraging results for defenders, as only 3 defenses require hardening
against our attacks. Researchers can focus on these instead of all 127
defenses.

Takeaway 10.1

Our analysis shows that 3 defenses change the memory mapping of
kernel objects to 4 kB pages, which creates exploitable contention
patterns in 4 kB TLB entries.
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5. Exploitation of Kernel Defenses

To leak the location of a target object, we need to load its page-aligned
address into the TLB. However, even the simplest syscall accesses multiple
kernel addresses and loads them into the TLB. Instead, we call a so-
called access primitive multiple times with different arguments. These
access primitives load the addresses of a couple hundred to a thousand
accessed objects – including the target address – and, therefore, create
TLB contention patterns. By strategically massaging the kernel allocators
beforehand, we use these patterns to infer the page-aligned location of
the target object. We then deduce all sub-page granular object locations
within the leaked page, all controlled by the attacker. Below, we set the
challenges of exploiting D1-3 and massaging the allocators for location
leakage, while Sections 5.1 to 5.3 solve them.

C1. The first challenge is to ensure that our target object is located
on 4 kB mappings. Therefore, on object access, its page-aligned address
is now loaded into a 4 kB TLB entry, resulting in 4 kB TLB entries are
occupied.

C2. The second challenge is to minimize TLB noise from uncontrolled
accesses within the access primitives. Reducing the noise is critical, as
otherwise, it could lead to the target TLB entry being misoccupied,
resulting in misclassification or the inability to locate the target 4 kB TLB
entry.

C3. The third challenge is to deduce the location of the target kernel
object from the contention patterns in 4 kB TLB entries. To achieve this,
we first need to determine the 4 kB TLB entry of our target kernel object
(C3.1). For reference, when leaking msg msg, we need to non-trivially
reduce the 976 TLB entries of its access primitive to 1 target entry.
Finding this TLB entry gives us the page-aligned kernel address of the
object. Next, we must derive the object locations within this leaked page
address (C3.2).

5.1. D1: Strict Kernel Memory Permissions

By massaging the kernel allocators combined with exploiting the CONFIG -

STRICT MODULE RWX defense, we can solve C1-3 and leak the location of
heap objects and page tables.
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5. Exploitation of Kernel Defenses

Protection Scheme. Kernel memory containing writable code is an
easy target for control-flow redirection [10, 61]. As a mitigation, the kernel
supports CONFIG STRICT * RWX to guarantee no kernel code is writable [61].
Specifically, the kernel can protect dynamically loaded module code (i.e.,
CONFIG STRICT MODULE RWX) this way: When loading module code into
a virtual memory range, the kernel restricts this range to be executable
and read-only and the corresponding range in the DPM to be read-only.
However, as the DPM is mapped mainly as 2MB pages, the kernel has
to split – prior to changing permissions – this 2MB page into 4 kB pages.
Hence, physically adjacent pages can remain writable and be used by the
kernel, e.g., for the kernel heap.

TLB Contention Pattern. Figure 10.4 shows exploiting TLB con-
tention patterns created by this defense combined with allocator massag-
ing. In the first stage, we load a module, forcing a 2MB to 4 kB page
split ①. The kernel then sets the page within the DPM that contains the
module’s code (i.e., blue memory range) to read-only. Unprivileged kernel
module loading can be done by opening a socket that does not have its
kernel driver loaded.

In the second stage, we allocate a target object (i.e., green memory range)
to claim a memory location mapped as a 4 kB page ②, using its so-called
allocation primitive. To claim a 4 kB mapped slot, we drain the lower page-
order free lists of the page allocator before loading the module by allocating
many dummy objects. Due to the page allocator’s intrinsic behavior, when
the lower page-order free lists are drained, it partitions higher page-order
chunks and uses them for the lower page-order allocations [16, 44, 65].
After these free lists are drained, the module allocation uses a chunk with
an adjacent free chunk, located on the split 2MB page. Now, subsequent
object allocations likely claim one of these adjacent chunks, solving C1.

In the third stage, we use an access primitive that accesses multiple kernel
addresses and induces TLB contention. The TLB contention pattern
consists of the page-aligned address of our target kernel object (i.e., green
memory range) and addresses of other accessed objects (i.e., red memory
areas).

Leaking the Object’s Location. While inferring the location of our
target object from TLB contention is a generic approach, we explain it
using the msg msg as an example. For the msg msg object, the msgsnd and
msgrcv functions act as an allocation and access primitive. Figure 10.5
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DPM

msg0
msg1

msg32

msq0

msq1

msq32

ipc ns
❻

❺

❹

❸

❷

❶

TLB①

TLB②

TLB③

sys_msgrcv(id, mtext, mtype):
msq = ipc_ns.root_rt[id]
if !msg:

return
msg = find_msg(msq, mtype)
copy_to_user(mtext, msg.mtext)

mtext = char[]
mtype = 0x41

// access msg0, msq0, ipc_ns
sys_msgrcv(0, mtext, mtype)

// access msg1, msq1, ipc_ns
sys_msgrcv(1, mtext, mtype)

// access msg32, msq32, ipc_ns
sys_msgrcv(32, mtext, mtype)

①

②

③

Figure 10.5: TLB contention patterns by calling msgrcv ①-③.

depicts the access primitive that first accesses the Inter-Process Com-
munication (IPC) root tree ipc ns.root rt to obtain msq that matches
id. It then accesses msq to obtain msg msg matching the type mtype and
copies the data stored within this object to user space. Executing this
primitive with different ids creates different access patterns in the TLB.
This simplified example shows a contention pattern with three 4 kB TLB
entries, whereas in reality, the access primitive creates patterns with 976
entries across all TLB levels.

In Figure 10.5, we aim to leak the address of msg0 residing on page ❷.
To minimize the noise on the TLB, we exploit the caching property of
the slab allocator, solving C2. Specifically, we make sure that the slab
page of our target object (i.e., msg0) contains only msg msgs: First, by
allocating multiple msg msgs, and second, by validating via the SLUBStick
timing side channel [44] that only msg msgs are stored on this slab page
(see Section 2). We refer to the objects on page ❷ as msg0 to msg31. We
repeat this process so that we have a second slab page ❶ occupied with
msg msgs.

Next, we separate other objects, such as msg queue, on different slabs via
dummy allocations between two different msq queue (i.e., msq0 and msq1)
allocations so that all other memory slots within the slab page are used
for dummy objects. For example, page ❺ contains one msg queue object,
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5. Exploitation of Kernel Defenses

and the other slots of the slab page are dummy objects. Figure 10.5 shows
the memory layout of the DPM when using both approaches.

With the object layout we crafted, executing msgrcv with different ar-
guments results in different TLB entries being occupied. Executing this
primitive with an id of 0 ① results in entries 2, 5, and 6 being occupied,
while running it with an id of 1 ② results in 2, 4, and 6 being occupied.
The execution with an id of 32 ③ results in occupancy of entries 1, 3,
and 6. Hence, we can distinguish common and differential TLB access
patterns: The patterns of ① and ② are common, as their accessed objects
(i.e., msg0/1) are on the same slab page. Pattern ① is differential to ③ as
it does not access the same target slab page. We determine the common
entries of ① and ②, resulting in 2 and 6. We remove the common entries
with ③, resulting in entry 2, the correct page ❷. Thus, we obtained the
page-aligned address of msg0, solving C3.1.

To obtain the location of all objects within the leaked and controlled slab
page (solving C3.2), we consider the alignment enforced by the page and
slab allocators [46]. The page allocator enforces that the base address of its
slab is always aligned to its page order. Using the kmalloc-cg-128 cache
as an example, since this cache contains 0-order slab pages1, their base
addresses are page-aligned2. Objects allocated from this cache are then
located at 128 · n+ slab base where n is between 0 and 31, and slab base
is the page-aligned address leaked by C3.1. Since we have occupied the
entire slab page with msg msgs, we obtain the location of all 32 objects
within the page. While we now have all locations within the slab page, we
do not know which object is at which specific leaked location but we do
not need to as all objects are adversary controlled. We show in Section 7,
this is sufficient for escalating privileges without crashes and nearly 100%
reliability.

Besides msg msg, we perform a similar approach with allocator massaging
and common/differential access patterns for other objects. We leaked
the locations of pipe buffer, cred, file, seq file, and page-tables,
i.e., Page Upper Directory (PUD), Page Middle Directory (PMD), and
Page Table (PT). Table 10.3 shows their allocation and access primitives.
For heap objects, we achieve the common/differential access patterns by
allocator massaging, while for the page tables, we place the page-table
levels in our favor (see Section 12.2).

1n-order slab pages refer to a slab of size 2n · PAGE SIZE.
2/sys/kernel/slab/kmalloc-* contains these details, which remain consistent across
the same kernel version.
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Virtual Kernel Heap

vmemmap

DPM

Code

Modules

vmalloc

fffffe9132390000

fffffe9132392000

fffffe9132394000

fffffe9132398000

No Mapping

4kB Mapping

2MB Mapping

0-order virt slab page

1-order virt slab page

Figure 10.6: Memory layout when using CONFIG SLAB VIRTUAL, which now has
a virtual kernel heap. This virtual heap contains the virtual slabs
where the heap objects are located.

Takeaway 10.2

While D1 prevents tampering with module code, it creates exploitable
TLB contention patterns and, thus, allows location leakage of heap
objects and page tables.

5.2. D2: Virtual Memory for Kernel Heap

The Linux kernel has enhanced heap defenses that separate objects into
different sets of allocator caches based on their security context. This
separation prevents in-cache reuse, where a victim object’s memory slot is
directly reused for security-critical objects. While this separation makes
vulnerability exploitation more difficult, cross-cache reuse [68] has been
proposed to circumvent this separation. It exploits the memory reuse of the
page allocator and has received considerable attention from academia [16,
35, 43, 44, 68] and industry [33, 49, 62]. To counter this development,
security experts presented the defense CONFIG SLAB VIRTUAL [49] and
deployed it in Google’s hardened system for KernelCTF [12]. While this
defense provides significant value in mitigating cross-cache reuse, we show
that it creates TLB contention patterns that enable leaking the location
of target heap objects.

Protection Scheme. CONFIG SLAB VIRTUAL [49] deterministically pre-
vents the reclaiming of heap memory that has been returned to the page
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5. Exploitation of Kernel Defenses

allocator. They achieve this by using a virtual mapped area as heap instead
of the DPM, which is mapped with 4 kB pages. We refer to this area as the
virtual kernel heap, as illustrated in Figure 10.6. Since the slab pages are
now in the virtual heap, we refer to them as virtual slab pages. A unique
feature of this defense is that it continuously increases the heap and never
returns memory used by virtual slab pages back to the page allocator. This
prevents the corresponding memory chunk from being reused in different
slab caches, which deterministically prevents cross-cache attacks.

Leaking the Object’s Location. Since this defense uses 4 kB mapped
virtual memory areas, applying this defense causes accesses to heap ob-
jects (except for DMA-related memory [49]) to occupy 4 kB TLB entries,
satisfying C1 by design. However, accessing nearly the entire heap via
4 kB mappings also introduces TLB noise since the previously used 2MB
mappings are now all 4 kB. To compensate for the higher TLB noise
floor, we use the same approach as in Section 5.1 to create common and
differential patterns in the TLB, but with more varying arguments. From
these patterns, we deduce the target kernel page, solving C2 and C3.

Takeaway 10.3

While D2 provides significant value in mitigating cross-cache attacks,
it enables leaking heap object locations.

5.3. D3: Virtual Memory for Kernel Stack

The CONFIG VMAP STACK kernel defense [37] uses a virtual stack with guard
pages instead of physically-mapped kernel stacks, preventing kernel stack
overflows. However, we show that it also allows the location of kernel
stacks to be leaked.

Protection Scheme. With this defense disabled, Linux uses the DPM
directly for kernel stacks. Since the DPM is (mostly) continuous, a stack
overflow would corrupt pages adjacent to the kernel stack, which may cause
a difficult-to-diagnose corruption. To detect these overflows, CONFIG VMAP -

STACK allocates the stack with vmalloc and includes virtual guard pages.
Now, the stack is located within the virtual memory area (see Figure 10.1),
mapped with 4 kB pages.

Leaking the Object’s Location. With this defense enabled, the
thread’s stack is accessed with memory mapped via 4 kB pages, solv-
ing C1 by design. To exploit this defense, we need a syscall that accesses
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10. When Good Kernel Defenses Go Bad

the kernel stack with minimal other objects. We use an invalid syscall (i.e.,
syscall number -1) as an access primitive that only accesses the kernel
stack and a few other kernel objects, such as current. To reduce the TLB
noise and solve C2, we consider the stack’s alignment, including the used
guard pages. To solve C3.1, we repeatedly call the invalid syscall and
determine the 4 kB TLB entry that occupies the page-aligned kernel stack.
Lastly, since even with the kernel defense CONFIG RANDOMIZE KSTACK -

OFFSET DEFAULT enabled, the invalid syscall only accesses the top page
from the kernel stack, the leaked TLB entry is the current kernel stack,
satisfying C3.2.

Takeaway 10.4

While D3 comfortably detects kernel stack overflows, it allows the
location of the kernel stack to be leaked.

6. Location Disclosure Attacks through Defense
Side-Channel Leakages

In this section, we first describe the side-channel primitives to leak the
TLB contention patterns via an Evict+Reload TLB side-channel attack
(see Section 6.1). We then evaluate the location disclosure attack using
Evict+Reload and leak most security-critical kernel objects (see Sec-
tion 6.2).

Evaluation Setup. We evaluate a wide range of Intel CPUs (i.e., Kaby,
Coffee, Alder, Raptor, and Meteor Lake), which are all vulnerable to
our disclosure attack. The used kernels for the D1/3 exploit are the
generic v5.15, v6.5, and v6.8 ones, while for the D2 exploit, we applied the
CONFIG SLAB VIRTUAL patch to its intended v6.6 kernel (see Table 10.2).
We extensively evaluate our attack on the Intel i7-1360 and kernel v6.8 for
D1/3 and v6.6 for D2 to leak the location of heap objects, page tables,
and thread stacks (see Table 10.1).

6.1. Distinguish Different Memory Mappings

The prefetch instruction [14] allows us to measure whether or not a page
is currently in the TLB by measuring its execution time. As it does not
architecturally access the data, this does not cause an access violation,
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Figure 10.7: Prefetch timings of 4 kB pages.

even if performed on kernel pages from user space. We implement a fast,
set-targeted TLB eviction for both TLB levels to repeatedly sample pages.
We base this on the reverse-engineering of TLB addressing functions
done by prior work [13, 60, 71]. While the overall TLB structure on
Intel CPUs has changed significantly since the Coffee Lake architecture
evaluated in prior work, we find that for 4 kB pages, the appropriate
indexing functions still perform well for set eviction on Ice Lake and
later generations. Combining prefetch and TLB set eviction, we get an
equivalent attack to Evict+Reload [15] for pages.

For our attack, we need three distinguishing primitives: First, we need
to distinguish TLB hits from misses on mapped pages. This allows us to
locate specific kernel objects for which we have an access primitive, e.g.,
msgrcv for msg msg. Second, distinguishing mapped from unmapped pages
allows us to find coarse-grained memory areas, e.g., DPM or vmemmap (see
Figure 10.1). Third, our novel primitive allows us to recognize whether
an address is mapped to a 2MB or a 4 kB page, which enables us to find
pages that a kernel defense has split.

Figure 10.7 shows the prefetch timings for Kaby and Meteor Lake. We
find that prefetchnta and prefetcht2 combined in one measurement
leads to good results on all tested CPUs. We see that TLB hits are
distinguishable from misses. Thus, for our hit/miss primitive, we evict the
TLB set corresponding to the page we are testing and then measure the
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10. When Good Kernel Defenses Go Bad

timing of prefetch on that page. As shown, the distributions are separable,
so few repetitions are sufficient for stable results.

On Kaby Lake, we see that mapped and unmapped pages are also clearly
distinguishable. However, changes in the newer Meteor Lake microarchi-
tecture cause TLB misses on mapped pages to no longer show a different
timing from unmapped pages with our measurement setup. We, therefore,
do not rely on this difference but simply repeatedly measure the prefetch
timing of a page without evicting it from the TLB to get the mapped/un-
mapped primitive. If the tested page is mapped, accesses after the first
one will produce a hit timing because Intel TLBs do not cache unmapped
page translations.

For the 2MB/4 kB primitive, we combine the two prior approaches. We
repeatedly evict the target TLB entry, then prefetch another address in
the same 2MB-aligned memory at least 4 kB away, and lastly, measure
the prefetch timing of the target address. If our target is mapped on a
2MB page, accessing another address on the same page will load it into
the TLB, causing a hit on the measured target access.

6.2. Evaluation of Disclosure Attacks

In this section, we evaluate our location disclosure attacks by exploiting
D1-3 via the prefetch side channel and allocator massaging. We first
leak the coarse-grain location where the object resides, and then leak the
fine-grain location of that object, e.g., DPM with subsequent kernel heap
object leak.

Leaking Coarse-Grained Kernel Sections. We leak the base of the
DPM, vmalloc, vmemmap, and virtual heap for D2 as follows: We iter-
ate through kernel memory in 1GB steps since the mappings are 1GB-
aligned. At each step, we use the mapped/unmapped primitive to determine
whether the first page is mapped. If it is, we have found the region’s base.
For the DPM base (i.e., page offset base of Figure 10.1), we start at
ffff888000000000; for vmalloc at the end of the identified DPM region;
and for the virtual heap, we start at fffffffe8000000000, its lowest possi-
ble address. For vmemmap, we search backward from fffffffe0000000000.
Leaking these locations requires less than 1 s.

Leaking Fine-Grained Locations. For defenses that access all kernel
objects with 4 kB page mappings, we iterate in 4 kB steps over the entire
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6. Location Disclosure Attacks through Defense Side-Channel Leakages

Table 10.1: Evaluation results of exploiting defenses D1-3, showing their Success
Rate (SR), the Time (T) required, the Corrected Rate (CR), where
we consider that we can repeat detect false negatives, ✝ indicating
that no stable exploit was possible, and ✽ indicating that we can
reallocate it in-cache from a leaked msg msg with a CR of 100%
instead.

Objects D1 D2 D3
SR T CR SR T CR SR T CR

% s % % s % % s %

msg msg 78 12.3 100 66 0.6 100 - - -
cred ✝ ✝ ✝ 77 6.6 98 - - -
file 80 8.1 100 82 0.4 100 - - -
seq file 77 6.6 100 93 0.4 98 - - -
pipe buffer 54 15.6 96 ✽ 51 1.0 100 - - -
PT 83 17.8 100 - - - - - -
PMD 93 14.5 100 - - - - - -
PUD 85 14.0 100 - - - - - -
Kernel Stack - - - - - - 98 0.3 100

possible memory area, i.e., virtual heap for D2 and vmalloc region for
D3. At each step, we call the access primitive for the corresponding target
object and use the hit/miss primitive to leak the contention of the tested
4 kB TLB entry. We repeat this with different arguments for the access
primitive and reconstruct the common and differential patterns to deduce
the target address. For D1, we only perform this iteration for areas within
the DPM mapped with 4 kB pages using the 2MB/4 kB primitive. Since
most of the DPM is mapped with 2MB pages, we can skip most addresses.
On our test system more than 98% of the DPM is typically mapped with
2MB pages.

For the evaluation, we perform the disclosure attacks 200 times with 5
reboots in between3. Table 10.1 shows the evaluation results, where we
leak heap objects by exploiting D1/2, page tables by exploiting D1, and
kernel stacks by exploiting D3. The Success Rate (SR) represents the true
positives divided by the total number of runs within the averaged required
Time (T). The Corrected Rate (CR) considers that we can repeat detected
false negatives4. Examples of detected false negatives are no address found

3For the D1 exploit, we only insert modules in the first run after boot.

4
TP

TP+FP
·FN+TP

total
, with true/false positives TP/FP , and false negatives FN .
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or the contention pattern does not satisfy alignment constraints. The
✝ denotes that exploiting D1 to leak cred was not stable because we
perform cred spraying with fork, which allocates numerous other objects,
resulting in the credentials rarely being allocated to 4 kB mapped memory.
Table 10.1 shows that most attacks have no false positives – referred to
as misidentified addresses – and the attacks that do have only about 2%.
The main cause of false positives for the D1 exploit is that its allocation
creates numerous other objects, resulting in, e.g., pipe buffer may not
be located on 4 kB mapped memory. However, instead of leaking the
pipe buffer ✽, we can leak msg msg and reallocate its slot in-cache with
a CR of 100%, working with all defenses in v6.9, including D2. The main
cause of false positives for the D2 exploit is that we could not apply the
slab side channel [44] to cred and seq file.

We also evaluated other Intel CPUs from the 8th to the most recent 14th
generation with generic kernels ranging from v5.15 to v6.8. In particular,
we exploited D1 and D3 as these defenses are integrated in these generic
kernels. Table 10.2 shows the evaluation results of the stack disclosure
attacks.

Stress. To test the resilience of our side channel, we test the stack
disclosure attack against TLB pressure. We start stress -m <nr cpus-1>

--vm-keep to create memory stress with TLB pressure on all other cores,
including the exploit’s sibling hyperthread. Performance counters show
that it causes around 60× 106 dTLB misses per second, while the exploit
causes around 4 × 106 misses, representing considerable stress. On our
Raptor Lake, stressing the system causes the CR to drop to around 93%.
By monitoring the CPU frequency, we find this is caused almost entirely by
the fluctuating frequency resulting from adaptive power management on
the laptop CPU in line with prior findings [46]. When fixing the frequency,
this TLB pressure has a negligible effect on the CR.

7. Reliable and Stable Kernel Exploitation

In this section, we discuss that by enabling defenses such as CONFIG SLAB -

VIRTUAL or CONFIG KMALLOC CG, kernel exploitation by pure vulnerabilities
has been made much more difficult. In particular, we discuss that the
inclusions prevent or severely limit the use of existing exploit techniques.
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7. Reliable and Stable Kernel Exploitation

We then show that with our location disclosure attack, which is counterin-
tuitively possible due to some defenses, we re-enable the prevented exploit
techniques or enable a new one.

In the following, we present three exploit techniques as case studies.
These techniques exploit write primitives to perform privilege escalation
with an exceptional reliability of more than 99.99% on real hardware.
First, we exploit the unlink primitive (see Section 7.1), which has been
used by several real-world exploits [43, 52, 54, 55, 57, 59] but has also
been largely mitigated by modern defenses. Second, we exploit the more
generic UAF and OOB write (see Section 7.2), which is considered a weak
exploitation primitive [44]. While it typically requires complex primitive
conversions for privilege escalation, we present a stable and reliable exploit
technique. Third, we exploit a constrained write primitive (see Section 7.3)
where no read primitive is available. Prior work requires either complex
primitive conversions [9, 17, 23, 26] or re-triggering the same [50] or another
vulnerability [24, 52], all of which come with the risk of crashes. For this
primitive, we present a novel exploit technique for privilege escalation.

Setup. We implement Proof-Of-Concepts (POCs) for the following exploit
techniques to escalate privileges. We also implement a helper kernel module
that provides the initial primitive. We evaluate them on two configurations,
Ubuntu 24.04 with the generic kernel v6.8 (i.e., D1 and D3 enabled) and
the kernel v6.6 with the D2 enabled (i.e., all three enabled). We run
Ubuntu on real hardware, i.e., Intel 13th Gen i7-1360P and 32GB of
RAM. To show the reliability of our techniques, we repeat their execution
1 000 times. A run is considered successful if we achieve privilege escalation.
If a run results in a system crash, we explicitly mark it as a system crash.
We repeat the 1 000 executions for 10 reboots, also demonstrating reliability
between different reboots.

7.1. Unlink Primitive

In this case study, we discuss the problem statement of exploiting the
unlink primitive. We discuss that modern defenses either prevent or
significantly increase the difficulty of its exploitation. We then show that
with our exploit technique (exploiting D1/2), we obtain an arbitrary
physical read/write, allowing us to escalate privileges.

To exploit the unlink primitive, a bad actor typically exploits a UAF to
gain overwrite capability on an object with a linked-list member. They
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then trigger the overwrite to corrupt the linked-list member. When the
corrupted object is unlinked, the following 2 writes are performed instead of
unlinking the element: *(next + 8) = prev; *(prev) = next;. Various
prior exploits convert this primitive to a more stable read or write primitive,
e.g., exploits [43, 52, 54, 55, 59] do this by corrupting objects, such as
msg msg [52], or seq file [54]. They typically trigger the unlink primitive
multiple times to get a prior read primitive for leaking heap pointers.
However, with the CONFIG KMALLOC CG defense, these pointer leaks have
become much more difficult because the used security-critical objects are
separated from vulnerable objects. Therefore, bad actors would need more
powerful read primitives, which are typically not present at this stage and
are difficult to transform by the unlink primitive itself.

Reliable and Stable Exploit Technique. We demonstrate the exploit
technique to convert the unlink primitive into an arbitrary read/write
by corrupting security-critical objects. While this is a generic technique
usable with objects such as pipe buffer [36], file [24, 56], or seq file [54,
59], we detail it using the pipe buffer as an example.

Figure 10.8 illustrates the high-level technique of exploiting pipe buffers,
which we detailed in Section 12.1. Here, we require that the slab page’s
address is leaked and that all memory slots on this page are populated
with pipe buffers. We showed in Section 5 how to achieve both. The
pipe buffer is the kernel object created when a user calls pipe2, and
acts as a physically-backed ring buffer. It provides operations to read
data from and write data to this buffer, which contains page, len, and
offset as members. While pipe buffer.page refers to its physically-
backed page used as the ring buffer, pipe buffer.len/offset store the
read and write end within the physical page. We initially trigger the unlink
primitive ① to refer the target pipe buffer0.page to the physical page
it resides on. Consequently, writing to this physically-backed page via fd0

now corrupts pipe buffer0/1 ②. We corrupt pipe buffer0 to enable
arbitrary corruption of pipe buffer0/1, while pipe buffer1 corruption
allows us to read ③ from and write ④ to the controlled kernel address,
i.e., pipe buffer1.page. This results in the arbitrary physical read/write
primitive.

We also provide an alternative technique, where we are required to leak a
slab page populated with pipe buffers and a page table, i.e., PUD. Here,
we first use the unlink primitive to overwrite pipe buffer0.page with
the leaked page table. We then convert the single page-table overwrite to
a physical read/write primitive similar to SLUBStick [44].
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Evaluation. We implement a helper, allowing us to trigger an unlink
primitive. We then implement two POCs that leverage this primitive
to manipulate pipe buffer for v6.8 and a pipe buffer/page table for
v6.6, obtaining the arbitrary read/write. Evaluating them results in 100%
reliability.

Takeaway 10.5

While modern kernel defenses largely mitigate the unlinking primitive,
our exploit technique re-enables it.

7.2. Use-After-Free & Out-Of-Bounds Write

A common technique is to convert an in-cache write primitive due to a
UAF or OOB bug into a Double-Free (DF) or an Invalid-Free (IF), as
they are typically more powerful. Prior research [35, 43, 44] and real-
world exploits [34, 50, 51, 52, 56, 65, 66] have followed this approach. In
particular, prior work [44] has shown how to convert it to a DF or IF,
which, in the following, we transform to an arbitrary read/write primitive.

Reliable and Stable Exploit Technique. Figure 10.9 illustrates the
exploit technique to convert an IF to privilege escalation. Again, we
require that the slab page address be leaked and that all memory slots
of that slab page be populated with pipe buffers. Since we know the
memory slot layout of the slab page and its base address, we leverage
the IF to free a slot, marking pipe buffer1 as free ①. Subsequently,
we in-cache reclaim the invalid slot as a msg msgseg object ② via the
msgsnd syscall. This is possible because both objects are allocated for the
control-group allocator cache kmalloc-cg-*. After the reclaiming, the
msgsnd syscall overwrites pipe buffer1 with attacker-controlled data,
corrupting its members to refer to the physical page it resides on ③.
Writing the corrupted physically-backed page via fd1 now allows arbitrary
corruption and control of pipe buffer1/2 ④. Controlling pipe buffer2

enables to read ③ from and write ④ to the controlled kernel address, i.e.,
pipe buffer2.page, resulting in the arbitrary physical read/write.

Evaluation. We first implement a helper that allows us to free a con-
trolled address, mimicking the capabilities of a UAF or OOB write to a
free-able heap pointer. We then implement two POCs that leverage this
free to manipulate pipe buffer for v6.8 and a pipe buffer/page table
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for v6.6, obtaining the arbitrary read/write. Evaluating them results in a
100% and 99.99% reliability, respectively, with no crashes.

Takeaway 10.6

The UAF or OOB write is a generic exploitation primitive. We showed
a compelling and reliable exploit technique to convert this primitive to
an arbitrary physical r/w.

7.3. Constrained Write Primitive

Exploits that only have a constrained write with no read primitive either
perform complex primitive conversions [9, 17, 23, 26] or re-trigger the
same [50] or another vulnerability [24, 52] to escalate privileges, all of which
have the risk of crashes. Instead, we demonstrate 3 reliable and stable
exploit techniques: First, we perform an approach similar to the technique
presented in Section 7.1. Second, we overwrite a leaked cred/file directly.
Third, we perform the following novel exploit technique for privilege
escalation, which builds on a control-flow hijacking primitive from prior
work [47].

Reliable and Stable Exploit Technique. Figure 10.10 illustrates the
technique that hijacks the control flow, whereas Section 12.1 details it. Its
prerequisites are to leak the location of the kernel stack and an object
that contains the ROP chain. The first is solved by exploiting the side-
channel leak of D3 (see Section 5.3). The second is solved by exploiting
the leakage of D1/2 (see Section 5.1 or 5.2) and storing the ROP chain
in all controlled objects (i.e., msg msg.mtext) from the leaked slab page.
Other options are to leak the DPM base address, store the ROP chain on
user pages, and access one via the DPM, i.e., ret2dir [28].

A thread (i.e., T0 ) initially calls clone, which creates a new thread (i.e.,
T1 ) with a leaked stack location. On first T1 scheduling, ret from -

fork inherently calls schedule tail ①. This schedule function initiates a
context switch, saving all T1 callee-saved registers to its stack ②. It keeps
the T1 to sleep and switches the execution context to the next thread ③.
At this stage, the entire state of the T1 is stored to memory, while it will
be restored at its next scheduling. During this time window, T0 leverages
the constrained write ④ to tamper with the stack, specifically where fn

and arg are located. Since the kernel does not include any randomization
at this stage, these locations can be determined with our known kernel
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10. When Good Kernel Defenses Go Bad

stack location. After restoring the corrupted state of T1 ⑤, it returns to
ret from fork+0x1a, where it calls fn(arg) ⑥ and redirects the control
flow.

Evaluation. We implement a helper for a constrained write primitive
and a v6.8 POC for privilege escalation. The evaluation results in 100%
reliability.

Takeaway 10.7

While the security benefit of D3 is low, it reliably allows a novel
control-flow hijacking technique.

8. Discussion and Related Work

This section discusses the security implications of our attacks, the mitiga-
tion challenges, related work, and future work.

Security Implications. We have shown that while certain kernel de-
fenses improve security in one dimension, they can reduce it in another.
For our 3 identified exploitable defenses, we discussed that D1/2 sub-
stantially limits the exploitation of kernel memory-corruption bugs. In
contrast, D3 provides little security benefit compared to other stack-based
defenses, e.g., CONFIG STACKPROTECTOR or CONFIG RANDOMIZE KSTACK -

OFFSET DEFAULT, in conjunction with the low incidence of stack-based
corruption flaws. Since D3 allows the kernel stack to be leaked and the
exploit technique in Section 7.3, we argue that its security benefit doesn’t
outweigh its security drawback.

While we have shown the threat of our disclosure attacks, the actual
impact is more severe. Consider kernel attacks such as the file UAF [56,
64], which requires a kernel heap pointer leak. With our location disclosure
attacks, this heap pointer leak can be done reliably without the risk of
crashing the system. The same is true for other exploit techniques.

Going one step further, in addition to the objects we leak due to kernel
defense leakages, our disclosure attacks can be performed on other objects
residing in 4 kB mappings. For instance, objects allocated via vmalloc (see
Section 2) can be equally susceptible. If these objects also have appropriate
allocation and access primitives, bad actors can leak their locations, making
their exploitation more reliable. A notable example of such objects is the
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8. Discussion and Related Work

bytecode for the extended Berkeley Packet Filter (eBPF), where eBPF
is widely used for network packet filtering, profiling, and monitoring.
A recent exploit technique [2] demonstrated how a limited OOB write
could manipulate the eBPF bytecode and achieve privilege escalation
on the latest Ubuntu systems. A critical component of this attack is
heap shaping, where the bytecode must be positioned at a specific offset
to align with the OOB write constraints. With our location disclosure
attacks, this heap-shaping step can be stabilized and verified, increasing
the reliability of this exploit technique. As a result, beyond the security-
critical kernel objects discussed in this paper, our disclosure attacks can
be used generically to leak the locations of kernel objects allocated in
memory regions mapped with 4 kB pages, further extending the scope of
potential kernel exploitation.

Mitigations. The key factors of our exploit techniques are the leverage
of location disclosure attacks, exploit primitives, or TLB side channels.
Eliminating any of these can partially or fully prevent the techniques.
First, the underlying problem with disclosure attacks is prevented by
never placing kernel objects in memory slots mapped with 4 kB pages,
thus eliminating C1. For D1, one solution is to have a dedicated page
allocator cache for the physical pages of kernel modules. This results in
the module code never sharing the same 2MB memory area as kernel
objects. Therefore, the mapping of kernel objects cannot be changed to
4 kB using D1, which prevents leakage of their location. For D2/3, one
solution is to map the memory of these allocators with 2MB. However,
while these two solutions seem appealing, they must be developed with
memory performance and memory reuse in mind, and require significant
engineering effort to redesign various allocators.

Second, if bad actors cannot obtain exploit primitives, they cannot perform
the exploit techniques. Security experts continue incorporating defenses
that complicate converting UAF or OOB vulnerabilities into write primi-
tives. For instance, combining the more-fined separation of heap objects
– e.g., per call-site [6], which is under discussion, or user controllable [4],
which will be included – with the cross-cache mitigation [49] complicates
obtaining write primitives from UAF vulnerabilities. However, this only
partially prevents the exploit techniques, as UAF [24, 59], which provides
a more powerful write primitive, or OOB writes [2, 9, 40, 50], still cannot
be mitigated.

Third, TLB side channels can be prevented either by software or hardware.
Software mitigations include designing existing kernel memory manage-
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ment such that information disclosure is limited or defenses like FLARE [1],
preventing the distinction between mapped and unmapped pages. Another
mitigation is KPTI, which comes with significant performance overhead.
In hardware, starting with Sierra Forest and Lunar Lake architectures,
Intel CPUs will feature Linear Address-Space Separation (LASS) [22],
separating kernel and user space addresses by the MSB of the virtual
address. This terminates illegal accesses before any paging-based timing
differences become visible and should prevent access-based attacks like
double-page fault or prefetch [14, 21], though a different distinguishing
mechanism might exist and be used.

Prior Kernel Exploit Techniques. Recently, there has been a burst
of novel exploit techniques. Some also presented exploits combined with
side-channel leaks [26, 32, 39, 41, 42, 44]. Prior work has used the prefetch
side channel [14] to leak the per-CPU entry area, either to hijack the
control flow [26] or to store attacker-controlled data [12]. Liu et al. [39,
41] demonstrated a KASLR break even with KPTI enabled and a vul-
nerability exploit combined with a kernel base leak via the prefetch side
channel. However, these works only leak coarse-grained locations, e.g.,
the kernel base and per-CPU entry area, while we presented location
leakage of kernel heap objects, page tables, and stacks. Lee et al. [32] and
Maar et al. [44] presented a side channel on the slab allocator to make
heap spraying and cross-cache attacks more reliable. In addition, many
other privilege escalation techniques have been proposed. These include
DirtyCred [35], which exchanges low-privileged with high-privileged creds
for privilege escalation and Dirty PageTable [66], Dirty PageDirectory [51],
and SLUBStick [44], which exploits a write primitive on a page table for
an arbitrary read/write.

TLB-based Side-Channel Attacks. Prior work has used TLB side
channels to break aspects of KASLR. In 2013, Hund et al. [21] used the
timing difference of page faults that depend on the TLB to detect the
mapping layout of the kernel and locate specific code executed by a syscall
or driver. Gruss et al. [14] demonstrated that the prefetch instruction
can be used to break code KASLR and find driver locations on Intel, and
Lipp et al. [38] later extended this work to AMD. TLB reverse-engineering
efforts have revealed the workings of TLBs and demonstrated that they
can also be attacked in similar ways as caches [13, 31, 60, 71]. They
reverse-engineer the dimensions and properties of the TLB structures on
Intel CPUs and their addressing functions and tagging functionality, which
can also be used to break KASLR.
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9. Conclusion

Software-Only Location Leaks. While most prior work has focused
on leaking code or physical KASLR [14, 21, 31, 41], Maar et al. [46] have
shown how to leak kernel heap pointers via a hardware-agnostic software
side channel.

Future Work. We may extend to AMD and ARM, as the TLB side
channel is present [14, 38]. However, AMD has the additional complication
that the TLB caches unmapped translations for prefetch, which would
require a slightly different treatment of the mapped/unmapped distinction.

9. Conclusion

Based on a systematic analysis of 127 defenses, we showed that 3 of them
create exploitable, fine-grained TLB contention patterns. By combining
strategic kernel allocator massaging with these patterns, we presented
location disclosure attacks that leak the locations of security-critical
kernel objects. We demonstrated that our attacks enable reliable and
stable exploitation of kernel vulnerabilities even on the latest Linux kernel
and across a wide range of Intel CPUs and kernel versions. With an attack
runtime of 0.3 s to 17.8 s and almost no false positives, we showed that
our attack is highly practical. We concluded that while defenses close the
door to one attack variant, e.g., vulnerability exploitation, they may open
the door to another, e.g., side-channel leakage.
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[60] Andrei Tatar, Daniël Trujillo, Cristiano Giuffrida, and Herbert Bos.
TLB;DR: Enhancing TLB-based Attacks with TLB Desynchronized
Reverse Engineering. In: USENIX Security. 2022 (pp. 381, 394).

[61] The Linux Kernel. Kernel Self-Protection. 2024. url: https://do
cs.kernel.org/security/self-protection.html (pp. 362, 368,
369, 372, 375).

[62] Eduardo Vela. Making Linux Kernel Exploit Cooking Harder. 2022.
url: https://security.googleblog.com/2022/08/making-lin
ux-kernel-exploit-cooking.html (p. 378).

401

https://a13xp0p0v.github.io/2021/02/09/CVE-2021-26708.html
https://a13xp0p0v.github.io/2021/02/09/CVE-2021-26708.html
https://www.interruptlabs.co.uk/articles/pipe-buffer
https://www.interruptlabs.co.uk/articles/pipe-buffer
https://labs.bluefrostsecurity.de/files/OffensiveCon2020_bug_collision_tale.pdf
https://labs.bluefrostsecurity.de/files/OffensiveCon2020_bug_collision_tale.pdf
https://labs.bluefrostsecurity.de/files/OffensiveCon2020_bug_collision_tale.pdf
https://labs.bluefrostsecurity.de/blog/2020/04/08/cve-2020-0041-part-2-escalating-to-root/
https://labs.bluefrostsecurity.de/blog/2020/04/08/cve-2020-0041-part-2-escalating-to-root/
https://googleprojectzero.blogspot.com/2022/11/a-very-powerful-clipboard-samsung-in-the-wild-exploit-chain.html
https://googleprojectzero.blogspot.com/2022/11/a-very-powerful-clipboard-samsung-in-the-wild-exploit-chain.html
https://googleprojectzero.blogspot.com/2022/11/a-very-powerful-clipboard-samsung-in-the-wild-exploit-chain.html
https://googleprojectzero.blogspot.com/2019/11/bad-binder-android-in-wild-exploit.html
https://googleprojectzero.blogspot.com/2019/11/bad-binder-android-in-wild-exploit.html
https://security.googleblog.com/2023/07/the-ups-and-downs-of-0-days-year-in.html
https://security.googleblog.com/2023/07/the-ups-and-downs-of-0-days-year-in.html
https://security.googleblog.com/2023/07/the-ups-and-downs-of-0-days-year-in.html
https://androidoffsec.withgoogle.com/posts/attacking-android-binder-analysis-and-exploitation-of-cve-2023-20938%5C#unlink-primitive
https://androidoffsec.withgoogle.com/posts/attacking-android-binder-analysis-and-exploitation-of-cve-2023-20938%5C#unlink-primitive
https://androidoffsec.withgoogle.com/posts/attacking-android-binder-analysis-and-exploitation-of-cve-2023-20938%5C#unlink-primitive
https://docs.kernel.org/security/self-protection.html
https://docs.kernel.org/security/self-protection.html
https://security.googleblog.com/2022/08/making-linux-kernel-exploit-cooking.html
https://security.googleblog.com/2022/08/making-linux-kernel-exploit-cooking.html


[63] Ruipeng Wang, Kaixiang Chen, Chao Zhang, Zulie Pan, Qianyu Li,
Siliang Qin, Shenglin Xu, Min Zhang, and Yang Li. AlphaEXP: An
Expert System for Identifying Security-Sensitive Kernel Objects.
In: USENIX Security. 2023 (p. 368).

[64] Yong Wang. Ret2page: The Art of Exploiting Use-Afer-Free Vul-
nerabilities in the Dedicated Cache. 2022. url: https://i.black
hat.com/USA-22/Thursday/US-22-WANG-Ret2page-The-Art-o

f-Exploiting-Use-After-Free-Vulnerabilities-in-the-De

dicated-Cache.pdf (pp. 368, 392).

[65] Le Wu and Qi Zhang. Game of Cross Cache: Let’s win it in a more
effective way! 2024. url: https://i.blackhat.com/Asia-24/Pr
esentations/Asia-24-Wu-Game-of-Cross-Cache.pdf (pp. 363,
368, 375, 389).

[66] Nicolas Wu. Dirty Pagetable: A Novel Exploitation Technique To
Rule Linux Kernel. 2023. url: https://yanglingxi1993.githu
b.io/dirty_pagetable/dirty_pagetable.html (pp. 366, 368,
389, 394).

[67] Wei Wu, Yueqi Chen, Xinyu Xing, and Wei Zou. KEPLER: Fa-
cilitating Control-flow Hijacking Primitive Evaluation for Linux
Kernel Vulnerabilities. In: USENIX Security. 2019 (pp. 368, 404).

[68] Wen Xu, Juanru Li, Junliang Shu, Wenbo Yang, Tianyi Xie,
Yuanyuan Zhang, and Dawu Gu. From collision to exploitation:
Unleashing use-after-free vulnerabilities in linux kernel. In: CCS.
2015 (pp. 363, 368, 378).

[69] Ptr Yudai. Understanding Dirty Pagetable - m0leCon Finals 2023
CTF Writeup. 2023. url: https://ptr-yudai.hatenablog.com
/entry/2023/12/08/093606 (p. 368).

[70] Kyle Zeng, Zhenpeng Lin, Kangjie Lu, Xinyu Xing, Ruoyu Wang,
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12. Appendix

Table 10.2: Evaluation results on various CPUs and kernel versions of the D3
exploit to leak the location of kernel stacks.

CPU Model Architecture Kernel SR T CR

i7-8650U Kaby Lake (8th Gen) v6.8 100 0.2 100
i9-9900K Coffee Lake (9th Gen) v5.15 97 1.4 100
i7-1260P Alder Lake (12th Gen) v6.5 92 0.3 99

v6.8 97 0.3 100
i7-1270P Alder Lake (12th Gen) v5.15 99 0.4 100
i7-1360P Raptor Lake (13th Gen) v6.8 98 0.3 100
Ultra 7 155H Meteor Lake (14th Gen) v6.8 96 0.2 97
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pipe buffer:

page: &vmemmap[pipe pfn]
&vmemmap[slot pfn]
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// *(prev) = next
*(page) = slot_page
// *(next+8) = prev
*(slot_page+8) = page

❷

Memory slot pipe buffer

vmemmap page Corrupted 8 bytes

Reference Corrupted reference

Figure 10.11: The detailed exploit technique of using the unlink primitive to
allow arbitrary overwriting of a page containing pipe buffer.

12. Appendix

12.1. Detailed Exploitation

This section details the reliable and stable exploitation.

Unlink Primitive. As shown in Figure 10.11, the pipe buffer stores
the physical-backed page via a page reference of the vmemmap region. Before
corruption, the pipe buffer refers to the pipe page ❶ that stores the
user data. On triggering the unlink primitive ❷, *(pipe buffer.page) is
overwritten with slot page, while *(slot page+8) is overwritten with
pipe buffer.page. The first overwrite is willing by the bad actor to
refer the pipe buffer with the physical page it resides on ❸, while the
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top of stack
user registers:

Stack Pivoting Gadgets

mem[mov rsp, arg; ret;]

ret from fork+0x1a
kernel registers:

mem[add rsp, 0x40; ret;]

msg msg.mtext

fn

arg

msg msg object
header

.mtext:

ROP Chain

❶

❷

❸
rsp

Privilege
Escalation

Figure 10.12: Technique to turn a write primitive into privilege escalation. First,
a bad actor tampers ❶ with of fn and arg located on the stack.
The call to fn adjusts the rsp to point to stack pivoting gadgets ❷
passed to the kernel via user registers. Pivoting then overwrites
the rsp with msg msg.mtext where the ROP chain for privilege
escalation is located ❸.

second overwrite is an unwilling artifact of the unlink primitive. However,
unwilling writing does not affect any functionality as it corrupts currently
unused data [8]. As a result of this unlink primitive triggering, writing
to the pipe via its file descriptor now corrupts this pipe buffer and all
adjacent ones.

In addition to the leaked slab page, we need to leak anon pipe buf -

ops (stored in ops) and vmemmap[slot pfn/pipe pfn]. Obtaining anon -

pipe buf ops is straightforward, as we can use the TLB side channel
to leak the kernel base address and increment the ANON PIPE BUF OPS -

OFFSET, obtained by the kernel binary. Obtaining vmemmap[pfn] works
as follows: First, we leak vmemmap base via the TLB side channel. Second,
since the vmemmap is indexed by the physical frame number, we can
reconstruct the virtual address with the leaked vmemmap base and the
physical address of slot page.

Constrained Write Primitive. Since a gadget that performs stack
pivoting within one instruction sequence is hard to find in the Linux
kernel [67, 70], we leverage user space data already present on the kernel
stack as a first stage of the ROP attack. As depicted in Figure 10.12, we
prepare user registers, which are then spilled to the kernel stack of T0 by
the syscall, i.e., clone. These user registers contain the location of ROP
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gadgets to perform stack pivoting within multiple instruction sequences
and will be copied to the kernel stack of T1 during cloning. When T1 is
put to sleep by the context switch, T0 overwrites fn with the location of
a gadget that increases rsp to reference the stack pivoting gadgets, i.e.,
mem[add rsp, 0x40; ret;] ❶. T0 also overwrites arg with the ROP
chain location, i.e., msg msg.mtext. When the control flow is redirected to
the stack pivoting gadgets ❷, they overwrite the stack pointer with msg -

msg.mtext and initiate the ROP chain to perform privilege escalation ❸.
While we performed an ROP attack in this example, JOP would be another
possibility. Zeng et al. [70] have demonstrated a systematic analysis of the
use of user registers to initiate control-flow hijacking attacks.

12.2. Page-Table Contention Patterns

Figure 10.13 illustrates the workflow of leaking the location of the page
table ❸. We first allocate three pages with fixed virtual addresses, whose
address translation is as follows: The addr0 uses page tables ❶→→❷→→❸→→❹

to refer to its page, the addr1 uses page tables ❶→→❷→→❸→→❺ to refer to
its page, and the addr2 uses page tables ❶→→❷→→❻→→❼ to refer to its page.
Executing the mprotect syscall performs a software page-table walk and
loads the physical addresses (accessible via the DPM) of the page tables
into the TLB, while also accessing other kernel objects, e.g., vma struct.
Similar to the approach in Section 5.1, we call mprotect with different
addresses to create common and differential patterns. From these patterns,
we deduce the physical address of the page table ❸. In particular, calling
mprotect with addr0 ① creates a common pattern with addr1 ②, as both
use page table ❸, resulting in a pattern of ❶, ❷, and ❸. Conversely, calling
mprotect with addr2 ③ creates a differential pattern to addr0 of ❶ and
❷. Eliminating this pattern from the common one results in the correct
derived page table ❸.
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Abstract

Android’s security landscape is constantly evolving to counter increasingly
sophisticated attacks, with the kernel as a prime focus. Past device com-
promises required complex exploit chains pivoting to privileged contexts
before targeting the kernel. Recently, however, the trend has been to ex-
ploit kernel GPU drivers accessible to untrusted apps to bypass privileged
pivoting. While significant efforts have been made to secure GPU drivers,
the broader risks of untrusted apps compromising Android devices remain
underexplored at a large scale.

In this paper, we perform the first comprehensive analysis of kernel drivers
accessible to untrusted apps on a representative set of 131 Android devices.
Using our mostly automated approach to recover access control policies
from device firmwares, we identify a significant attack surface beyond
GPUs, comprising 11 drivers. From public information about these drivers,
such as git repositories, we reconstruct 50 known vulnerabilities, including
highly critical issues that allow exploit primitives such as use-after-free
and out-of-bounds writes. Our subsequent vulnerability patch inclusion
analysis reveals that many of these vulnerabilities remain unpatched,
acting as n-days at the time of analysis1 or for extended periods: More
than 59% of the analyzed devices can be exploited by highly critical n-day
vulnerabilities.

We uncover novel insights into the disparity in patch timelines and vendor
practices. Our findings show that malicious actors can exploit n-day
vulnerabilities accessible to untrusted apps, bypassing the need for complex

1December 2024: time of analysis.
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zero-day vulnerabilities. We conclude that urgent action must be taken to
improve overall Android security.

1. Introduction

In today’s interconnected world, mobile phones are essential to daily
life, with Android powering billions of devices. Ensuring their security
is critical, as compromises can allow surveillance, expose sensitive data,
or enable identity theft. With increasingly sophisticated attacks, timely
vulnerability identification and mitigation are becoming more critical.

Past full Android device compromises required complex exploit chains,
as Android tightly restricts the kernel attack surface exposed to most
apps. Consequently, these exploit chains often pivoted through elevated
processes before targeting the kernel. For example, a 2022 attack detailed
by Google Project Zero [26] began with remote code execution in Chrome.
Like most apps, Chrome runs in an untrusted security context with only
a limited kernel attack surface. The attack exploited a system service
vulnerability to gain system privileges, increasing the reachable kernel
attack surface. Finally, with system privileges, it targeted a kernel sound
driver vulnerability for an arbitrary read/write, enabling device compro-
mise. Such full chains are commonly used to secretly install spyware—like
Pegasus [25] or the newly discovered NoviSpy [22]—which is eventually
used for surveillance [77].

However, recent kernel attacks bypass the need for complex chains. Ex-
perts [8, 14, 16, 17, 18, 56, 58, 59, 75, 76, 77, 85, 88] highlighted that
GPU drivers are directly accessible from untrusted contexts. Hence, full-
chain exploits are now targeting the GPU directly from untrusted apps,
eliminating the need for privilege pivoting. This strategy shift has made
GPU drivers prime targets. With four GPU suppliers covering the en-
tire Android market—ARM Mali, Qualcomm Adreno, Samsung Xclipse,
and Imagination Technologies PowerVR—a single vulnerability in any
of the drivers can impact a wide range of devices. Additionally, the in-
herent complexity of GPU drivers made them particularly susceptible to
vulnerabilities.

Google’s 2023 annual review [77] underscored this, attributing 4 of 5
device compromises to GPU driver vulnerabilities, with only 1 involving
the core Linux kernel. In response, Google has prioritized GPU security [88],
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collaborating with the Android Red Team and ARM to enhance GPU
vulnerability detection, mitigation, and hardening. This raises a critical
question: Are GPUs the sole attractive target for malicious actors, or do
other kernel components pose similar or even greater risks that have yet
to be addressed comprehensively?

In this paper, we comprehensively analyze the kernel attack surface ac-
cessible to untrusted apps and show that multiple kernel drivers remain
vulnerable to n-day exploits, i.e., exploiting vulnerabilities that remain
unpatched despite fixes being known. At the time of our analysis, 59.1%
of recent Android devices in our representative set can be exploited by
highly critical n-day flaws, with 61.4% affected by vulnerabilities of any
severity. Highly critical flaws include Use-After-Free (UAF) [50, 61, 87] and
Out-Of-Bounds (OOB) writes [9, 85], while moderate ones include Unini-
tialized Variables (UV) [11, 38, 47] and Information Disclosures (ID) [43,
44, 48]. Our findings show that these n-day driver vulnerabilities are even
more attractive targets than GPU ones, as they are similarly accessible
from untrusted apps and affect multiple devices but remain unpatched for
extensive time. Malicious actors can, therefore, exploit these n-day vulner-
abilities without needing to find zero-day vulnerabilities. By highlighting
this gap, we envision improving the security maintenance of device drivers
and ultimately enhancing Android security.

To achieve this, we perform three analyses: First, we analyze the kernel
attack surface of drivers accessible to untrusted apps. Second, we recon-
struct vulnerabilities in these drivers using public information. Third, we
evaluate the vulnerability patch inclusion, which indicates the prevalence
of n-days.

For the kernel attack surface analysis, we present a mostly automated
approach for extracting access control data from device firmwares. This
method recovers Linux’s user-group-based access control and SELinux’s
policies, which form the fortified environment isolating security
domains [2, 55]. Using this, our approach identifies kernel drivers accessible
from untrusted security contexts, where most apps run. We analyze 493
firmwares from the most recent 131 devices of 7 OEM vendors (Samsung,
Xiaomi, Asus, Realme, OnePlus, Oppo, and Vivo). These OEMs represent
more than 75% of Android’s market share. Our results show that, apart
from GPUs, 11 drivers are accessible from untrusted contexts, including
components like the DSP, JPEG decoder, and AI coprocessor.
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For driver vulnerability reconstruction, we collect publicly available git
repositories and bug reports for 7 of the 11 drivers from two chipset ODM
vendors (Qualcomm and MediaTek), covering low- to high-end devices.
We then reconstruct 50 vulnerabilities from the last 4 years by searching
for security-relevant keywords and manually identifying security patches.

For the patch inclusion, we semi-automatically detect the absence of
patches for 21 of our 50 identified vulnerabilities. Analyzing 493 firmware
images across multiple OEM vendors, we find that many vulnerabilities
remain unpatched for extended periods, some exceeding one year, while
others are still unpatched at analysis time. Notably, 61.4% of devices
are affected by at least one known vulnerability, with 59.1% exposed to
highly critical issues. We support n-day exploitability by triggering 5 such
n-day vulnerabilities from the DSP driver on a real device, highlighting
cross-OEM susceptibility.

We present 5 key findings: First, if a driver contains one n-day vulnerability,
it is highly likely to contain more. For example, 71.4% of our Xiaomi
devices have at least one, while 49% contain three or more. Second,
OEMs primarily address vulnerabilities by releasing new devices rather
than issuing updates for existing ones. Third, patch delays vary widely
across OEMs, ODMs, and vulnerability types, with OOB experiencing the
fastest patch inclusion, followed by UAF and ID. When comparing ODMs,
MediaTek devices are more than 2 times slower to receive patches than
Qualcomm devices. Fourth, n-day proof-of-concept exploits targeting these
drivers are versatile and can be reused across OEMs. Fifth, the presence
of n-day vulnerabilities in drivers accessible to untrusted apps enables
exploitable pathways, reducing the need for time-consuming zero-day
development.

In conclusion, our findings highlight the urgent need for stronger defensive
measures in Android security, especially as concurrent research [22, 23,
33] reveals that malicious actors actively exploit accessible drivers in the
wild.

Contributions. The main contributions of this work are:

(1) Comprehensive Kernel Attack Surface Analysis: We present
the first comprehensive analysis of kernel drivers accessible to un-
trusted apps, identifying a broader attack surface beyond GPU drivers,
comprising 11 drivers.
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(2) Reconstruction of Kernel Vulnerabilities: We reconstruct 50
vulnerabilities, including high-critical issues like use-after-free and out-
of-bounds writes, showing the prevalence of exploitable vulnerabilities
in drivers.

(3) N-Day Patch Inclusion Analysis: We conduct a semi-automated
analysis that reveals significant patch delays, with 59.1% of devices
vulnerable to high-critical n-day exploits, demonstrating persistent
security gaps.

(4) Insights into Vulnerability Trends: We uncover that n-day kernel
driver vulnerabilities are more attractive to malicious actors than GPU
vulnerabilities and highlight disparities in patch timelines and vendor
practices.

Outline. Section 2 provides background. Section 3 shows the high-level
overview. Section 4 presents the kernel attack surface analysis to untrusted
apps. Section 5 reconstructs vulnerabilities. Section 6 detects patches,
showing multiple vulnerabilities act as n-days. Section 7 discusses security
implications and related work. Section 8 concludes our work.

2. Background

This section covers the kernel exploitation terminology, Generic Kernel
Image (GKI) project, Android’s access control, and full-chain exploits
targeting Android devices.

Kernel Exploit Terminology. We refer to exploit-specific definitions
from prior work [6, 48]. A zero-day exploits a zero-day vulnerability before
it is publicly disclosed or patched, while an n-day targets an n-day vulner-
ability, a known security issue with existing patches or mitigations that
may not yet be applied. A full exploit chain consists of multiple stages
that typically exploit a messenger [24, 62] or browser [26] and progress to
the kernel with intermediate stages, ultimately compromising the device.
Exploit primitives are basic capabilities obtained through vulnerability
exploitation (e.g., out-of-bound writes), and exploit techniques convert
primitives into more impactful outcomes (e.g., an arbitrary read/write).

Generic Kernel Images and Kernel Drivers. The Android OS is
based on the Linux kernel, which faced challenges adapting to different
devices. Before the GKI project [4], OEM vendors maintained product
kernels for each device model, derived from the upstream Android Linux
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11. The Doom of Device Drivers

kernel and heavily modified. The wide range of devices resulted in a
large number of product kernels and kernel fragmentation, which had
negative security consequences. These include significant delays in rolling
out security-critical updates—also highlighted by prior work [10, 35, 65,
90, 96]—or difficulty in merging upstream changes. To counter this trend,
Google initiated the GKI project [4]. With GKI 1.0, introduced in Android
version 11, devices running 5.4 kernels must pass GKI tests., i.e., from the
compatibility test suite. With GKI 2.0, devices running 5.10 or later kernels
must ship with the GKI kernel maintained and built by Google. GKI 2.0
has security benefits, as these kernels are updated with long-term stable
changes and critical bug fixes, resolving the kernel fragmentation issue.
To compensate for device customization, OEMs now rely on introducing
customization via kernel modules.

SELinux and Android’s Access Permissions. Android combines
Linux’s user-group-based access controls with Security-Enhanced
Linux (SELinux)’s mandatory policies, creating a fortified environment
where different security domains are isolated [2, 55]. This reduces the risk
of malicious interference and enhances the overall system security.

Linux offers Discretionary Access Control (DAC) for managing file system
permissions so that users cannot alter or access other users’ resources,
which Android uses to isolate applications from each other. Each app
runs under its own Linux user, and files created by one app cannot be
accessed by other apps unless explicitly granted permission to share.
For more fine-grained access control, Android establishes Mandatory
Access Control (MAC) on processes with SELinux. SELinux offers this
by integrating into the Linux Security Module (LSM) framework and
using syscall hooks and policies to enforce access control decisions. The
system follows a default-denial principle, allowing only explicitly permitted
actions. It operates in permissive or enforcing mode, where, per default,
Android runs in enforcing mode.

SELinux policies define rules for allowing actions by a particular object on
a specific subject. The subject is commonly a set of processes that run in
the same security domain, also called a security context. On Android, the
untrusted security context (i.e., untrusted app) is the domain assigned
to third-party applications installed from the Google Play Store or other
sources. It ensures that apps are restricted from performing unauthorized
actions or accessing sensitive system resources, e.g., most of the kernel
and its drivers. This context prevents apps from directly interacting with
other applications, enforcing strict boundaries unless explicitly permitted
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UserKernel

Untrusted App

System Service

Graphic driver

Sound Controller

(a) Prior Exploitation Chains: Attack directly the graphics driver from an
untrusted or the kernel from a system security context.

UserKernel

Untrusted App

System Service

DSP driver

JPEG driver

AI driver

...

(b) Presented Exploitation Chains: Attack directly kernel drivers which
are accessible from an untrusted security context.

Figure 11.1: Exploitation chains of attacking Android devices to get full root.

by mechanisms like Inter-Process Communication (IPC), e.g., through An-
droid’s binder IPC. In addition to untrusted app, Android defines other
SELinux contexts for different types of apps or system components, such
as system app for privileged apps. The SELinux policies for each context
ensure that processes operate within predefined boundaries, minimizing
security risks and maintaining system integrity.
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11. The Doom of Device Drivers

3. High-Level Overview

This section provides an overview of our work, first highlighting how past
full-chain exploits have primarily targeted Android devices. While prior
attacks typically exploited well-studied vulnerabilities in GPU drivers or
the kernel alongside privileged process exploitation, we analyze alternative,
underexplored attack surfaces for large-scale root compromise.

Prior Exploitation Chains. Full-chain Android exploits (see
Figure 11.1a) typically achieve code execution in an untrusted security
context by exploiting vulnerabilities in an application [75, 76, 77], such as
browsers [26] or messengers [24, 62]. With code execution, these exploits
have typically followed one of two pathways to root, compromising the
device: First, the attack targets a vulnerability in a higher-privileged
process, allowing it to elevate from the untrusted to the higher-privileged
security context, e.g., the system context. This escalation significantly
increases the kernel attack surface. With higher privileges, the attack
then exploits one or more kernel vulnerabilities that are accessible from
this context [26, 36, 46, 70], such as the io-uring subsystem [46] or the
higher-privileged sound device drivers [26]. Second, the attack targets
one or more vulnerabilities that are accessible from the reduced kernel
attack surface within the untrusted context. In this case, malicious actors
mainly focus on vulnerabilities in the GPU driver. In fact, according to
Google’s annual report in 2023 [77], GPU drivers were targeted by 4 out
of 5 full-chain exploits, with one taking the first pathway.

From an attacker’s perspective, both approaches face a similar problem:
Security researchers are aware of them and have made significant advances
in suitable detection and mitigation. For instance, collaborative efforts by
Google, the Android Red Team, and ARM have substantially enhanced
the security of Android GPU drivers [88]. These improvements have
largely concentrated on GPU driver vulnerabilities, leaving other kernel
components less explored and vulnerable.

Presented Exploitation Chains. In contrast to the past focus on GPU
drivers, we identify and analyze alternative kernel components as equally—
if not more—critical exploit targets (see Figure 11.1b). We show that
these components meet the following generalized criteria for exploitation:

C1: Accessibility. The target kernel component is directly accessible
from untrusted security contexts.
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C2: Broad Impact. A vulnerability in the target component can affect
a wide range of Android devices.

C3: Susceptibility. The target is highly susceptible to including unin-
tentionally exploitable vulnerabilities.

In Section 4, we present a mostly automatic approach to identify other
components accessible from untrusted contexts. Our findings reveal that
beyond GPUs, 11 device drivers, such as those for the Digital Signal Pro-
cessor (DSP), JPEG decoding accelerator, and Artificial Intelligence (AI)
coprocessor, meet C1. In Section 5, we perform a semi-automated analysis
to find n-day vulnerabilities by inspecting publicly available git repositories
and bug reports. We identify 50 vulnerabilities within 7 device drivers that
affect a wide range of devices, satisfying C2. In Section 6, we reveal that
many identified n-day vulnerabilities remain unpatched for an extensive
amount of time or unpatched till December 2024, i.e., the date of the
analysis. This leaves 61.4% of devices vulnerable, with 59.1% exposed to
highly critical vulnerabilities. The lack of n-day patches eliminates the
need for the time-consuming discovery of complex zero-days, satisfying
C3.

Threat Model. In our threat model, we assume a malicious actor who
has already achieved code execution in an untrusted security context, e.g.,
by exploiting an application like Chrome. The malicious actor’s goal is to
compromise the device’s kernel and take full control of the device with
minimal effort and resources. Given the time and resource intensity of
discovering zero-day vulnerabilities, the malicious actor aims for alternative
pathways, including the exploitation of n-day vulnerabilities. This aligns
with the expectations of real-world Android exploitation [26, 54, 70, 71,
74].

Collection and Extraction of Firmwares. We automatically collect
firmwares not protected by captchas and manually collect those that are
protected by captchas. We implement a web crawler based on Python
Selenium to download firmwares from different points in time where
possible. We consider 7 OEM vendors, accounting for more than 75%
of the Android market [5]. These OEMs comprise the top 5 (Samsung,
Xiaomi, Vivo, Oppo, Realme) as well as 2 well-recognized (OnePlus,
Asus), and use the chipset of 3 ODM vendors (Qualcomm, MediaTek,
Samsung). We consider devices of OEMs released between October 2022
and December 2024 (completion of the analysis). Our focus lies on recent
devices as these are more likely to receive security updates [1, 48, 96].
Overall, we collect and extract 493 firmwares for 131 Android devices
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11. The Doom of Device Drivers

which is a representative sample of the 488 devices produced in this time
span. For Samsung and Xiaomi, our collection includes version lineages,
i.e., multiple different firmware versions for the same device.

4. Attack Surface Analysis of Android Kernels

This section conducts a large-scale analysis to identify the kernel attack
surface accessible for the untrusted security context. This involves gener-
alizing Android’s approach to minimizing the kernel attack surface and
detailing how this information can be extracted from device firmwares (see
Section 4.1). Using this approach, we analyze the kernel attack surface
of 493 firmwares (see Section 4.2). We show that this surface includes
multiple kernel devices, satisfying criteria C1. To validate these findings,
we perform dynamic access tests (see Section 4.3) by implementing an
application in the untrusted context to confirm access to the previously
identified drivers.

4.1. Determining the Minimum Kernel Attack Surface

To determine the kernel attack surface accessible to untrusted contexts, we
address two key questions: What kernel components are potential attack
targets, and which are accessible to unprivileged apps? We focus on device
drivers, the most vulnerable part of the kernel [7, 53]. Hence, to determine
the attack surface of kernel drivers, we need the drivers themselves and
each access permission.

Prior to GKI 2.0, these kernel drivers were typically included in the
kernel binary. However, starting GKI 2.0, OEMs were forced to use the
generic Android kernel image, implying that ODM-specific drivers are no
longer included in the binary. Instead, they are loaded as kernel modules
typically during boot. The storage locations of these drivers embedded
within the device’s firmware vary and depend on the OEM and model.
After obtaining the drivers, we determine which are accessible to untrusted
security contexts. To achieve this, we extract two access control data from
the firmware: SELinux policies and user-group-based Linux permission
settings, both defining the access to these drivers.

Figure 11.2 illustrates our high-level workflow for determining the kernel
attack surface by analyzing the SELinux policies (in Section 4.1.1) and the
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11. The Doom of Device Drivers

1 allow appdomain vendor_qdsp_device:chr_file { ioctl read };
2 allow domain zero_device:chr_file { append getattr ioctl lock map
-> open read watch write };

3 allow untrusted_app gpu_device:chr_file { append getattr ioctl lock
-> map open read watch write };

4 allow untrusted_app sound_device:chr_file { append getattr ioctl
-> lock map open read watch watch_reads write };

5 allow untrusted_app_all untrusted_app_all_devpts:chr_file { getattr
-> ioctl open read write };

Listing 11.1: SELinux access control for untrusted app on Xiaomi Redmi Note
14 Pro+.

Linux permission settings (in Section 4.1.2) to find the matching kernel
drivers accessible by unprivileged security contexts (in Section 4.1.3).

4.1.1. Analyzing SELinux Policies

To reconstruct SELinux access control policies, two configuration files are
critical [3]: The precompiled policies (i.e., precompiled sepolicy), which
configure allowed access of SELinux contexts to specific domains; and the
domain mappings (i.e., vendor file contexts), which assign file paths
to domains. Together, they allow the identifying actions of a SELinux
context to be performed on a file at a given path. Depending on the device,
the configurations are stored in three possible locations for precompiled -

sepolicy and two for vendor file contexts, e.g., /etc/selinux in par-
tition odm or vendor. Our approach extracts these policy-related files
for subsequent analysis. We then use the official SELinux policy query
tool, sesearch, to obtain access control rules for character devices from
untrusted contexts.

Character Devices. Android’s hardware resources are typically man-
aged by kernel drivers that expose higher-level functionality to user space
via character device files. These character devices usually mount vir-
tual files in the /dev directory. User-space apps can interact with them
via syscalls like open and ioctl. To find character devices accessible
in the unprivileged untrusted app context, we execute queries against
precompiled sepolicy. For instance: sesearch --allow -s

untrusted app -c chr file -p ioctl precompiled sepolicy finds
all character devices accessible via the ioctl syscall. Listing 11.1 il-
lustrates a simplified SELinux policy output by sesearch on the Xiaomi
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4. Attack Surface Analysis of Android Kernels

1 /dev/kgsl u:object_r:gpu_device:s0
2 /dev/adsprpc-smd u:object_r:vendor_qdsp_device:s0
3 /dev/xlog u:object_r:sound_device:s0

Listing 11.2: Mounting points for domains accessible to untrusted app on
Xiaomi Redmi Note 14 Pro+.

Redmi Note 14 Pro+. It shows domain-specific permissions, which control
resource access for processes running with the untrusted app context.
The appdomain (a context despite its name) covers most Android apps
(including untrusted app) and, in this example, can access files in the
vendor qdsp device domain. The broader domain (a confusingly named
context that comprises all processes on the device) is granted permission
on the zero device domain. The untrusted app context, a subset of
appdomain, has stricter controls but full access to gpu device. The more
restrictive untrusted app all context allows access to untrusted app -

all devpts on the specific firmware.

SELinux policy only allows us to learn about access to domains, e.g.,
vendor qdsp device. To resolve these domains to mounting points of
a character device within the /dev directory, we use the vendor file -

contexts. Listing 11.2 illustrates the content of vendor file contexts

relevant to recover the device’s mounting point. For instance, the mounting
point for the vendor qdsp device domain is /dev/adsprpc on Xiaomi
Redmi Note 14 Pro+.

ProcFS Files. The Process File System (ProcFS) provides an alternative
mechanism for interacting with kernel device drivers [27]. Kernel drivers
can expose user-space interfaces by creating virtual files using the proc -

create kernel function, which takes the file name and access permissions as
arguments. Accessing these files through syscalls prompts its kernel driver
functions, enabling communication between the user and kernel. Similar
to character devices, we use sesearch to find the access permissions
for ProcFS files. However, we do not need vendor file contexts, as
their domain names already contain the path, e.g., allow appdomain

proc ged:file {...} refers to the path /proc/ged.

Pivoting Contexts. As observed in Listing 11.1, permissions for char-
acter devices vary. For instance, while zero device permits mapping,
vendor qdsp device does not. SELinux policies may allow certain oper-
ations (e.g., ioctl) on a file but restrict others, such as opening (e.g.,

423



11. The Doom of Device Drivers

1 allow appdomain appdomain:binder { call transfer };
2 allow appdomain appdomain:fd use;

Listing 11.3: Transfer from untrusted app to platform app.

vendor qdsp device). This limitation can be bypassed by legally pivoting
to contexts with open permissions for the file [19, 33], avoiding the need for
a vulnerability. To identify pivoting contexts, we query contexts that allow
the target device to be opened and locate transitions from untrusted -

app to those contexts. This allows transitioning to a context that can
share device references with untrusted app. For example, we identified
platform app and vendor dspservice as pivoting contexts that enable
interaction with vendor qdsp device.

Listing 11.3 illustrates these transfers. Line 1 permits appdomain (including
untrusted app) to use Android’s Binder IPC for calls and data transfer
between appdomains, e.g., platform app. Line 2 permits shared file de-
scriptors, enabling untrusted app to access resources used by platform -

app. Thus, Binder IPC and shared file descriptors allow untrusted app

to open access vendor qdsp device.

4.1.2. Analyzing Linux Permission Settings

Linux executes Run Control (RC) scripts during startup to set up services
and configs, including permissions. These scripts use commands like chmod
and chown to define user-group-based permissions to read, write, and
execute for files and devices. For character devices, the permissions are
typically set based on predefined policies in scripts or config files.

We implement an approach that extracts all found RC scripts (in /etc/

or /etc/init) to examine these permission settings. We mark a character
device as accessible if the RC permissions permit it to unprivileged others

users, and a SELinux policy rule allows access to unprivileged contexts.
There are cases where only one is true. For instance, SELinux’s access
control allows the ioctl syscall on /dev/sdsprpc-smd while its permis-
sions is 0660 system:system, indicating that only the system user/group
has read/write access to this device but no unprivileged others user.
Another example is /dev/elliptic, which has 0644 system:system per-
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missions, but no SELinux access control rule allows access to it from the
untrusted app context.

4.1.3. Matching Kernel Drivers

Since GKI 2.0, OEMs are forced to use the Google-maintained GKI kernel
and are required to move kernel drivers to external modules. There are 2
possible locations of kernel drivers, either in the vendor dlkm partition
or compressed inside a ramdisk stored within the vendor boot partition.
Android uses a ramdisk to initialize the system before mounting the main
file systems. A ramdisk is a temporary file system loaded into RAM during
the boot process. The driver extraction varies depending on the storage:
If drivers are located within vendor dlkm, we mount the partition and
copy the drivers for further analysis. Extraction from the ramdisk requires
decompressing the disk image, then extracting the drivers from the ASCII
cpio archive using a tool like binwalk. binwalk extracts a file system from
the cpio archive, storing the drivers in /vendor or /vendor dlkm.

With the reconstructed driver modules and the list of accessible device
nodes in the file system, we match each device node—either in /dev

or /proc—to its driver. Our approach depends on the device node’s
mounting point. For /dev, we automatically match the file name (e.g.,
adsprpc-smd) with all strings contained in kernel modules. We then
manually verify the mapping by comparing it with the driver’s source
code. For /proc, we automatically scan driver modules for the file name
(e.g., jpeg driver) and the proc create file symbol. We then manually
inspect the identified kernel module and its source code. This verifies the
mapping and confirms that the mode argument passed to proc create -

file renders the device node accessible to untrusted contexts.

By combining these methods, we establish a mapping of each mounting
entry to its corresponding kernel driver. To ensure that these drivers are
loaded at startup, we verify that the matched module appears in the
modules.load file, which lists all kernel modules to be loaded automati-
cally.

4.2. Large-Scale Analysis

This large-scale analysis is a fully automated process to determine all
kernel drivers that are accessible to untrusted contexts. The manual
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preprocessing phase, outlined in Section 4.1, serves as an initial phase for
this automated analysis, where we map each driver’s entry point to its
corresponding kernel module. The automated process analyzes SELinux
policies, Linux permission settings, and kernel drivers across 493 firmware
versions of 131 Android devices from 7 OEMs. This analysis determines
drivers that untrusted contexts can access. Table 11.1 presents the results,
highlighting the extent of the kernel attack surface across OEMs. These
findings reveal that multiple drivers are accessible and that most remain
accessible across OEMs, satisfying C1.

Table 11.1 categorizes the accessible kernel drivers based on their intended
functionality (derived from modinfo) and lists their entry points and
module names. For each OEM and driver module, the table indicates
the percentage of devices permitting access or, if access is absent, leaves
the cell blank. The most contributing reason for inaccessibility is the
lack of hardware support for the corresponding software driver module.
For instance, the npu.ko driver is found exclusively on Samsung-ODM
devices, present in 38%. Another less dominant contributing factor to
variability in access is hardware support combined with device-specific
access permission settings. For example, while the apusys.ko driver is
included in devices from Xiaomi, Oppo, OnePlus, and Realme, only a
subset of Xiaomi devices allows access to untrusted contexts.

Device configurations show mutually exclusive driver sets based on the
ODM chipset. For example, Xiaomi devices are either Qualcomm- or
MediaTek-based, leading to Qualcomm drivers such as /dev/adsprpc-smd
or /dev/fastrpc-[acs]dsp, or MediaTek drivers such as ged.ko and
mtk perf ioctl.ko. This pattern extends to other OEMs. Among Xi-
aomi’s MediaTek devices (38% of the lineup), about 65% include the
jpeg-driver.ko driver. Those findings highlight the nuanced variability
in kernel driver accessibility across devices, ODMs, and OEMs.

4.3. Validity of Analysis

Our analysis relies on static interpretation of kernel drivers, SELinux
policies, and RC scripts, all of which contribute to driver accessibility from
unprivileged contexts. To verify the validity of our statically determined
results, i.e., to confirm they reflect behavior on real devices, we perform
dynamic testing on a representative subset of Android devices. We pick 15
devices from 4 OEM (Samsung, Xiaomi, Vivo, Oppo) and 3 ODM vendors,
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reflecting the 4 most popular Android OEMs by market share [5]. To span
the performance spectrum, we test 3 Samsung models (S24 Ultra, A55,
A14), and the Xiaomi Redmi 12, Vivo Y36, and Oppo A58. Additionally,
we validate driver accessibility on nine more Samsung devices via the
Remote Test Lab. In total, our test set includes 5 Qualcomm-based, 6
MediaTek-based, and 4 Samsung ODM.

To determine device driver interfaces accessible from untrusted contexts at
runtime, we implement an unprivileged Android application. It attempts to
invoke a series of syscalls on each file in /dev/ or /proc/ whose accessibility
we wish to determine. These syscalls are open, close, read, write, ioctl,
fgetxattr, mmap and flock, representing SELinux’s access permissions
(see Listing 11.1). We consider a file as accessible if the syscall yields
success or the resulting error code does not indicate a lack of permission.
Listing the contents of /dev/ or /proc/ from an untrusted context, such
as our test app, may be forbidden, even if access to the contained files is
possible. Hence, we list directory contents as the higher-privileged shell
user. We pass the obtained list of files to our unprivileged app to test the
syscalls. For some subfolders of /dev/ or /proc/, not even the shell user
may list contents. As this only affects a small number of paths across all
firmwares, we hardcoded them into the app.

For all evaluated devices, the results of our static analysis align with
those obtained at runtime. Hence, we conclude that our large-scale results
estimate real devices.

5. Analysis of N-Day Vulnerabilities

In this section, we present a systematic analysis of n-day vulnerabilities.
These are security flaws that have been publicly disclosed and have avail-
able patches but remain unpatched on devices. While some security flaw
sources—such as public vulnerability disclosures [88] and write-ups [58]—
explicitly reveal the nature of the flaw, others—such as Security Bulletins
from Google or Qualcomm—provide less direct information, making the
identification process more complex.

A notable observation in our analysis is that most publicly available write-
ups and vulnerability disclosures focus disproportionately on GPU driver
vulnerabilities [18, 56, 57, 58, 59, 77, 88]. This focus has led to significant
progress in understanding and addressing GPU-related security issues.
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However, it has also created a gap in public knowledge about exploiting
vulnerabilities in other types of drivers, e.g., other drivers accessible
from untrusted contexts. To address this imbalance and ensure a broader
vulnerability exploitation coverage, our approach extends beyond GPU
drivers and analyzes driver-specific vulnerabilities. We achieve this by
identifying vulnerabilities using a history tree search across different drivers.
Through this analysis, we successfully identify 50 vulnerabilities, detailed
in Table 11.2. Section 6 then shows that multiple of these vulnerabilities
are either n-days at the time of analysis or for extended periods. By
showing that each of these n-day vulnerabilities affects multiple devices,
it meets C2.

5.1. N-Day Vulnerability Identification

Android adheres to a strict open-source policy to ensure transparency
and encourage collaboration within the security community. This includes
maintaining public access to bug reports and releasing kernel modifications.
While this openness empowers security researchers to identify, analyze,
and address potential vulnerabilities, it also provides malicious actors with
the means to identify n-day vulnerabilities.

To identify such n-day vulnerabilities, bug reports can potentially serve
as a direct source of information. Ideally, these reports should only be
publicly available after the associated vulnerabilities have been patched
in all systems, including downstream versions. However, in practice, they
typically become public after exceeding the disclosure deadline or following
a grace period after a patch is released. Google Project Zero, for instance,
follows a 90+30 disclosure deadline policy. If a patch is released within a
90-days time period, details are disclosed 30 days later. If no patch has
been released, the reports are publicly disclosed after 90 days.

Bug reports can be generalized into two categories: First, vulnerability
disclosures reveal official disclosure information, which provides detailed
vulnerability descriptions. Examples include CVE-2022-22706/CVE-2021-
39793 [20] and issue trackers highlighting CVE-2024-23384 [93] and CVE-
2024-23698 [12]. Second, exploit write-ups and analyses encompass publicly
available exploit details contributed by the security research community.
Examples include works by Mo [56, 57, 58, 59] and studies of zero-day
and n-day vulnerabilities found in the wild, e.g., done by Google Project
Zero [27]. As described above, both categories of bug reports provide direct
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1 commit 2466bcf3cea4ed9b37b7e8983e7e6b7ffd92e8fc
2 Author: quic_anane <quic_anane@quicinc.com>
3 Date: Tue Jul 16 23:37:45 2024 +0530
4

5 msm: ADSPRPC: Avoid Out-Of-Bounds access
6

7 Currently, when adding duplicate sessions to an array that
8 holds session information, no check is performed to avoid
9 going out of bounds. Add a check to confirm that the index

10 is not out of bounds.
11

12 Change-Id: Ib7abcc5347ba49a8c787ec32e8519a11085456d9
13 Signed-off-by: quic_anane
14

15 diff --git a/dsp/adsprpc.c b/dsp/adsprpc.c
16 index d7e2c3e..631d1b3 100644
17 --- a/dsp/adsprpc.c
18 +++ b/dsp/adsprpc.c
19 @@ -8172,6 +8172,12 @@ static int fastrpc_cb_probe(struct device

-> *dev)
20 for (j = 1; j < sharedcb_count &&
21 chan->sesscount < NUM_SESSIONS; j++) {
22 chan->sesscount++;
23 + VERIFY(err, chan->sesscount < NUM_SESSIONS);
24 + if (err) {
25 + ADSPRPC_WARN("failed to add shared session, maximum

-> sessions (%d) reached \n", NUM_SESSIONS);
26 + break;
27 + }
28 dup_sess = &chan->session[chan->sesscount];
29 memcpy(dup_sess, sess,
30 sizeof(struct fastrpc_session_ctx));
31

Listing 11.4: Git commit of an adsprpc out-of-bounds access.

information about vulnerabilities and, if not patched, offer the possibility
of exploiting them in an n-day scenario.

Another critical source of information is the source code for any kernel
modifications, including driver code, which must be released under the
GNU General Public License version 2 (GPLv2). This obligation arises
from Android’s use of the GPLv2 licensed Linux kernel: Any distributed
modified versions must also have their corresponding source code made
publicly available under the same terms. Here, we exploit this open-source
policy to identify n-day driver vulnerabilities.
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1 commit 3a1e7d811168a32b10171905503d724605064238
2 Author: DEEPAK SANNAPAREDDY <quic_sdeeredd@quicinc.com>
3 Date: Fri Sep 22 16:32:06 2023 +0530
4

5 msm: adsprpc: Handle UAF in process shell memory
6

7 Added flag to indicate memory used
8 in process initialization. And, this memory
9 would not removed in internal unmap to avoid

10 UAF or double free.
11

12 Change-Id: Ie470fe58ac334421d186feb41fa67bd24bb5efea
13 Signed-off-by: DEEPAK SANNAPAREDDY
14

15 diff --git a/dsp/adsprpc.c b/dsp/adsprpc.c
16 index 2c28969..43648e9 100644
17 --- a/dsp/adsprpc.c
18 +++ b/dsp/adsprpc.c
19 @@ -4351,6 +4351,8 @@ static int

-> fastrpc_init_create_static_process(struct fastrpc_file
20 mutex_lock(&fl->map_mutex);
21 err = fastrpc_mmap_create(fl, -1, NULL, 0, init->mem,
22 init->memlen, ADSP_MMAP_REMOTE_HEAP_ADDR, &mem);
23 + if (mem)
24 + mem->is_filemap = true;
25 mutex_unlock(&fl->map_mutex);
26 if (err || (!mem))
27 goto bail;
28

Listing 11.5: Git commit of an adsprpc UAF access.

History Tree Search. Multiple kernel driver source codes are available
via git repositories hosted by Google or ODM vendors, such as Qualcomm.
For example, Qualcomm’s DSP frpc-adsprpc kernel driver repository
is publicly accessible at https://git.codelinaro.org/clo/la/platfo
rm/vendor/qcom/opensource/dsp-kernel.git. While we demonstrate
our approach using two security flaws in the frpc-adsprpc driver, this
method can be applied generically to all publicly available repositories.

Our approach involves searching the entire repository history for key-
words that suggest a commit addresses a security flaw. Examples of such
keywords include bug, use-after-free, and out-of-bounds. Using these, we
identify vulnerabilities in the git repository. One example is commit 2466b
in mid-2024, as shown in Listing 11.4. This patch introduces a check to
ensure that the sesscount member variable from the struct fastrpc -
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Table 11.2: The capability granted by n-day vulns per driver.

Driver Module Capability
UAF OOB Others ID Total

frpc-adsprpc.ko 12 3 1 3 19
jpeg-driver.ko 2 1 0 0 3
mtk perf ioctl.ko 1 0 4 7 12
apusys.ko 0 1 1 1 3
ged.ko 1 2 3 3 9
trusted mem.ko 0 2 1 0 3
xlog.ko 0 0 1 0 1

16 9 11 14 50
UAF: Use-after-free and double-free OOB: Out-of-bound write
Others: Uninit variable, null pointer deref and denial of service

ID: Out-of-bound read and information disclosure

channel ctx remains within its intended range of [0, NUM SESSIONS-1].
This patch adds the following check: VERIFY(err, chan->sesscount <

NUM SESSIONS). Before, a malicious actor could exploit the vulnerabil-
ity to perform an Out-Of-Bounds (OOB) write in the memcpy function.
Exploitation is possible as chan->session[chan->sesscount] (aliased
as dup sess) would be misinterpreted as fastrpc channel ctx. OOB
writes are a common initial exploit primitive with the potential for system
compromise [9, 45, 48, 50, 92].

Another example of an identified n-day vulnerability is the end-2023
Use-After-Free (UAF) flaw involving the fastrpc mmap, as shown in
Listing 11.5. We identified this flaw by searching the history for UAF.
According to the commit message, this vulnerability can pivot to a Double-
Free (DF) scenario, also a robust exploit primitive [45, 50, 87, 92].

5.2. N-Day Analysis

We manually collect publicly available git repositories and bug reports. The
repositories are sourced from device OEMs (e.g., Xiaomi and OnePlus),
ODMs (e.g., Qualcomm and MediaTek), and Google. The bug reports
are obtained from platforms such as Google Project Zero’s issue tracker.
None of the bug reports referenced the specific patches that fixed the
discovered vulnerabilities. It was, therefore, part of our analysis to identify
the corresponding patches for the report.
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Our analysis involves a two-step process. First, we automatically filter
commit messages from these repositories using security-related keywords,
as described in Section 5.1. We started with commit messages from 2020 to
December 2024 (date of analysis). Then, we manually verified the filtered
commits to confirm whether the changes addressed security-critical bugs.
Only commits with clear evidence are included in our analysis, e.g., in
Listings 11.4 and 11.5. Using this approach, we identified 50 security-
critical issues: 45 initially from git repositories and 7 from bug reports,
with 2 representing duplicates found in both sources. For the analysis,
we categorized them based on their exploit capabilities. While several
stem from race conditions, their capabilities result in a UAF or an OOB
write. The n-day vulnerabilities are classified into four categories (see
Table 11.2):

UAF: Use-after-free access and double-free.
OOB: Out-of-bound write.
Others: Uninitialized variable access, null pointer dereference and
denial of service.
ID: Out-of-bound read and information disclosure.

These categories are critical for compromising Android devices. UAF,
DF, and OOB write capabilities are particularly notable, as they serve
as initial exploit primitives with numerous exploit techniques for system
compromise [9, 13, 21, 45, 50, 61, 85, 87, 92]. Other vulnerabilities, such
as null pointer dereferences and Denial Of Service (DOS), also offer path-
ways to root. For example, Jenkins demonstrated an innovative approach
to exploiting these issues [29]. Similarly, prior work has shown how to
effectively exploit Uninitialized Variables (UV) [11, 38, 47]. Information
Disclosure (ID) capabilities are essential in end-to-end exploitation, as
demonstrated by prior research [43, 44, 48, 51]. These vulnerabilities allow
malicious actors to locate target kernel objects, which most kernel exploits
require [26, 28, 51, 64, 66, 67, 79].

Table 11.2 shows the results of our analysis of n-day driver vulnerabilities
(excluding GPU drivers), with 50 vulnerabilities identified. Dividing the
results into different categories, we observe that vulnerabilities affecting
UAF capabilities are the most prevalent, while OOB writes are the least
prevalent. We also observe a variation in the number of vulnerabilities
identified per driver. We did not find matching git repositories for Sam-
sung’s npu.ko and camera.ko, Xiaomi’s migt.ko and the apuext part
of apusys.ko. For mi log.ko, we found a repository, but no commits
indicating security-related fixes.
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11. The Doom of Device Drivers

Validity of Analysis. We reconstructed n-day vulnerabilities using open-
source information from the respective git repositories. Our reconstruction
is based on security experts identifying patches that fix vulnerabilities,
including capabilities such as UAF, DF, or OOB writes. However, we do not
claim or evaluate whether each specific vulnerability enables direct system
compromise. We even argue that limiting the focus solely to vulnerabilities
already proven to enable direct system compromise overlooks broader
security risks and creates a harmful trend in vulnerability prioritization.
The rise of novel exploitation techniques [9, 21, 28, 29, 39, 44, 45, 46, 47,
50, 61, 80, 85, 86, 87, 89, 91, 92] demonstrates that increasingly weaker
exploit primitives can still lead to system compromise despite modern
defenses. For example, overwriting one byte with zero [13, 45, 60] has been
shown to compromise modern systems. Similarly, null pointer dereferences,
which were considered mitigated after the introduction of mmap min addr,
were re-enabled due to a novel kernel exploit technique to compromise
recent Linux systems [29]. This shows that even vulnerabilities perceived
as low- to no-risk can be leveraged for system compromise.

Given this, we argue that neither security researchers nor vendors should
primarily focus their time and effort on determining whether each n-
day vulnerability is directly exploitable for system compromise. This,
in turn, can lead to poor prioritisation of vulnerabilities, wasting time
and resources that could be spent integrating patches. We, therefore,
conclude that if an accessible vulnerability falls into a category known to
facilitate system compromise, such as UAF, DF, or OOB writes, this should
suffice to classify it as critical. Instead, the focus should be on promptly
incorporating patches to mitigate these vulnerabilities and prevent their
exploitation. However, while we do not demonstrate the exploitability
of each vulnerability, we verify the reachability of vulnerable code for a
representative subset of vulnerabilities on a real device, supporting n-day
exploitability (see Section 6.3).

6. Detecting N-Day Patches in Kernel Drivers

In this section, we perform a large-scale analysis of the inclusion of n-day
patches in kernel modules for ODM-specific device drivers. We examine
the absence and delay of patches for a subset of the 50 n-day vulnerabilities
identified in Section 5.2. Our dataset comprises 493 firmware versions from
131 devices across 7 OEMs, with multiple versions available for devices
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11. The Doom of Device Drivers

from Samsung and Xiaomi. For other devices, we use the most recent
firmware available.

To assess the susceptibility of devices to n-day vulnerabilities, we evaluate
each device based on its most recent available firmware. Specifically,
we test whether known vulnerabilities—publicly available before this
available firmware release—are still present. We show that 61.4% of these
devices have at least one n-day vulnerability, making them vulnerable
to exploitation. Alarmingly, 59.1% of these devices contain at least one
highly critical n-day vulnerability. These highly critical vulnerabilities fall
into the UAF or OOB categories. They provide initial exploit primitives
with well-researched exploit techniques [9, 13, 21, 45, 50, 61, 85, 87,
92]. We also analyze the patch delay across 131 devices based on their
respective security patch levels. Our results show significant delays in
patch integration, with delays up to 830 d. These results demonstrate that
our identified drivers are susceptible targets for malicious actors, satisfying
C3.

To perform this large-scale analysis, we present a semi-automatic approach
for detecting patch presence for 21 of the 50 n-day driver vulnerabilities
(see Section 6.1). Using this approach, we analyze compiled kernel modules
extracted from device firmwares (see Section 6.2). Lastly, we demonstrate
on a representative subset of these vulnerabilities that they are triggerable
on a real device (see Section 6.3).

Firmware Versions. We have a total of 493 firmware versions from 131
devices across 7 OEM vendors. For Xiaomi and Samsung, our collection
contains the latest firmware version for multiple devices as well as older
versions. For the other OEM vendors (i.e., Oppo, OnePlus, Asus, Realme,
and Vivo), we analyze the most recent firmwares available online, rang-
ing between early-2023 and end-2024. Table 11.3 shows the amount of
firmwares for each security patch level and OEM.

6.1. Patch Detection Approach

We demonstrate a semi-automated approach for detecting security patches
in kernel drivers by analyzing code modifications in the compiled kernel
modules. We exclude patches that fall outside our analytical framework’s
strategies, which focus on two primary methods: symbol-based detection
and control-flow analysis through decompilation.
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Symbol-Based Detection. We leverage the fact that security patches
frequently introduce symbols. These could, e.g., be references to global
functions, global variables, or unique string artifacts for error messages
and diagnostic output. For globally accessible symbols, our approach
analyzes whether the symbols introduced in the source patch are present
in the compiled target driver. We exclude inlined function symbols, as
these may not result in detectable changes in the compiled binary. To
eliminate false negatives, we only consider cases where these symbols
are also present in the most recent version of the kernel driver. String
artifacts provide an additional possibility for patch detection. Security
patches frequently include unique strings, such as warnings or diagnostic
messages (see Listing 11.4), that can be used as identifiers in the binary
representation of the driver. We exclude cases where introduced strings
are not unique, e.g., because they had been used in other places before
the patch already.

On symbol absent, further manual verification is required to rule out false
negatives, involving two key considerations: kernel driver configurability
and code evolution. Kernel drivers often implement configurations that
selectively exclude code segments, requiring manual analysis to verify
whether patch-affected code exists. Additionally, subsequent or custom
commits may modify or replace strings the patch introduces, potentially
obscuring its presence. Our approach accounts for these changes to ensure
accurate patch detection.

Control-Flow Analysis. Security patches frequently implement mod-
ifications to program control flow [35, 94], typically through additional
conditional logic, as demonstrated in Listing 11.5. Our control-flow ana-
lytical approach focuses on identifying patches that modify program logic
on patch-modified functions through a two-phase process. Initially, we
perform differential analysis of assembly code across sequential driver ver-
sions. The absence of assembly-level differences between versions indicates
patch exclusion within that interval. For versions exhibiting assembly
modifications, we employ Ghidra to perform decompilation. Although the
decompilation output does not perfectly match the original code, it en-
ables the identification of control-flow modifications through comparative
manual analysis. Combining both approaches allows for efficient manual
verification while not degrading output performance, especially since most
changes in driver functions are due to security issues, as observed.

Future Work. While we used a tailored approach to detect patches
in ODM-specific drivers, prior work [35, 94] focused on pre-GKI kernel

437



11. The Doom of Device Drivers

Table 11.4: Devices’ n-day susceptibility to vulnerabilities known as of their most
recent firmware release. All Device Analyzed includes all studied
devices with the most firmware versions, while Devices with Target
Drivers refers to those having hardware support for at least one of
the target drivers.

OEM All Devices Analyzed Devices with Target Drivers
Crit Vuln Any Vuln Crit Vuln Any Vuln

% % % %

Samsung 45.5 45.5 74.1 74.1
Xiaomi 67.3 71.4 75.0 79.5
Asus 75.0 100.0 75.0 100.0
Realme 56.2 62.5 56.2 62.5
Vivo 40.0 40.0 40.0 40.0
Oppo 42.9 42.9 42.9 42.9
OnePlus 85.7 85.7 85.7 85.7

images. Notably, PDiff [35] did not release their approach as open source,
but Fiber [94] or similar approaches, such as those using angr [68], could
be adapted to detect the absence of patches. However, Fiber was originally
designed for kernel images rather than kernel modules, and adapting it
to our methodology would require significant engineering effort. Fiber’s
evaluation was also limited to 11 kernel images using custom execution
allowlists. To meet the requirements of our dataset, which includes 493
firmwares, each containing 1 to 5 relevant kernel modules, we would need
to significantly extend Fiber’s capabilities for efficient patch detection.
Given these challenges, we suggest extending Fiber or developing a similar
framework as future work.

6.2. Large-Scale Analysis on Patch Inclusion

By integrating symbol-based detection and control-flow analysis, our
methodology ensures the identification of security-related patches. To
evaluate the effectiveness of our approach, we select 21 n-day vulnerabilities
from the full set of 50 identified, focusing on vulnerabilities in the DSP,
JPEG, and GED kernel drivers, such as Listings 11.4 to 11.10. These
vulnerabilities include highly critical ones (i.e., 9 UAF and 6 OOB) as
well as moderately critical ones (i.e., 1 Others and 5 ID), representing a
balanced mix of different severity levels. Our main goals are: to quantify
how many devices—running their respective newest available firmware
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versions—remain susceptible to these n-day vulnerabilities and assess
security-relevant patch delays.

Device Susceptibility. We assess device susceptibility under two con-
ditions. First, we analyze the most recent firmware available for all 131
Android devices in our dataset (see Table 11.3) to determine what fraction
of the 21 n-day vulnerabilities each device is still vulnerable to. Second,
we repeat this only for devices with hardware support for at least one of
the target kernel drivers identified as potentially vulnerable.

Table 11.4 shows susceptibility rates, separating results for all devices
(All Devices Analyzed) and those with hardware support of at least
one target driver (Devices with Target Drivers). In both cases, we
observe widespread susceptibility to highly and moderately critical n-
day vulnerabilities. For instance, 45.5% of Samsung devices and 71.4%
of Xiaomi devices were found to be vulnerable to at least one n-day
vulnerability. Aggregated across all devices, 59.1% were vulnerable to at
least one highly critical vulnerability, while 61.4% were vulnerable to at
least one of any severity. Susceptibility rates for Samsung and Xiaomi
appear lower primarily due to the lack of hardware support for the drivers
we analyzed. When excluding devices without the analyzed hardware—
like Samsung’s NPU—susceptibility rates rise to 74.1% for Samsung and
79.5% for Xiaomi.

Crucially, while Table 11.4 shows patching trends, it does not support
a direct comparison between lineage-providing OEMs (i.e., Xiaomi and
Samsung) and others, as, e.g., many 2024 vulnerabilities cannot be tested
on non-lineage vendors that only publicly provide older firmwares.

OEM Breakdown. Susceptibility is often not limited to a single vulner-
ability. We find a correlation between being affected by one vulnerability
and being affected by multiple. For example, 29.5% of Samsung devices
and 49% of Xiaomi devices were vulnerable to three or more n-day vul-
nerabilities.

Takeaway 11.1

If a device is susceptible to 1 n-day vulnerability, it is likely susceptible
to multiple vulnerabilities.

We also observe a trend in patch behavior across OEMs, with Xiaomi
standing out. Active patching of vulnerabilities in Xiaomi devices is
limited, with only a few instances observed that patch the identified n-day
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Table 11.5: Lower bound for average n-day patch delays in years across device
OEM vendors and vulnerability categories.

OEM Average Delay Time (Lower Bound)
UAF OOB Others ID

Samsung 0.32 y±0.4 0.40 y±0.1 0.32 y±0.0 0.79 y±0.7
Xiaomi 0.56 y±0.4 0.70 y±0.9 0.88 y±0.6

vulnerabilities. In many cases, when the earliest firmware version of a device
is found to be susceptible to n-day vulnerabilities, subsequent firmware
versions tend to remain susceptible. This pattern suggests that security
flaws are often addressed indirectly through the release of newer Android
devices with updated kernel driver versions that include the necessary
patches rather than through firmware updates for existing devices. While
this approach is more prominent in Xiaomi’s practices, similar tendencies
are also observed, albeit notably lesser, in Samsung’s handling of such
vulnerabilities.

Takeaway 11.2

Security-related flaws are likely addressed through new device releases
than through updates to existing devices.

Patch Delays. We define a patch as either integrating a fix into existing
software or entirely replacing the affected software with a non-susceptible
version. Our analysis reveals variability in how patches propagate across
firmware versions. Table 11.5 quantifies the time gap between the released
commit date of a patch and the last analyzed firmware version where
the patch was missing. The precision of these results depends on the
granularity of our firmware dataset, which varies between OEM vendors.
Our dataset contains temporal gaps of months. Patch integration could
have occurred between the release of the last unpatched and the first
patched firmware in our dataset. Our results are, therefore, conservative
estimates for the patch integration delay. Specifically, some patches are
missing from the latest firmware releases at the time of our analysis. In
such cases, we conservatively estimate the delay metrics by assuming that
the patch will be included in the next firmware release, which is a lower
bound. Hence, our delay measurements will likely underestimate actual
patch delays, which may be higher.

Table 11.5 highlights variations in patch delays across OEMs and vul-
nerability types. Samsung generally patches security-critical flaws faster
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Table 11.6: Lower bound for average n-day patch delays in years across device
ODMs and vulnerability categories.

ODM Average Delay Time (Lower Bound)
UAF OOB Others ID

Qualcomm 0.38 y±0.4 0.23 y±0.2 0.32 y±0.0 0.65 y±0.6
MediaTek 0.71 y±0.5 2.15 y±0.1 2.00 y±0.3

than Xiaomi. Among vulnerability types, OOB and Others are patched
the quickest, followed by UAF, while ID takes the longest. This trend
reflects the perception that information disclosure vulnerabilities are less
critical than UAF or OOB. However, UAF and OOB vulnerabilities can
still take over 500 d to patch, with ID exceeding 800 d. On average, OOB
vulnerabilities are patched more quickly than UAF, which are patched
faster than ID.

ODM Breakdown. In addition to analyzing patch delays solely by
OEM and vulnerability type, we further break down the results by ODM
chipset. Samsung’s Exynos-based devices are excluded from this analysis
due to the lack of publicly available source repositories. Table 11.6 presents
the results of this ODM-based breakdown, revealing notable differences
in patching delays between Qualcomm- and MediaTek-based chipsets.
Compared to their Qualcomm counterparts, MediaTek devices consistently
exhibit longer patch delays of over two times across OEMs and multiple
vulnerability classes. For example, for UAF vulnerabilities, the average
patch delay increases from approximately 4 months for Qualcomm to over
8 months for MediaTek.

Takeaway 11.3

While the patch delay varies by OEM, ODM, and vulnerability, some
devices experience delays of over a year.

6.3. Representative Subset of N-Day Vulns

To support the claim that n-day vulnerabilities remain exploitable, we
demonstrate that a representative subset can be reliably triggered on a real
Android device. Developing Proof-of-Concept (PoC)s is a non-trivial task
requiring substantial time, device access, and in-depth driver-specific ex-
pertise, even for experienced analysts like those at Google Project Zero [22,
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28]. Given this complexity, we focus the following analysis on a single
device driver to ensure feasibility. We target frpc-adsprpc.ko, which
accounts for most identified vulnerabilities. Since we apply the same patch-
based approach across all affected modules, dynamically validating one
representative driver shows reachability and supports the generalizability
of our approach.

We select five vulnerabilities from this driver with their git patch commit
messages shown in Listings 11.6 to 11.10. These five vulnerabilities rep-
resent a range of bug classes: one OOB read (vuln1), three UAF issues
(vuln2-4), and one information disclosure (vuln5). We evaluate these
across 29 module versions covering various release dates and 13 Android
devices from three major OEMs (Samsung, Xiaomi, and Asus), providing
a representative subset of both OEMs and n-day exposure timelines. Our
findings (see Section 6.3.1) show that on Samsung devices, the vulnerabil-
ities remain n-day exploitable for 0 to 7 months. In contrast, on all tested
Xiaomi and Asus devices, multiple vulnerabilities remained exploitable
even at the time of analysis. The results for the representative subset
align with the results from our patch detection approach, supporting the
validity of our static determination (see Section 6.3.2).

We use a rooted Samsung Galaxy S23 equipped with the Qualcomm
SM8550-AC Snapdragon 8 Gen 2 chipset for testing. Even after device
rooting, most partitions (including the one containing kernel drivers) are
mounted using the Enhanced Read-Only File System (EROFS), preventing
direct modification. To circumvent this, we flash TWRP/RO2RW images
and remount the vendor dlkm partition as writable, enabling us to replace
the frpc-adsprpc.ko driver with a test version. Using this setup, we test
driver versions from 13 Android phones, spanning multiple timestamps and
three OEMs. All 13 devices use the same chipset as our test device, ensuring
compatibility. We manually confirm that substituting the driver module
from another OEM with the same chipset does not alter functionality.
This allows us to test different versions while keeping the engineering
effort reasonable.

Triggering the vulnerabilities produces two observable effects: the UAF
issues and the OOB read cause a crash, while the information disclosure
leaks a kernel pointer. We use publicly available PoCs where possible
(e.g., for vuln1 [32]) or develop one (e.g., for vuln5 [31]) to trigger each
vulnerability.
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6. Detecting N-Day Patches in Kernel Drivers

6.3.1. Analysis

We present our findings in Table 11.7. We begin by testing 10 versions of
frpc-adsprpc.ko from the original Galaxy S23, covering firmware releases
available between March 2024 (the earliest relevant commit) and December
2024 (the time of analysis). We find that the October 2024 release is the
first to include all five patches that mitigate the tested vulnerabilities. All
vulnerabilities are tested for S23 original drivers. However, we omit vuln3
in broader tests on devices other than the S23 due to its long triggering
time (more than 12 hours).

Next, we test the September and October 2024 driver versions across 4
additional Samsung models (Galaxy S23+, S23 Ultra, Z Flip5, and Z
Fold5). Consistent with the S23 results, the October release contains the
full set of patches. Patch delays for Samsung devices range from 0 to 7
months, depending on the vulnerability.

We then test the November and December 2024 releases for six Xiaomi
models (MIX Fold 3, Redmi K70, POCO F6 Pro, Xiaomi 13 Ultra, 13 Pro,
and 13) and the November 2024 release for two ASUS models (ROG Phone
7 and 7 Ultimate). All of these most recent releases remain vulnerable
to vuln2/5, while four are also vulnerable to vuln1/4. Patch delays
vary between 0 and over 9 months, depending on the device and specific
vulnerability.

Takeaway 11.4

A PoC for an n-day vulnerability in ODM-maintained drivers can be
reused across OEMs and timeframes.

6.3.2. Validity Check of Patch Detection

We have two sets of patch inclusion analysis results: the large, statically
determined set described in Section 6.2, and the smaller, dynamically
determined subset discussed in Section 6.3. We now validate the dynami-
cally determined subset by comparing it against the statically determined
results, confirming consistency between them.
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11. The Doom of Device Drivers

7. Discussion and Related Work

This section discusses the security implications and validity of our findings,
as well as related work.

Security Implications. Our analysis reveals that modern Android de-
vices have a significant kernel attack surface reachable from untrusted
contexts, comprising kernel device drivers. Many of these drivers expose
known n-day vulnerabilities for long periods of time, allowing malicious
actors to bypass the effort of developing zero-day exploits. Instead, they
can exploit these n-day vulnerabilities to compromise devices. Crucially,
as a device is only as secure as its weakest point, our research highlights
that device drivers represent this weakest link in current Android versions.
A single pathway to root access is sufficient to fully compromise Android
devices.

Takeaway 11.5

Malicious actors can exploit n-day vulnerabilities, reducing reliance on
time-consuming zero-day development.

Validity of our Results. Our findings are mostly derived from static
analysis. To ensure consistency with real-world scenarios, we incorporated
dynamic testing and manual verification throughout. While we demon-
strate n-day triggering for 5 vulnerabilities in Qualcomm-supplied DSP
drivers, our evaluation does not include full end-to-end exploitation. Fur-
thermore, static analysis has inherent limitations, such as missing dynamic
behaviors, and our evaluation focuses on a subset of drivers and devices.
As a result, there may be unknown barriers to triggering the vulnerabilities
and achieving full exploitation. The reported numbers should, therefore,
be interpreted as estimates of real-world exploitability.

Patch Detection and Propagation. Prior work [35, 42, 94] has demon-
strated methods for detecting patches in kernel binaries by, e.g., deriving
patch’s signatures and testing them against the kernel binary. Numerous
studies have explored solutions to mitigate the effects of delayed patch
integration. Wang et al. [81] proposed temporary patch integration, while
Chen et al. [10] and Xu et al. [90] introduced hot patch techniques to
mitigate vulnerabilities dynamically. Talebi et al. [78] prevented harmful
side effects of vulnerable code through syscall instrumentation. Another
security-related problem is that while patches are available, vendors are
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reluctant to apply them. Hence, other research [52] has focused on faster
and more correct patch propagation.

Patch and Defense Integration. The deployment of security updates
and defenses in Android systems has been a focus of various studies.
Wu et al. [82] highlighted that most issues in the Android Security Bul-
letin (ASB) originate from native code, while Farhang et al. [15] observed
that kernel-related CVEs experience the longest delays in propagating to
vendor ASBs. This delay creates a window for attackers to exploit vulnera-
bilities before patches reach end users. Jones et al. [37] and Zhang et al. [96]
quantified the time lag, reporting delays of weeks to months for Android
security updates. Acar et al. [1] revealed significant fragmentation in
Android’s security update ecosystem, with inconsistent and delayed patch
rollouts across devices, vendors, and regions. Maar et al. [48] recently
analyzed the challenges of integrating mainline kernel defenses against
n-day exploitation. Most of these studies focused on Android versions that
predate the GKI initiative, which was intended to address kernel patch
delays for good. However, we show that these delays remain a threat to
device security as vendors struggle to integrate patches in those parts of
the kernel.

Security Analysis on Android. Google Project Zero has been track-
ing zero-day exploits targeting Android since 2019 [73]. Their annual
reviews [69, 72, 73, 77] analyze trends in malicious actor behavior to
enhance Android security. These reports emphasize the critical role of
timely patch deployment and defense integration in mitigating in-the-wild
exploitation [62]. Other research groups, such as the Threat Analysis
Group [76], GitHub Security Lab [56, 57, 58, 59], Zero Day Engineer-
ing [14], Blue Frost Security [66, 67], Amnesty International’s Security
Lab [22, 23, 62], and Citizen Lab [40, 41, 54, 62], also analyze exploitation
trends.

Android Driver Security. Exploiting vulnerabilities in kernel drivers,
particularly the GPU, has been a key focus of recent research [8, 14,
16, 17, 18, 56, 58, 59, 75, 76, 77, 85, 88]. Collaboration between Google,
Android, and ARM has contributed to advances in vulnerability detection,
mitigation, and hardening [88]. NPU drivers have also been targeted [57,
63, 84, 95], although such exploits have predominantly focused on Samsung
devices due to the unclear adoption of similar vulnerabilities in Qualcomm-
based devices [57].
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11. The Doom of Device Drivers

Research on DSP-related kernel drivers remains sparse [14], but recent
and concurrent exploits [22, 33] show that these drivers were actively
exploited to compromise Android devices. Malicious actors exploited these
drivers to install spyware, such as NoviSpy, which specifically targets end
users in the wild [22]. These findings underscore the relevancy of our work:
the exploitability of device drivers is known to malicious actors, so it is
imperative that research catches up.

Most recently, concurrent work by Amnesty International’s Security
Lab [23] demonstrated that kernel device drivers remain a primary attack
vector for Android compromise. In particular, malicious actors deployed
zero-day exploits against Android USB kernel drivers observed in-the-wild.
Similar to the 2024 DSP zero-day exploits [22], malicious actors then
installed NoviSpy spyware for surveillance.

While some studies have examined vulnerabilities in drivers accessible from
trusted contexts [36, 83], the pervasive threat posed by drivers accessible
from untrusted contexts remains largely unexplored. To the best of our
knowledge, Jenkins has done the closest analysis of the kernel attack
surface from untrusted security contexts [27]. Jenkins analyzed the attack
surface for 3 devices, i.e., Google Pixel 7, Xiaomi 11T, and Asus ROG
6D, and presented multiple zero-day vulnerabilities, demonstrating that
security research on Android drivers is sparse. We, on the other hand,
performed a large-scale analysis of 131 devices and discovered a large
number of drivers that are accessible and, worse, exploitable with n-day
vulnerabilities from untrusted contexts.

8. Conclusion

Prior compromises of Android devices often relied on exploit chains target-
ing GPU kernel drivers or higher user-space privileges before targeting the
kernel. In this paper, we comprehensively analyzed the kernel attack sur-
face exposed to untrusted security contexts. Our analysis reveals that this
attack surface is significantly larger than previously known, comprising
multiple device drivers. Within these drivers, we identified vulnerabilities
that remain unpatched for extended periods or were still unpatched at the
time of our analysis. Specifically, 59.1% of recent Android devices were
vulnerable to highly critical n-day exploits, with 61.4% affected by any
vulnerability. These unpatched vulnerabilities present an ideal target for
malicious actors, as they eliminate the need to invest substantial time
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• Asus, Realme, and MediaTek acknowledged our findings.
• Samsung acknowledged the issues and has initiated patching for affected
devices. We had a follow-up meeting focused on improving Android
driver security.

• Google responded by stating that the issues fall outside their scope of
enforcement and directed us to report the findings to OEMs directly.

Following best practices from Google Project Zero, we gave all participants
more than 90 days to address issues, with a 30-day grace period. This
timeline left plenty of buffer time for the earliest possible release date of
this paper, allowing all participants ample opportunity to develop and
implement comprehensive solutions before public release.

Moreover, we believe revealing these findings is crucial to demonstrating
how malicious actors can exploit the Android environment. This under-
scores the need for urgent action to improve overall Android security by
addressing patch delays, prioritizing device updates, and securing kernel
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attack surfaces. We strongly believe that publishing our findings will
improve the security of Android devices in the long term and is, therefore,
the most ethical course of action.

We are committed to an ethical approach that balances responsible research
with potential security improvements. Our research relies exclusively
on publicly available firmware images obtained from multiple sources,
including official OEM/ODM vendor repositories and third-party providers.
While we recognize that methodological precedent alone cannot justify
research ethics, prior work [1, 37, 48, 96] reinforces our belief in the
validity of analyzing publicly available data. We have not analyzed how
the firmwares have been obtained by the third-party providers.

All dynamic testing was conducted in a controlled laboratory environment
using dedicated research devices, further ensuring the integrity and safety
of our investigation.

11. Open Science

While we aim to make all datasets, crawling tools, and analysis scripts open
source, doing so poses a risk of misuse by malicious actors, as observed
in the past [26, 54, 71, 74, 76, 77]. Consequently, we do not recommend
open-sourcing these resources. However, if the USENIX committee holds
a different opinion, we will share all our findings and tools accordingly.
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1 commit a6b25a6b8b9d1d6dfe1eb743ee39de21485d66da
2 Author: Ramesh Nallagopu <quic_rnallago@quicinc.com>
3 Date: Fri Jun 28 22:17:36 2024 +0530
4

5 dsp-kernel: Fix to avoid untrusted pointer dereference
6

7 Currently, the compat ioctl call distinguishes itself
8 using a global flag. If a user sends a compat ioctl call
9 followed by a normal ioctl call, it may result in using a

10 user passed address as a kernel address in the
11 fastrpcdriver. To address this issue, consider localizing
12 the compat flag for the ioctl call.
13

Listing 11.6: Vuln1: Git commit message of the OOB read vulnerability CVE-
2024-21455 [32].

1 commit 6dab51a3af6f217c1729452fa963d0d3568058ec
2 Author: Abhishek Singh <quic_abhishes@quicinc.com>
3 Date: Tue Mar 5 17:19:52 2024 +0530
4

5 dsp-kernel: use-after-free (UAF) in global maps
6

7 Currently, remote heap maps get added to the global list
8 before the fastrpc_internal_mmap function completes the
9 mapping. Meanwhile, the fastrpc_internal_munmap function

10 accesses the map, starts unmapping, and frees the map
11 before the fastrpc_internal_mmap function completes,
12 resulting in a use-after-free (UAF) issue. Add the map to
13 the list after the fastrpc_internal_mmap function
14 completes the mapping.
15

Listing 11.7: Vuln2: Git commit message of the first UAF vulnerability CVE-
2024-33060 [34].
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1 commit 2096d42a680640f9fcc02272bf58f9cc7fa74576
2 Author: ANANDU KRISHNAN E <quic_anane@quicinc.com>
3 Date: Wed Aug 14 10:39:55 2024 +0530
4

5 msm: adsprpc: Avoid taking reference for group_info
6

7 Currently, the get_current_groups API accesses group info,
8 which increases the usage refcount. If the IOCTL using the
9 get_current_groups API is called many times, the usage

10 counter overflows. To avoid this, access group info
11 without taking a reference. A reference is not required as
12 group info is not released during the IOCTL call.
13

Listing 11.8: Vuln3: Git commit message of second UAF vulnerability CVE-
2024-38402 [19].

1 commit f98ae73093949e9e12f64f28bd6103b5f941d32e
2 Author: Santosh <quic_ssakore@quicinc.com>
3 Date: Tue Nov 19 10:54:19 2024 +0530
4

5 dsp-kernel: Add attribute and flag checks during map
6 creation
7

8 A persistence map is expected to hold refs=2 during its
9 creation. However, the Fuzzy test can create a persistence

10 map by configuring a mismatch between attributes and flags
11 using the KEEP MAP attribute and FD NOMAP flags. This sets
12 the map reference count to 1. The user then calls
13 fastrpc_internal_munmap_fd to free the map since it doesnt
14 check flags, which can cause a use-after-free (UAF) for
15 the file map and shared buffer. Add a check to restrict
16 DMA handle maps with invalid attributes.
17

Listing 11.9: Vuln4: Git commit message of the third UAF vulnerability CVE-
2024-49848 [30].
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1 commit 29cbad25d9bf36341131dcc7dfff75b4255d2111
2 Author: Abhishek Singh <quic_abhishes@quicinc.com>
3 Date: Fri Jun 21 16:04:09 2024 +0530
4

5 dsp-kernel: Do not search the global map in the process-
6 specific list
7

8 If a user makes the ioctl call for the
9 fastrpc_internal_mmap with the global map flag, fd, and va

10 corresponding to some map already present in the process-
11 specific list, then this map present in the process-
12 specific list could be added to the global list. Because
13 global maps are also searched in the process-specific
14 list. If a map gets removed from the global list and
15 another concurrent thread is using the same map for a
16 process-specific use case, it could lead to a use-after-
17 free. Avoid searching the global map in the process-
18 specific list.
19

Listing 11.10: Vuln5: Git commit message of the ID vulnerability CVE-2024-
33060 wrongly assigned [31].
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