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About

TLB-based location disclosure attack

Timing side channel:

TLB Evict+Reload

Leakage Amplification:

Exploits allocator and defense behavior

Attack:

Reliable kernel exploitation
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Shows leakage and exploitation
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Who Are We?

Lukas Maar
PhD candidate at Graz University of Technology

System Security
Kernel Security
Side-Channel Security

Looking for a job (end 2025)

Lukas Giner
Postdoc

Secure Cache Architectures
Microarchitectural Attacks

Looking for a job (soon)
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Motivation



Kernel Exploitation

User Space Kernel Space

./exploit
Trigger kernel event

Control-flow
hijacking attack

Data-oriented
attack

Privilege escalation

Overwrite some
metadata

Overwrite some
other metadata

Problem!
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Problem

How bad is a failed attempt for kernel exploitation?

Potential immiate system crash
Potential system crash later

So, worst case a reboot?
No, potentially triggers forensic investigation!

Undermines stealth
Potentially burns zero-day vulnerabilities
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Magic Wand

User Space Kernel Space

./exploit

Overwrite some
metadata

Use arbitrary r/w

Privilege escalation

C1:Where to write?

C2:What to write?

GOAL: Reliable!
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C1: Where to write?

C2: What to write?

? ? ?

?

2 MB-aligned
memory sections

4 kB-aligned
slab pages Object size aligned

Self reference

Location of
target objects

Arbitrary read/write



Address Translation C1: Where to write?

virtual address:
12 bit9 bit9 bit9 bit9 bit9 bit

pgdi p4di pudi pmdi pti offset

CR3

...

pgde

PGD

...

p4de

P4D

...

pude

PUD

...

pmde

PMD

...

pte

PT

...
Page
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Translation-Lookaside Buffer C1: Where to write?

63

Offset
011

Set Index 1
1219

Set Index 2
2027

Tag
12192027

Virtual Address

Tag Compare

Way Select

Physical Address

Way

Hit?

Way 1

PhysTag

Way 2

PhysTag

· · ·

PhysTag

Way 6

PhysTag

Set 1

Set n

...

...

Set 256

⊕

7 Lukas Maar Lukas Giner https://lukasmaar.github.io/

https://lukasmaar.github.io/


Translation-Lookaside Buffer C1: Where to write?

63

Offset
011

Set Index 1
1219

Set Index 2
2027

Tag
12192027

Virtual Address

Tag Compare

Way Select

Physical Address

Way

Hit?

Way 1

PhysTag

Way 2

PhysTag

· · ·

PhysTag

Way 6

PhysTag

Set 1

Set n

...

...

Set 256

⊕

7 Lukas Maar Lukas Giner https://lukasmaar.github.io/

https://lukasmaar.github.io/


Translation-Lookaside Buffer C1: Where to write?

63

Offset
011

Set Index 1
1219

Set Index 2
2027

Tag
12192027

Virtual Address

Tag Compare

Way Select

Physical Address

Way

Hit?

Way 1

PhysTag

Way 2

PhysTag

· · ·

PhysTag

Way 6

PhysTag

Set 1

Set n

...

...

Set 256

⊕

7 Lukas Maar Lukas Giner https://lukasmaar.github.io/

https://lukasmaar.github.io/


Translation-Lookaside Buffer C1: Where to write?

63

Offset
011

Set Index 1
1219

Set Index 2
2027

Tag
12192027

Virtual Address

Tag Compare

Way Select

Physical Address

Way

Hit?

Way 1

PhysTag

Way 2

PhysTag

· · ·

PhysTag

Way 6

PhysTag

Set 1

Set n

...

...

Set 256

⊕

7 Lukas Maar Lukas Giner https://lukasmaar.github.io/

https://lukasmaar.github.io/


TLB Timing Side Channel C1: Where to write?

Measure an access:

start = time();

access(test_address);
time = time() - start;

How to measure kernel pages?
start = time();

prefetch(kernel_address);
time = time() - start;
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TLB Timing Histogram C1: Where to write?
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TLB Evict+Reload C1: Where to write?
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TLB Memory Mapping Leakage C1: Where to write?

vmemmap

DPM
used by
page and slab allocator

Code
Modules

vmalloc
used by virtual allocator

ffff888000000000

page_offset_base

vmalloc_base

vmemmap_base

code_base

Leak region bases

Leak access location
Page granularity, 2 MB?
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C1: Where to write?

C2: What to write?

? ? ?

?

2 MB-aligned
memory sections

4 kB-aligned
slab pages Object size aligned

Self reference

Location of
target objects

Arbitrary read/write



Enforcing 4 kB Memory Mappings C1: Where to write?

vmemmap

DPM
used by
page and slab allocator

Code
Modules

vmalloc
used by virtual allocator

No Mapping
4kB Mapping
2MB Mapping

Use memory allocated with vmalloc.
E.g., bytecode for eBPF.

Use defenses:
CONFIG_VMAP_STACK:

Stack allocated with vmalloc.
CONFIG_SLAB_VIRTUAL:

Virtualize heap on 4 kB mappings.
CONFIG_STRICT_MODULE_RWX:

Split DPM to 4 kB mappings.
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4 kB Access Primitive C1: Where to write?

Syscalls to load 4 kB-aligned kernel address:
Kernel stack:

syscall(-1)
msg_msg:

sys_msgrcv
pipe_buffer:

sys_read
Page tables:

sys_mprotect

...
Multiple addresses are loaded to the TLB ⌢
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Leaking 4 kB-Aligned Address C1: Where to write?

DPM

msg0
msg1

msg32

queue0

queue1
queue32

ipc_ns❻

❺

❹

❸

❷

❶

sys_msgrcv(id, mtext, mtype):
queue = ipc_ns.root_rt[id]
msg = find_msg(queue, mtype)
copy_to_user(mtext, msg.mtext)

mtext = char[]
mtype = 0x41

// access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype)

mtext = char[]
mtype = 0x41

// access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype)

// access msg1, queue1, ipc_ns
sys_msgrcv(1, mtext, mtype)

mtext = char[]
mtype = 0x41

// access msg0, queue0, ipc_ns
sys_msgrcv(0, mtext, mtype)

// access msg1, queue1, ipc_ns
sys_msgrcv(1, mtext, mtype)

// access msg32, queue32, ipc_ns
sys_msgrcv(32, mtext, mtype)

①

②

③

TLB pattern①TLB pattern①

TLB pattern②TLB pattern②

TLB pattern③TLB pattern③

①TLB pattern∩
②TLB pattern \
③TLB pattern

[❷,❺,❻]∩
[❷,❹,❻] \
[❶,❸,❻]

[❷,❻] \
[❶,❸,❻]
[❷]
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C1: Where to write?

C2: What to write?

? ? ?

?

2 MB-aligned
memory sections

4 kB-aligned
slab pages Object size aligned

Self reference

Location of
target objects

Arbitrary read/write



Massaging C1: Where to write?

Ideal page:

Contains only attacker-controlled objects

How?

Use slab side channel [Maa+24b]

Sufficent for reliable kernel exploitation

Known offsets within slab page
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Location Disclosure Attacks C1: Where to write?

Evaluated Linux kernel:
v5.15, v6.5, and v6.8

CPUs:
Intel Kaby, Coffee, Alder, Raptor, and Meteor Lake evaluated

AMD and some ARM affected

Leaked object locations:
Kernel stacks
Kernel heap:

msg_msg, cred, file, seq_file, and pipe_buffer
Page tables:

PUD, PMD, and PT
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C1: Where to write?

C2: What to write?

? ? ?

?

2 MB-aligned
memory sections

4 kB-aligned
slab pages Object size aligned

Self reference

Location of
target objects

Arbitrary read/write



Case Studies C2: What to write?
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Unlink Primitive C2: What to write?

What is it?
Misuse unsafe element unlink from a list
Two write primitives:

*(next + 8) = prev;
*(prev) = next;

Prior work:
BadBinder [Sto19]
Many others [Sec20; San20; Maa+24a]

Our goal:
Arbitrary read/write primitive
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Unlink Primitive to Controlled Corruption C2: What to write?

Unlink operation
1 struct list_head {
2 struct list_head *next;
3 struct list_head *prev;
4 };
5
6 struct binder_thread {
7 ...
8 struct list_head wait;
9 ...
10 };
11
12 /* Unlinks element e */
13 void list_del(list_head *e) {
14 e->next->prev = e->prev;
15 e->prev->next = e->next;
16 }
17 void remove_wait_queue(binder_thread *bt) {
18 /* Trigger unlinking */
19 list_del(&bt->wait);
20 }

wait: wait:wait: wait:
next
prev

next
prev
next
prev

next
prev

next: bt2.wait
prev: bt0.wait

next: bt3.wait
prev: bt1.wait
next: bt3.wait
prev: bt1.wait
next: 0xdeadbeef
prev: 0xbadc0fe

next: bt4.wait
prev: bt2.wait

binder_thread_1 binder_thread_2binder_thread_2 binder_thread_3

remove_wait_queue(&binder_thread_2);
// *(bt3.wait->prev) = bt1.wait;
// *(bt1.wait->next) = bt3.wait;

remove_wait_queue(&binder_thread_2);
// *(bt3.wait->prev) = bt1.wait;
// *(bt1.wait->next) = bt3.wait;

remove_wait_queue(&binder_thread_2);
// *(bt3.wait->prev) = bt1.wait;
// *(bt1.wait->next) = bt3.wait;

remove_wait_queue(&binder_thread_2);
// *(0xdeadbeef+8) = 0xbadc0fe;
// *(0xbadc0fe) = 0xdeadbeef;
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C1: Where to write?

C2: What to write?

? ? ?

?

2 MB-aligned
memory sections

4 kB-aligned
slab pages Object size aligned

Self reference

Location of
target objects

Arbitrary read/write



Demo
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Mitigations

Isolate kernel/user address space
KPTI

Software-based solution
most kernel memory not mapped while in user mode

Intel LASS
Hardware-based solution
Protection before paging

prevents TLB side channel
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Black Hat Sound Bytes

Defense Side Effects: Security increased in one way
but decreased elsewhere.
Allocator Implementation: Allocator behavior can
decrease security.
Side Channel Enhanced: Side channels can increase
reliability of kernel exploitation.
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Detailed pipe_buffer Corruption via Unlinking C2: What to write?
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Triggering unlinking
// *(next+8) = prev
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// *(prev) = next
*(page) = this_page
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Arbitrary Free (e.g., via 8-Byte Slab Write) C2: What to write?

What is it?
Free an attacker-controlled address
E.g., via a 8-byte slab write primitive

kfree(controlled_addr);

Prior work:
Four Bytes of Power [Pop21]
Many others [Ngu21; Lin+23]

Our goal:
Arbitrary read/write primitive
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Arbitrary Free to Arbitrary Read/Write C2: What to write?
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16 write(fd1, data = {
17 .pipe_buffer1 = {
18 .offset = 8,
19 },
20 .pipe_buffer2 = {
21 .page = &target_page,
22 .offset = 0,
23 .len = PAGE_SIZE,
24 }
25 }, 96)
26
27 // Read from target page
28 read(fd2, &data, 8)
29
30 // Write to target page
31 write(fd2, data, 8)
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Write Primitive C2: What to write?

What is it?
Write primitive
With no read primitive

*(u64 *)(controlled_addr) = controlled_val;

Prior work:
Jenkin [Set22]
Used write primitive to corrupt stack

Our goal:
Arbitrary code execution
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Write Primitive to Program Counter Control C2: What to write?

top of stack
user registers

ret_from_fork+0x1a

kernel registers

Every created user thread starts
with ret_from_fork(0,0);

Write primitive

Contr
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top of stack
user registers

ret_from_fork+0x1a

kernel registers

Every created user thread starts
with ret_from_fork(0,0);

Called function after creation
1 ret_from_fork(fn, arg):
2 schedule_tail()
3 if (fn)
4 fn(arg)
5 exit_to_user_mode()

fn: 0, arg: 0

fn: stk-pivot, arg: ropchain

Write primitive

Control over program

counter and its argument
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3 if (fn)
4 fn(arg)
5 exit_to_user_mode()

fn: 0, arg: 0
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Context switch
1 schedule_tail():
2 ...
3 __switch_to_asm(rdi, rsi):
4 push rbp-r15
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8 return
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Write Primitive to Arbitrary Code Execution C2: What to write?

top of stack
user registers:

Stack Pivoting Gadgets

mem[mov rsp, arg; ret;]

ret_from_fork+0x1a
kernel registers:

mem[add rsp, 0x40; ret;]

msg_msg.mtext

fn

arg

msg_msg object
header

.mtext:

ROP Chain
rsp
rsp

rsp

rip: return from __switch_to_asm;rip: fn(arg);rip: mov rsp, msg_msg.mtext; ret;rip: mem[ROP Chain]
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