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w Timing Allocator Side Channel:
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Increase reliability of heapmanipulation

w Cross-Cache Reuse:
Return slab page to buddy

Reclaim it for another object

w High Reliability:
≥ 99.2% for single slab pages

8 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Cross-Cache Reuse to Arbitrary Read andWrite

Generic cache

obj0

obj1

obj2

obj3

Write

primitive

9 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Cross-Cache Reuse to Arbitrary Read andWrite

Generic cache

obj0

obj1

obj2

obj3

Write

primitive

cross-cache reuse

9 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Cross-Cache Reuse to Arbitrary Read andWrite

Generic cache

obj0

obj1

obj2

obj3

Write

primitive

cross-cache reuse

Page table

Write

primitive

Page

9 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Cross-Cache Reuse to Arbitrary Read andWrite

Generic cache

obj0

obj1

obj2

obj3

Write

primitive

cross-cache reuse

Page table

Write

primitive

Page

trigger write

9 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Cross-Cache Reuse to Arbitrary Read andWrite

Generic cache

obj0

obj1

obj2

obj3

Write

primitive

cross-cache reuse

Page table

Write

primitive

Page

trigger write

Page table

Arbitrary page

9 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/




KernelSnitch



Linked List Access Timings

Empty list
List with

2 elements

List with

5 elements

Fast access Medium fast access Slow access

10 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Linked List Access Timings

Empty list
List with

2 elements

List with

5 elements

Fast access Medium fast access Slow access

10 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Linked List Access Timings

Empty list
List with

2 elements

List with

5 elements

Fast access Medium fast access Slow access

10 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Linked List Access Timings

Empty list
List with

2 elements

List with

5 elements

Fast access Medium fast access Slow access

10 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

Bucket 0 Bucket 1 Bucket 2 Bucket 3 Bucket 4

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

Bucket 0 Bucket 1 Bucket 2 Bucket 3 Bucket 4

Hash function

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

Bucket 0 Bucket 1 Bucket 2 Bucket 3 Bucket 4

Hash function

Bucket index

Key

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

Bucket 0 Bucket 1 Bucket 2 Bucket 3 Bucket 4

Hash function

Bucket index

KeyMedium fast access

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Hash Table Access Timings

Bucket 0 Bucket 1 Bucket 2 Bucket 3 Bucket 4

Hash function

Bucket index

KeyMedium fast access

Fast access

11 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Timing Histogram

Syscall→ performs bucket access

12 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Timing Histogram

Syscall→ performs bucket access

Measure syscall timing

Buckets between 0 and 5 elements

12 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


Timing Histogram

Syscall→ performs bucket access

Measure syscall timing

Buckets between 0 and 5 elements

175 180 185 190 195 200 205 210 215 220 225
0

200

400

600

800

Access time [timestamps]

C
o
u
n
ts

0 elements 1 element

2 elements 3 elements

4 elements 5 elements

12 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

13 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

w Covert Channel:
Sender: Adjust occupancy level

Receiver: Probes occupancy level

13 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

w Covert Channel:
Sender: Adjust occupancy level

Receiver: Probes occupancy level

Results: Up to 580 kbit s
−1

13 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

w Covert Channel:
Sender: Adjust occupancy level

Receiver: Probes occupancy level

Results: Up to 580 kbit s
−1

w Website Fingerprinting:
Browser: Adjust occupancy levels

Spy: Probes occupancy levels

13 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

w Covert Channel:
Sender: Adjust occupancy level

Receiver: Probes occupancy level

Results: Up to 580 kbit s
−1

w Website Fingerprinting:
Browser: Adjust occupancy levels

Spy: Probes occupancy levels

Results: F1 of 89.3%

13 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

w Covert Channel:
Sender: Adjust occupancy level

Receiver: Probes occupancy level

Results: Up to 580 kbit s
−1

w Website Fingerprinting:
Browser: Adjust occupancy levels

Spy: Probes occupancy levels

Results: F1 of 89.3%

w Kernel Heap Location Disclosure:
Exploiting kernel’s hash table indexing

13 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


KernelSnitch

w Covert Channel:
Sender: Adjust occupancy level

Receiver: Probes occupancy level

Results: Up to 580 kbit s
−1

w Website Fingerprinting:
Browser: Adjust occupancy levels

Spy: Probes occupancy levels
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Reliable and Stable Kernel

Exploitation

Exploits

Discussion

• Re-enable exploit techniques
• Enable a new exploit technique
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• Security implications
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Strict memory permission enforcement

Additional allocator design decisions

w Evaluation:

Intel CPUs from 8th to 14th gen

Generic Ubuntu kernels from v5.15 to 6.8
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CPU registers during system events

� POC:
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Maximum Reachable Security

CVE ² � * ⋔ / ® � � Ó �

CVE-2019-2215 ✓ ✗ ✓ ✓

CVE-2019-2025 ✓ ✓

CVE-2020-0030 ✓ ✗ ✓ ✓

CVE-2021-1968,-1969,-1940 ✓ ✓ ✗

CVE-2021-0920 ✓ ✓

CVE-2021-1905 ✓ ✓ ✗

CVE-2022-22265 ✓

CVE-2021-25369,-25370 ✗ ✓ ✗ ✗ ✓

CVE-2016-3809,-2021-0399 ✓ ✓ ✓ ✗

CVE-2022-20409 ✓

CVE-2023-21400 ✓ ✶ ✗

CVE-2022-28350 ✶ ✗

CVE-2020-29661 ✶ ✗

CVE-2021-22600 ✓

CVE-2020-0423 ✓ ✗ ✓ ✓

CVE-2022-22057 ✓ ✗ ✓ ✓

CVE-2023-26083,-0266 ✗ ✗

CVE-2020-0041 ✓ ✓

CVE-2019-2205 ✓ ✓

CVE-2019-2025 ✓ ✓ ✗ ✓ ✓
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w Exploit Flows Still Feasible:
Ground Truth: 4 of 26

w Evaluation:
994 devices

From 10 vendors

Average: 15.2 of 26

w Notable Mentions:
Best: Google with 11.8 of 26

Worst: Fairphone with 18.5 of 26

Largest Marketshare: Samsung with 16.1 of 26

25 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/




The Doom of Device Drivers



The Doom of Device Drivers

26 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


The Doom of Device Drivers

w Identify N-Day Vulnerabilities:

26 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


The Doom of Device Drivers

w Identify N-Day Vulnerabilities:
Accessible from untrusted security contexts.

A�ect a wide range of Android devices.

26 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


The Doom of Device Drivers

w Identify N-Day Vulnerabilities:
Accessible from untrusted security contexts.

A�ect a wide range of Android devices.

Results: 50 known vulns in 11 drivers

26 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


The Doom of Device Drivers

w Identify N-Day Vulnerabilities:
Accessible from untrusted security contexts.

A�ect a wide range of Android devices.

Results: 50 known vulns in 11 drivers

w Patch Inclusion Analysis:

26 Lukas Maar https://lukasmaar.github.io/

https://lukasmaar.github.io/


The Doom of Device Drivers

w Identify N-Day Vulnerabilities:
Accessible from untrusted security contexts.

A�ect a wide range of Android devices.

Results: 50 known vulns in 11 drivers

w Patch Inclusion Analysis:
131 Android devices

7 device vendors

3 chipset vendors
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Crit Vuln Any Vuln
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Vivo
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Devices Susceptibility to at least 1 N-Day

Device Vendor All Devices Analyzed

Crit Vuln Any Vuln

% %

Samsung 45.5 45.5

Xiaomi 67.3 71.4

Asus 75.0 100.0

Realme 56.2 62.5

Vivo 40.0 40.0

Oppo 42.9 42.9

OnePlus 85.7 85.7

in December 2024
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Key Findings

(1) Clustering: Devices susceptible to 1 n-day vuln are

o�en susceptible to many.

(2) Replacement: Vulns are o�en fixed via new device

models than updates.

(3) Delay: Patch times can exceed a year depending

on vendors and vuln type.

(4) Reuse: PoCs for driver vulns work across devices

and timeframes.

(5) Exploit: Threat actors can weaponize n-day vulns,

avoiding costly zero-days.
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Summary

w Contributions:
7 first-authored publications

5 tier-one venues

2 tier-two venues

CSAW and Pwnie Award nominees

12 authored publications

3 Black Hat and 1 Nullcon talks

Multiple vulnerabilities

some of which needs to be disclosed

w Teaching:
Secure So�ware Development VO/KU

Pentesting Lab

w Others:
Multiple proposals

some also got accepted

Supervised 2 Master and 1 Bachelor students
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