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w Stealthy
= Enhance exploit reliability via side channels
»  Goal:Push defender site
w Defenses
» |ncrease Defense E ectiveness
m  Goal:Direct resiliance improvement
w Android Ecosystem

= Reveal Shortcomings in the Android Ecosystem
m Goal:Push vendors
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SLUBStick

w Timing Allocator Side Channel:

= Measure syscall timing
= Increase reliability of heap manipulation

w Cross-Cache Reuse:

= Return slab page to buddy
m Reclaim it for another object

w High Reliability:
. 99.2% for single slab pages
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Syscalll performs bucket access

m Measure syscall timing
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KernelSnitch

w Covert Channel:

= SenderAdjust occupancy level
ReceiverProbes occupancy level
= Results:Up to 580kbits !

w Website Fingerprinting:
= Browser:Adjust occupancy levels
Spy:Probes occupancy levels
»  Results:F of 89.3%
w Kernel Heap Location Disclosure:

= Exploiting kernel's hash table indexing
»  Results:Disclosure in under one minute
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= Each page-table access memory fetch
= Slow!
= TLB

= CPU cache
= Stores page-table entries
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Advanced TLB Side Channel Results

w Analysis:

Virtualization of the kstack
Virtualization of the kheap

Strict memory permission enforcement
Additional allocator design decisions

w Evaluation:

= Intel CPUs from 8th to 14th gen

= Generic Ubuntu kernels from v5.15t0 6.8
w Results:

»  Three side-channel-assisted exploit
techniques
= Nearl00 % reliability

= Nosystem crashes
Lukas Maar https://lukasmaar.github.io/
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Hardware-Enforced Kernel
Control-Flow Integrity:

= |ntel CET, i.e., FinelBT and shadow stack
m Safe areas
Protects Control Data:

= Function pointers, operation table pointers
and return addresses
m  CPU registers during system events

POC:

= Linux kernel 5.18 with compiler pass
u 1.85% overhead
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DOmain Protection Enforcement:

= Memory Protection Keys, i.e., Intel PKS
= Principle of least privilege

Protects Non-Control Data:
= Credentials, page tables, ...
POC:

= Linux kernel 5.19 with compiler pass
u 2.3%overhead

https://lukasmaar.github.io/






Reveal Shortcomings
in the Android Ecosystem



In-the-Wild Exploits

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w Escalate privileges

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w ™ glate privileges
. th o
qin-Depit = e
DefectS ~ompr he DOom of D

= Install p e
. e

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w ™ glate privileges
. th o
qin-Depit = e
DefectS ~ompr he DOom of D

= Install p e
. e

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w ™ glate privileges
. th o
qin-Depit = e
DefectS ~ompr he DOom of D

= Install p e
. e

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w ™ glate privileges
. th o
An-DepPtt - e
DeiectS ~ompr he DOom of D

= Install p e
. N

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w ™ glate privileges
. th o
An-DepPtt - e
DeiectS ~ompr he DOom of D

= Install p e
. N

Lukas Maar https://lukasmaar.github.io/



In-the-Wild Exploits

w Exploit vulnerabilities
w ™ glate privileges
. th o
An-DepPtt - e
DeiectS ~ompr he DOom of D

= Install p e
. N

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Defects-in-Depth

Maximum reachable security

N-Day Exploitation Analysis Widespread absence
( )

( h ( h of included and
e ective defenses.
n = I = B =
Advancement in two
\N-Day Exploit Collection) \___ ExploitAnalysis ) \_Defense Identi cation ) exploit techniquess.
s ~N Vs ~ - N Weaknesses in
custom defenses.
— —_— .
E:> ’ E:> E:> Factors potentially
contributing to this
\Android Kernel Collection) \_ Metadata Extraction ) \__ Defense Analysis ) situation.
Defense Inclusion and E ectiveness Analysis Novel Findings

Actual reached security

Lukas Maar https://lukasmaar.github.io/



Maximum Reachable Security

Lukas Maar https://lukasmaar.github.io/



Maximum Reachable Security

CVE
CVE-2019-2215
CVE-2019-2025
CVE-2020-0030
CVE-2021-1968,-1969,-194
CVE-2021-0920
CVE-2021-1905 3 3 7
CVE-2022-22265
CVE-2021-25369,-25370 7
CVE-2016-3809,-2021-0399
CVE-2022-20409
CVE-2023-21400 %
CVE-2022-28350 vV 7
CVE-2020-29661 v
CVE-2021-22600 3
CVE-2020-0423 3
CVE-2022-22057 3 7 33
CVE-2023-26083,-0266 7 7
CVE-2020-0041
CVE-2019-2205
CVE-2019-2025
CVE-2020-3680
CVE-2022-20421
CVE-2022-0847 3
CVE-2021-4154
CVE-2021-38001 3 3 7
NO_NUMBER (2021) 3 3

2 DM1:CONFIG_DEBUG_LIST DM2:CONFIG_ARM64_UA®O DM3:kmalloc-cg-* 0 DM4:CONFIG_CFI_CLANG

/' DM5:CONFIG_BPF_JIT_ALWAYS_@NDM6:CONFIG_SLAB_FREELIST_HARDENEDM7:CONFIG_INIT_ON_ALLOC_DEFAULT_ON
DM8:KSMA protection 6DM9:Samsung RKP  DM10:Huawei HKIP
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Actual Reached Security

w Exploit Flows Still Feasible:
= Ground Truth# of 26
w Evaluation:

= 994 devices
= From 10 vendors
= Averagel5.20of 26

w Notable Mentions:

= Best:Google with11.80f 26
= Worst:Fairphone with18.50f 26
= Largest MarketshareéSamsung with16.10of 26
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The Doom of Device Drivers

w ldentify N-Day Vulnerabilities:
m Accessible from untrusted security contexts.
= A ectawide range of Android devices.
m Results50 known vulnsinl1ldrivers

w Patch Inclusion Analysis:

= 131 Android devices
m 7 device vendors
» 3 chipset vendors
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Devices Susceptibility to at least 1 N-Day

Device Vendor All Devices Analyzed
CritVuln ~ Any Vuln
% %
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Oppo
OnePlus
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Devices Susceptibility to at least 1 N-Day

Device Vendor All Devices Analyzed
CritVuln ~ Any Vuln

% %
Samsung 4% 455
Xiaomi 673 714
Asus 70 10Q0
Realme 562 625
Vivo 400 400
Oppo 429 429
OnePlus 857 857

in December 2024
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Key Findings
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(1) Clustering: Devices susceptible to 1 n-day vuln are
0 en susceptible to many.

(2) Replacement: Vulns are o en xed via new device
models than updates.

(3) Delay: Patch times can exceed a year depending
on vendors and vuln type.

(4) Reuse: PoCs for driver vulns work across devices
and timeframes.

(5) Exploit: Threat actors can weaponize n-day vulns,
avoiding costly zero-days.
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Top Responses

"What voodoo programming is this?"

response to KernelSnitch

"It's the hardware vendors damn problem!"

response to the TLB side channel

Incorporates fewer security measures due to
performance costs, particularly for low-end devices.

response to Defects-in-Depth
Kernel exploitation requires social hacking.

response to The Doom of Device Drivers

We mostly patch recent (current generation) devices.
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