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Analyzed 26 one-days targeting the Android kernel

Identified defenses mitigating most of these one-days

Performed a defense inclusion and effectiveness analysis

Presented novel findings:
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Absence of effective defenses in vendor-provided kernels
Advancement in two exploitation techniques
Weaknesses in defenses

Potential factors that contribute to this situation
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