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&~

Generic Cache #Pages Success Rate e ———
Idle No CPU pinning  External noise
% % %
kmalloc-8 1 99.9+0.1 99.9+0.1 99.6 +0.7
kmalloc-16 1 99.4+0.6 98.9+1.2 99.9+0.4
kmalloc-32 1 99.4+0.9 99.7 £ 0.5 99.9£0.3
kmalloc-64 1 99.2+13 99.2+0.9 81.0+£6.4
kmalloc-96 1 99.9+0.4 99.9+0.1 99.8£0.6
kmalloc-128 1 99.9+0.4 99.8+0.5 99.9+0.3
kmalloc-192 1 99.9+0.4 99.8+0.4 99.3+1.2
kmalloc-256 1 99.9+0.3 99.9+0.3 99.7 £ 0.7
kmalloc-512 2 90.2+54 87.2+31 65.2+2.8
kmalloc-1024 4 88.1+7.2 795+33 70.3£8.1
kmalloc-2048 8 83.1+9.2 70.5+ 16 57.8 5.7
kmalloc-4096 8 82.1+34 73.3+19 53.8 £ 10
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exploit
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Generic cache

container

i32 replace_user_tlv(u32 *buf, u64 size) {
/* allocate object */

u32 *container = kmalloc(size);
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Obtain UAF write

< .
o | timed
3
= | alloc
=
0 exploit il P
alloc > copy-from_user
o
S UAF
£
=
Generic cache
i32 replace_user_tlv(u32 *buf, u64 size) {
/* allocate object */
u32 *container = kmalloc(size);
/* copy data from user x/
container

copy_from_user(container, buf, size);

}
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page

copy-from_user
fault (NSRS

i32 replace_user_tlv(u32 *buf, u64 size) {
/* allocate object */

u32 *container = kmalloc(size);
/* copy data from user x/

< .

S | timed

3

= alloc
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0 exploit

kmalloc
kS UAF
|
=
Generic cache
container

copy_from_user(container, buf, size);

}
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Obtain UAF write
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container

copy-from_user

i32 replace_user_tlv(u32 *buf, u64 size) {

/* allocate object */

u32 *container = kmalloc(size);

/* copy data from user x/

copy_from_user(container, buf, size);

}
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¢

recycle &

reclaim as PT Obtain UAF write

kmalloc

< .
S | timed
3
= | alloc
=
0 exploit
3 UAF
5
=
Page table
container

page
fault

copy-from_user

i32 replace_user_tlv(u32 *buf, u64 size) {
/* allocate object */

u32 *container

= kmalloc(size);

/* copy data from user x/

copy_from_user(container, buf, size);

}
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[Opage [Jtarget page [Jtable entry [overwritable area [Mlcorrupted memory
BMcorrupted table entry [Elowest 1GB —»reference —» corrupted reference
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Exploitation
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&~

CVE Capability Cache
CVE-2023-21400 DF kmalloc-32
CVE-2023-3609 UAF kmalloc-96
CVE-2022-32250 UAF kmalloc-64
CVE-2022-29582 UAF filep_cachep
CVE-2022-27666 0O0B kmalloc-4096
CVE-2022-2588 DF kmalloc-192
CVE-2022-0995 00B kmalloc-96
CVE-2021-4157 0O0B kmalloc-64
CVE-2021-3492 DF kmalloc-4096

Lukas Maar — Graz University of Technology



Conclusion
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b

https: //Iukasmaar github.io

Timing side channel:
<+ Make software cross-cache attacks practical
Primitive convertion:
< Limited heap write to UAF write
Uses the UAF write for page-table manipulation:
£ Obtain an arbitrary phyiscal r/w primitive
Implemented 9 PoC exploits:
B For Linux kernel v6.2
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