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Case of CVE-2019-2215

From: syzbot <bot+f£2a32269c7d88a3653ef36£3d516f19ece83fdbb@syzkaller.appspotmail.com>
Subject: KASAN: use-after-free Read in __lock_acquire (2)

Date: Sat, 02 Dec 2017 08:08:01 -0800 [thread overview]

Message-ID: <001a1149750a83b8db055f5db0d20@google.com> (raw)

In-Reply-To: <001a1147c73265e0a2055e43711e@google.com>

BUG: KASAN: use-after-free in __lock_acquire+0x465e/0x47£0

kernel/locking/lockdep.c:3378
Read of size 8 at addr ffff8801cd8el3f0 by task syzkaller236979/3086

CPU: 1 PID: 3086 Comm: syzkaller236979 Not tainted 4.15.0-rcl+ #115
Hardware name: Google Google Compute Engine/Google Compute Engine, BIOS
Google 01/01/2011
Call Trace:

__dump_stack lib/dump_stack.c:17 [inline]

dump_stack+0x194/0x257 lib/dump_stack.c:53
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Case of CVE-2019-2215

#include <fcntl.h>
#include <sys/epoll.h>
#include <sys/ioctl.h>
#include <unistd.h>

#define BINDER_THREAD_EXIT 0x40046208ul

int main()
{
int fd, epfd;
struct epoll_event event = { .events = EPOLLIN };

fd = open("/dev/binder0", O_RDONLY);

epfd = epoll_create(1000) ;

epoll_ctl(epfd, EPOLL_CTL_ADD, fd, &event);
ioctl(fd, BINDER_THREAD_EXIT, NULL);
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Patch for CVE-2019-2215

From: Martijn Coenen <maco®@android.com>
Date: Fri, 5 Jan 2018 11:27:07 +0100
Subject: ANDROID: binder: remove waitqueue when thread exits.

commit £5cb779bal16334b45ba8946d6bfa6d9834d1527f upstream.

binder_poll() passes the thread->wait waitqueue that
can be slept on for work. When a thread that uses
epoll explicitly exits using BINDER_THREAD_EXIT,

the waitqueue is freed, but it is never removed
from the corresponding epoll data structure. When
the process subsequently exits, the epoll cleanup
code tries to access the waitlist, which results in
a use-after-free.
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Patch for CVE-2019-2215

diff --git a/drivers/android/binder.c b/drivers/android/binder.c
index 6b4a991..bb48a7b 100644
--- a/drivers/android/binder.c
+++ b/drivers/android/binder.c

@@ -4535,6 +4535,18 @@ static int binder_thread_release(struct binder_proc *proc,
if (t)
spin_lock(&t->lock) ;

()

~
*

* If this thread used poll, make sure we remove the waitqueue
* from any epoll data structures holding it with POLLFREE.

* waitqueue_active() is safe to use here because we’re holding
* the inner lock.

*/
if ((thread->looper & BINDER_LOOPER_STATE_POLL) &&

waitqueue_active (&thread->wait)) {
wake_up_poll (&thread->wait, POLLHUP | POLLFREE);

o

L R A T T

binder_inner_proc_unlock(thread->proc) ;

if (send_reply)
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In-The-Wild Exploitation of CVE-2019-2215
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In-The-Wild Exploitation of CVE-2019-2215

= Project Zero Q

03 Project Zero 42451036 ~

< C ¢ Android: Use-After-Free in Binder driver + (24) Hotlists

Comments (22) Dependencies (0) Duplicates (0) Blocking (0) Resources (0)

Home
Assigned to me Bug P2 | + Add Hotlist Reporte ma...@google.com

Starred by me STATUS UPDATE No update yet Type # Bug

CC'd to me Priority P2

Collaborating @ DESCRIPTION ma...@google.com created issue #1 Sep 27,2019 02:25AM &

Severity S1
Reported by me The following issue exists in the android-msm-wahoo-4.4-pie branch of https:// Status

android.googlesource.com/kernel/msm (and possibly others):

To be verified Acce Default access View
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*We have evidence that this bug is being used in the wild. Therefore, this bug is subject to a 7 day
Bookmark groups disclosure deadline. After 7 days elapse or a patch has been made broadly available (whichever is Expanded Access®@
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In-The-Wild Exploitation of CVE-2019-2215
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Finding of CVE-2019-2215

There was a significant time gap
between vulnerability introduction
and patching!
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Continue with In-The-Wild Device Exploitation
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Continue with In-The-Wild Device Exploitation
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Continue with In-The-Wild Device Exploitation
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Continue with In-The-Wild Device Exploitation
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Continue with In-The-Wild Device Exploitation
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GPU Driver Vulnerabilities
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GPU Driver Vulnerabilities

< Prime targets:
= Four GPU suppliers
m Accessible from untrusted context
m Complex — susceptible

+ Google’s 2023 annual review [SSS24]:
m 4 of 5 Android exploits due to GPU

driver vulns

m linvolved core kernel
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GPU Driver Security
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GPU Driver Security

< Collaboration in 2024 [Xin+24]:
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GPU Driver Security

< Collaboration in 2024 [Xin+24]:
= Google
= Android Red Team
®=  ARM Product Security Team
+ Goal:
m Enhance vulnerability detection
m Decrease patch delays
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Research Question

Are there other kernel components
that pose similar or even greater risks?
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Our Contributions
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Overview

< Criterias:
m C1: Accessibility

% D_ - Accessible from untrusted security contexts.

m C2: Broad Impact
) Affect a wide range of Android devices.

m  C3: Susceptibility
Exploitable vulnerabilities.
D <+ Workflow:

®  Analyze firmwares (C1 V)
m  QOpen source info to discover vulns (C2 V)
m Patch inclusion of vulns’ patch (C3 V)
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Analysis Results

OEM All Devices Analyzed
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(1) Clustering: Devices vulnerable to 1 n-day vuln are
often vulnerable to many.
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(1) Clustering: Devices vulnerable to 1 n-day vuln are
often vulnerable to many.

(2) Replacement: Vulns are often fixed via new device
models than updates.

(3) Delay: Patch times can exceed a year, varying
by OEM, ODM, and vuln type.

(4) Reuse: PoCs for ODM driver vulns work across
OEMs and timeframes.

(5) Exploit: Malicious actors can weaponize n-day
vulns, avoiding costly zero-days.
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(1) Clustering: Devices vulnerable to 1 n-day vuln are
often vulnerable to many.

aent: Vulns are often fixed via new device

vulns, avoiding costly zero-days.
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