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Our Contributions

Reliable and stable side-channel-assisted kernel exploitation
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• Re-enable exploit techniques
• Enable a new exploit technique
• One defense reduces security

• Security implications
•Mitigating disclosure attacks
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Our Contributions contd

Analysis:

Virtualization of the kstack
Virtualization of the kheap
Strict memory permission enforcement
Additional allocator design decisions

Evaluation:

Intel CPUs from 8th to 14th gen
Generic Ubuntu kernels from v5.15 to 6.8

Results:

Three side-channel-assisted exploit
techniques
Near 100% reliability
No system crashes
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